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ABSTRACT

Sandia National Laboratories, in cooperation with the United States European Command’s (EUCOM) Strategic
Foresight (SF) branch, has developed an initial capability to better understand and anticipate likely responses to
events by groups within countries under EUCOM’s area of responsibility. The Behavioral Influence Assessment
(BIA) system is a theory-based analytical capability that is intended to enable analysts to better assess the influence
of events on groups interacting within a country or region. These events can include changes in policy, man-made or
natural disasters, war, or other changes in environmental and economic conditions. To help achieve this, BIA
models the dynamic social/political/economic actions and counter-actions between groups in response to events over
time. This paper outlines the rationale and general results produced by this effort. This includes a discussion of: 1)
underlying psychological, social, and economic theories that are synthesized within its structure; 2) inclusion of data
and expert opinion into the modeling structure; 3) methods used to computationally instantiate theories, data and
opinion; 4) types of assessments that are generated; and 5) implications of these assessments in comparison to
current events.
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INTRODUCTION

A common problem associated with the effort to better understand dynamic behaviors of different groups within
various countries is the shear difficulty in gathering appropriate subject matter expertise across relevant domains of
interest. Even with a sizable collection of subject matter experts (SME), one’s cognitive ability to fully comprehend
the dynamic nature of populations, particularly over time and considering feedback effects, can be limited. That is,
humans’ ability to contemplate higher-dimension interaction effects within and between groups is more easily
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restricted to a small number of behaviors and counter-behaviors across time. In addition, the contribution of
behavioral, social, and economic theories regarding how groups and countries, as a whole, make decisions is often
not fully considered. Yet, an understanding of dynamic human behaviors is typically considered important when
assessing country behaviors and, thus, should be addressed. A common question is how can this be accomplished in
a more systematic manner? Recently, the phenomena underlying the societal dynamics that drives stability and
instability in countries has become understandable enough to pose testable hypotheses amenable to simulation
(Acemoglu & Robinson, 2009). Ultimately, we believe this can produce the ability to better hypothesize and assess
impacts associated with various policies and actions.

The main focus of this work is to present an approach taken by Sandia National Laboratories to assess the dynamics
and key psychosocial and economic processes underlying how people make decisions and express behaviors over
time. Included in these simulations are behaviors that affect the decision making of others, creating complex
feedback loops within and between individuals and groups. Each simulated behavior is a function of individual
psychosocial characteristics (described below) along with environmental and group dynamic factors. The goal of
this work is to minimize the likelihood of decisions that lead to undesirable consequences by providing a more
systematic analysis of group perceptions, beliefs, intentions, and behaviors. Its focus is on likely dynamic
repercussions of actions, not on point predictions.

The basis for this computational framework, known as the Behavioral Influence Assessment (BIA) tool, is a
synthesis of data-supported psychosocial theories of human behavior (Bernard & Backus, 2009; Bier et al., 2011).
The legitimacy of this synthesis is supported by an independent assessment of theory-based analytical studies of
historical socioeconomic data. In other words, we have integrated the set of elements from psychosocial theory that
are consistent with economic theory, experimental data, and historical data pertaining to human behavior. The result
is a unified framework that connects the multiple scales of human behavior (from individual to societal interactions)
to the external (geopolitical, physical, and socioeconomic) world. The simulation framework is thus a model of
human behavior determined by local perceptions of world conditions, contained in a feedback process that links
behaviors, conditions, and events and shows how they unfold over time. Our analysis emphasizes these response and
counter-response progressions, whose recognition can prevent counter-productive behaviors.

BIA uses a hybrid cognitive-system dynamics computational approach that integrates psychological, social,
socioeconomic, and system dynamics theory relevant to a region. This includes characterization of people within a
society, interactions between governmental and nongovernmental groups, and external variables such as global
changes in the geopolitical and economic climate. This is designed to capture outcome distributions used to
investigate attitudinal and behavioral reactions to policies and actions within countries. The theories used are limited
to ones that can be: 1) integrated into a representation of behavior; 2) translated into a set of computational
equations; and 3) instantiated, tested, and verified using accessible data. The structure is populated using
psychosocial, economic, and geopolitical information from subject matter expert guidance, reports, opinion polls,
social media, and economic data. While the information that populates the BIA structure is specific to particular
countries, its structure is general enough to be applied to any geographical region.

Computationally, the BIA structure consists of a modeling framework, model simulators, and an analysis engine.
The current structure allows for various cross-modeling domains (i.e., different countries and groups), information
sharing, and visualization. For example, Figure 1 shows a simplified conceptual representation of a hypothetical
BIA structure that involves the modeling of two interacting groups and several leaders. Exogenous inputs to the
model (e.g., global economic factors and general population-support) influence the dynamic interactions within and
between the entities. Each simulated behavior is a function of psychological characteristics along with
environmental and group dynamic factors. This enables the assessment of group behavior as it reacts to the
perceptions of others and world conditions.
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Figure 1. Conceptual diagram of the full systems view of BIA

RESEARCH DESIGN AND METHODOLOGY

The underlying psychosocial theories

In order to make sense of and predict our environments, humans attempt to find patterns in stimuli. If relevant, the
stimuli can be perceived as cues that can stimulate particular beliefs. However, because of differences in culture and
experiences among individuals, the same stimuli may be interpreted differently and stimulate different beliefs.
Beliefs may stimulate other cognitive processes such as emotional reactions (which we more broadly characterize as
positive and negative affect), attitudes, expectations associated with perceived social norms, and perceived
behavioral control over potential behaviors associated with that belief or series of beliefs. These things may help
stimulate a motivation to perform some specific type of behavior. If the motivation is high enough, it can stimulate
an intention or set of intentions to perform some type of behavior. The intention to perform a specific behavior is
typically a function of what is actionable. Thus, upon assessing the environment, intentions that are not attainable
will lose strength while intentions that are attainable will gain strength. Moreover, the valance associated with affect
(low to high positive, low to high negative) will mediate the selection of behavior (Bernard & Smith, 2006). The
actual behavior that is realized is a function of the intent, associated affect, and the perceived environment indicating
that behavior is indeed actionable. Additional factors that affect the likelihood of a behavior being realized include
how often and how recently that behavior has been previously acted upon. That is, previous behaviors are a good
predictor of future behaviors (Ouellette & Wood, 1998). This process is exemplified in the conceptual diagram of
the BIA psychosocial (decision) model, shown in Figure 2.

Formation of beliefs

In the BIA decision model, a belief is considered to be an estimate of some attribute or state in an environment that
may affect an existing attitude or give rise to a new one. When a belief rises to full consciousness it will be
compared to a belief “template” that is stored in long-term memory. These templates store semantic perceptions of
self and environment as beliefs and serve to categorize/classify and structure one’s belief of one’s world. In this
sense, semantic memory is made up of categories (class of objects that belong together) and concepts (mental
representations of a category) for later retrieval.
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Figure 2. Conceptual diagram of the psychosocial (decision) model

To make a decision about category membership within a belief, an item is compared against some stored cue
representation of the category (Markman, 1999). If the cue similarity is strong enough, then it is concluded that the
item is part of that belief category. If the differences are great enough between belief categories, then new categories
can be spawned to reflect this diversity. Each cue membership and its associated belief category are specific to an
individual or group. That is, one individual may have a different set of potential beliefs than another individual.
Moreover, similar beliefs may contain different cue memberships, with different percentages of cue evidence
associated with each belief. Groups that share similar cultures and/or religious backgrounds may have a common set
of general beliefs and related set of cue memberships that may different from other, less similar, groups. It stands to
reason that the further apart one group is from another, the less similar the cue memberships and beliefs will be.

In our simulations, the instantiation of this concept involves the representation of environmental cues and relevant
knowledge in a manner that accommodates pattern recognition. Patterns of cues may be associated with a known or
potential situation or state. If the activation of cues indicates a match between an on-going situation and a cognitive
representation associated with a particular belief, a belief is generated that might ultimately direct behavior. In this
simulation, each cue provides some degree of evidence (a continuum from 0 to 1) associated with one or more
beliefs. Conceptually, the system represents the fundamental processes associated with both individual and group/
organizational (aggregate) decision-making. The notion that cues, in many circumstances, can trigger a belief
without the need for extensive deliberation has been proposed by Klein and colleagues (1993) in their model of
recognition-primed decision making (RPD). With respect to attitudes, beliefs are thought to be associations or
linkages that people establish between attributes of attitude objects (Fishbein & Ajzen, 1975). An attitude can be
thought of as a general and relatively enduring evaluative response to an attitude object, where an attitude object can
be a person, a group, an issue or a concept (Visser & Clark, 2003). This evaluative response generally has some
degree of favor or disfavor, approach or avoidance, or attraction or aversion toward that object (Ajzen, 1991; 2005).
This is expressed in differences in affective valence or direction in that they can be “bifurcated into positive and
negative evaluations” (Eagly & Chaiken, 1993, p. 4). A configuration of attitudes can form an ideology, which are
attitudes clustered around some societal theme, such as communism verses capitalism (Converse, 1964).

Modeling behaviors

A general theoretical model supporting the notion that attitudes and intent play a large role in predicting behavior is
the theory of planned behavior (TPB). The TPB postulates a process in which behaviors are influenced by (a)
current attitudes towards a specific behavior, the (b) subjective norms associated with acting out that behavior, and
(c) the perception that carrying out this behavior is within the person’s control. The combination of these factors
https://openaccess.cms-conferences.org/#/publications/book/978-1-4951-2095-4
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forms a behavioral “intention” state, which then can serve to drive that person’s actual behavior (Ajzen, 1991; 2005;
Madden, Ellen, & Ajzen, 1992). It is asserted in the TPB that an individual’s intentions capture the factors that
influence some type of behavior, which is indicative of one’s effort to perform that behavior. While the TPB is most
certainly one of the most used and cited behavioral models within social psychology (Cooke & Sherran, 2004), it
has been critiqued for being too restrictive in scope (e.g., Perugini & Bagozzi, 2001). Its parsimony is typically
considered one of its strengths, enabling it to be robust across a wide variety of behaviors and cultures. However,
this can come at a cost of reduced predictive power. In principle, the model can, and was intended to be, open to
additional predictor variables, such as emotion (Ajzen, 2005). Indeed, researchers including Ajzen have developed
extensions to the TPB so as to increase its predictive strength for various types of behaviors (for example, see Beck
& Ajzen, 1991).

An extension to the TPB in both depth and breadth was developed by Perugini and Bagozzi (2001). Their conceptual
model, termed the model of goal-directed behavior (MGB), is intended to explain a larger percentage of variance
associated with behavior than the TPB. The MGB asserts predictor variables of attitude, positive and negative affect,
subjective norms, and perceived behavioral control, which drive desires. Desires, in turn, drive intentions, which
drive behaviors. Frequency of past behavior mediates desires, intentions, and behaviors. In the MGB, Perugini and
Bagozzi chose the more specific term “desire” instead of motivation. BIA uses the more hierarchically expansive
term, “motivation” to represent a broader range of drives. As with the TPB, perceived behavioral control also
mediates behavior. In addition, recency of past behavior serves to mediate current behaviors. Perugini and Bagozzi
argue that individuals take into account both their attitudes and affect regarding potential achievement or failure
with respect to a sought after goal. That is, an attitude is an “evaluative response towards an object or act that, once
learned, is triggered automatically” (p. 82). The processes underlying affect, on the other hand, are “more dynamic
and entail self-regulation in response to feedback” (p. 82). As discussed above, adding these predictor variables
should, in many circumstances, explain a higher percentage of the variance associated with behavior. In addition,
including frequency and recency of behavior as predictor variables, the MGB further broadens the TPB, providing
greater predictability. Indeed, in comparing the MGB to the TPB across two common behaviors revealed that the
MGB does explain a larger percentage of accounted variance (approximately 25%) than the TPB (Perugini &
Bagozzi, 2001).

Processes underlying economic behaviors

In parallel with the described psychosocial theories, a set of behavioral economic theories—also extensively
evaluated with experimental and historical data—have been incorporated into the general BIA framework. The
theories perfectly mesh with the discussed psychosocial theories. This is not surprising, since economics can be
described simply as people making choices. In fact, there is abundant time-series data on economic decisions across
culture, which overlaps with psychosocial views of those same decisions.

The physical and economic behavioral implications are readily simulated using basic aspects of conventional
simulation methods such as system dynamics, engineering, and economics. Societal and economic behaviors can be
thought of as a consequence of behavioral decisions and, thus, decisions can be thought of as the process of making
choices. Accordingly, all behaviors are the consequence of choices that are made. This notion is outlined by
McFadden (1984), who pioneered the use of (psychologically framed) qualitative choice theory (QCT). QCT
quantitatively determines the importance people place on information, tastes, beliefs, and preferences when making
decisions. The robust parameterization of QCT is often based on data readily obtainable in the field. Other
techniques can further determine the correct functional representation of the QCT utility formulation for the problem
at hand (Keeney & Raiffa, 1976). A key part of the decision process is the filtering of information and the extent to
which experience biases the decision process. At a group level, the probabilistic nature leads to a mean-value
response because random variation in one direction by a single individual is balanced by the reverse variation of
another individual. The enduring aspects of the population (society) dominate the group behaviors. The
identification of the transient and stable components of the decision process use co-integration (also Granger
Causality) methods pioneered by Granger (1969). These same methods also ascertain the filtering and delayed-
response processes associated with information perception and behavior. These methods and others are summarized
in Backus and Glass (2006). These techniques can integrate disparate perspectives and information, qualitative as
well as quantitative, into analysis and decision support systems. The methods are compatible with orthodox
macroeconomic assumptions and used for all matter of choices (including those associated with security). The
actions taken to repeat or approximate an individual’s reference perceptions are known as purposive actions.
Purposive actions exist in a complex and constantly changing environment (e.g., ecological forces, such as
temperature and human forces, such as social structure). For this reason, humans maintain multiple reference
perceptions for various aspects of their lives and continually compare these reference perceptions to perceptual cues
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from the environment. (For instance, the way we want something to taste is a reference perception and the amount of
salt we add is a purposive action to alter the taste to match our reference perception.) Any purposive action that is
taken will be compared to the respective environmental cues and to the individual’s reference perception of that
event. Purposive actions continue as long as there are undesirable discrepancies between the reference perception
and the environment. The psychosocial model described is embedded within a system dynamics model to make
(economic) decisions for the individuals and groups of individuals that the model simulates in the form of “cognitive
entities.” Each of these entities has a separate cognitive model. For example, there may be a cognitive model of a
type of individual (leader), a group supporting that leader, and a group opposing that leader. In this case there would
be three cognitive entities that will be assessed.

Computational foundations of the BIA framework

Within BIA, modeled entities structure and process information in the manner illustrated in Figure 2, which is
mathematically represented in Figure 3. Figure 3 shows an example mapping between the conceptual, psychosocial
model structures (left) and the mathematical implementation of that model structure (right). (A larger visualization
of the mathematical representation is shown in Figure 4). Here, stimuli are the physical realization of world
conditions and human actions. When an individual places these stimuli in context, they become cues that inform or
effect behaviors. As discussed above, the grouping of cues forms a pattern. (For example, the observation of asphalt,
cars, sidewalks, and buildings act as cues, giving you the belief that you are on a city street). Beliefs typically take
on importance when they are incongruous with or different from expectations. Expectations are often the memory of
the status quo or the anticipation of future conditions. Cognitive resources are employed to produce a learned
attitude toward a condition (the condition being a perceived notion or incongruity) or our learned ability to respond
to a condition. Our cognitive resources and beliefs of a situation (via notions and incongruities) act together to help
us evaluate the choices we have to respond to those conditions. The result represents our intentions. The execution
of those intentions further depends on the level of the incongruity and our attitudes toward that behavior. Once a
behavior is initiated, it takes time before it becomes an action affecting the external world (including other
individuals). Depending on the proximity or our social network, the realized consequence of our actions becomes
the cues to some individuals but not to others. The feedback logic of one entity’s behavior becoming another entity’s
cues, possibly through the intermediation of external physical processes, explicitly captures the social network
considerations that are often seen in more abstract, agent-based modeling.

Exogenous
stimuli

Behavior outputs can serve as cue inputs to other models

Figure 3. Conceptual diagram of the psychosocial model

Each block in the math diagram contains equations that are fully elucidated in Backus et al., (2010). Note that each
block can process large flows of data. There are typically a large number of stimuli generating a large number of
notions, leading to a large number of potential choices and behaviors, across a number of individuals. Some of the
differences to note between Figure 2 and Figure 4 are, for example, the decomposition of "intentions" in Figure 2
into several subcomponents shown in Figures 4, such as intention utilities and intention evaluation.
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It takes time to cognitively recognize a set of cues. Cues can also produce emotive notions that characteristically
occur faster than cognitive notions and use minimal information. The emotive notions can set the “mood” for
processing the cognitive information, often adding a risk aversion element to the choice invoked by the cognitive
information (Forgas, 1995; Lerner & Keltner, 2000). Research shows that emotive and non-motive components are
both part of the normal processing that leads to behavior (Martin, Ward, Achee, & Wyer, 1993; Zajonc, 1984). The
model explicitly recognizes and uses both these categories of information flow. In addition, Figure 4 contains what
are noted as “Tiering Loops.” Specific notions (such as you realizing there is a fire in your house), can dramatically
amplify your realization of stimuli/cues, such as the location of doors and other occupants of the house. Similarly,
making one decision may affect your selection of a related decision. The same is true for executing behaviors.
Attitudes affect the importance you may place on information. Attitudes are explicitly calculated in the model and
are based on cognitive resources (experiences, abilities, and beliefs). Learning is noted as conditioning in the model
and is an effort to reduce an incongruity by developing the ability to accommodate or effectively respond in the
presence of a notion. Attitudes, emotive content and cognitive information all act to determine the utility of a choice.
These utilities come together to shape the probability of making a specific choice. Limitations in mental processing
and physical response mean the individual must prioritize notions and behaviors when either becomes potentially
excessive (Dolan, 2002; Gigerenzer & Goldstein, 1996). For example, changing the radio station when you hear a
song you dislike is quickly neglected when you see the car ahead of you hit another car. Moreover, Figure 4 depicts
the psychological components that interact, feedback, and combine to produce behavior. People are constantly
exposed to a large number of stimuli. They attempt to find patterns in these stimuli to help predict their
environments. Only a small fraction of stimuli can be processed and recognized as relevant cues for prediction. A
specific pattern of these cues can produce a belief and general notion regarding the current environment. In the
model, relevant cues include political, social, physical and economic conditions. The inflation rate, for example, is
an economic cue that may lead to a notion about the health of the economy.
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The process of representing behavior

The BIA modeling process begins at a systems level. At this level, we seek to understand the key influencers from
organizations and conditions to represent the overall dynamics within and between entities. Sub-system structures
may also be included to represent physical processes within the broader system, such as a supply chain. The general
scope of the structure is determined from the overarching question(s) that are posed via an analyst consumer. At this
stage, the process of generating possible sub-questions begins. Vetting the sub-questions with an analyst consumer
helps to further refine this structure. The specific expression pertaining to each influencer and what choices or
behaviors those influences can invoke has to be determined through the use of SME guidance and available data.
SME:s can hypothesize beliefs and more abstract “notions” that are not reflected in the data. Analytical methods can
allow an estimate of how those hypothesized behaviors could occur based on knowledge of an individual’s
behaviors in other circumstances.

Representing potential behavioral responses and counter-responses is first achieved through causal-loop diagraming,
which causally relates all the interactions embodied in the theories (see Bernard & Bier in this issue of the
proceedings). The causal loop diagram is then mapped to a stock-and-flow diagram that explicitly details the flow of
information and physical quantities through the system. A key feature is the designation of stocks that represent the
accumulation of information, experience, monetary, or physical quantities. These stocks are called “state variables”
and they largely characterize the nature of the system and its responses. The change or difference in the value of
stocks over increments of time is the “differential” part of the differential-equation approach to computational
modeling. The exact mathematical expression of the theory is anchored in the accumulation of flow into and out of
the stocks. The mathematical expression of the flows comes from a causal interpretation of the theory into the
language of mathematics. Only those theories that have a measurable meaning, supportable, at least in principle, by
historical or experimental data, are included in the model. The data determines the parameters that control the
progression of the simulated values through time. Rigorous statistical techniques determine the appropriate
parameters and the uncertainty associated with their use. This uncertainty can later define the confidence in the
results of an intervention analysis. This general process is shown in Figure 5.
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Figure 5. A simplified example of the BIA modeling process
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Uncertainty analysis techniques can determine the potential for behaviors to affect the policy selection of external
security interventions. (The assessment of these intercessions is the actual purpose of the model.) However, the
model cannot generate potential behaviors that are beyond the imagination of SMEs and are not reflected in
available data. These unknown unknowns are a limitation in all realms of physical and social science. Nonetheless,
the use of decision theory, SME guidance, and data should produce the best representation possible, despite
uncertainties. To model the consequence of behavioral influences, it is necessary to not only model the initial
behaviors of affected individuals and groups, but to also determine how interactions with other individuals and the
physical world, over time, can alter the outcome. The feedback processes among individuals and the physical world
unfold dynamically, which could cause the outcome of an intervention to initially go in the desired direction, but in
the long-term lead to counter-responses that that are contrary to the desired goal. That is, the delay between
behaviors and impacts can cause secondary dynamics that make it extremely difficult to know whether the ups and
downs of behavioral responses and counter-responses will ultimately lead to the desired outcome.

As the model is developed, domain information is used to add specificity to the structure. It is determined which
entities (individuals or groups) should be modeled at a more detailed level. The domain information consists of
quantitative data and SME guidance. This information is recorded via the BIA’s “Knowledge Structure” datasheets.
The BIA Knowledge Structure is consistent with the psychosocial theories of decision-making and is organized in a
manner that characterizes the decision processes of specific individuals or group of individuals. Knowledge
structures capture information such as beliefs, motivations, norms, attitudes, general affect, intentions, and previous
and current behaviors of specific groups, organizations, and/or individuals. For example, formulas that are circled in
Figure 6 are populated with information, via the Knowledge Structure, also shown in Figure 6. As these structures
are developed, increasingly more detailed domain information is used to populate the models and to help ensure that
the systems-level and detail-level structures are consistent. That is, this information can be used to further strengthen
the overall systems structure. The quantitative data consist of survey polls, economic output reports and projections,
demographics, and the like that provide useful information pertaining to beliefs, attitudes, behaviors, and trends.
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Figure 6. Example of a Knowledge Structure showing belief, motivation, and potential behavior information

This approach to modeling is made possible by assuming a fixed (but potentially very large) set of potential
behaviors embodied in a representation of the individual or group. The representation contains the preferences and
personality characteristics pertinent to the relevant decision-making. While the magnitude of interactions may
change, the model does not produce new paths of cognition. All potential interactions are determined via initial
parameterization of the model. Over time (at most a couple of years and often on the order of weeks), the simulation
will be less predictive in that the modeled individuals or groups will change their behaviors outside the domain of
their historical experience and habits. This will require updating the parameters within the models.
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BIA ASSESSMENTS

An example of actual BIA assessment output is depicted in Figure 7. The assessments shown below are designed to
reveal likely responses (and counter-responses) to potential actions or events as well as the geopolitical and
economic processes behind the responses for specific groups of interest. The BIA architecture underlying these
assessments consists of a modeling framework, simulators, and an analysis and visualization engine. The current
BIA modeling architecture provides for the storage of BIA models, the execution of those models by compatible
simulators, and the analysis of run results by various analysis engines. The integration with simulators and analysis
engines leverages a plug-in architecture to convert data repository records into a compatible format for various
commercial visualization tools. Other arbitrary types of records that could represent source references or other
supplemental information can be tied to models to provide deep traceability from a run or an analysis. The current
BIA architecture also includes a flexible database engine within the modeling framework to support organization of
models, runs, and references. We have developed a progressively more complex BIA modeling architecture to
enable more efficient cross-modeling domain, simulation and assessments, information sharing, knowledge structure
development, and visualization. For each model run, and change in a model run, BIA provides a dynamic hypothesis
and analysis. The dynamic hypothesis shows the core drivers of the system dynamics and the model output presents
the actual model runs. The duration of a modeled scenario ranges from as short as one week to as long as two
decades. Figure 7 shows an example of the assessment interface built for EUCOM.
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Figure 7. An example of BIA assessment output

Working with EUCOM’s Strategic Foresight branch, which is focused on using advanced information technology to
inform command decision-making, strategy development, and planning, BIA assessed such things as: (1) political
and social reactions to various governmental actions in response to perceived internal and/or external influences or
threats; (2) the long-term effect that changes in economic and/or social conditions have on the amount of support
given to various groups; (3) the long-term social/political stability-effects related to various funding priorities within
countries; and (4) potential interactions between countries due to changing geopolitical conditions. Strategic
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Foresight is currently providing insight into strategic risks and opportunities within EUCOM’s operational
environment through the analysis of socio-cultural futures in the mid- to long-term (greater than 24 months). The
BIA assessment interface shown in Figure 7 analyzes individual/group perceptions, beliefs, intentions, and
behaviors associated with potential societal actions (over time). These actions are in response to the behaviors of
government and non-governmental entities, as well as exogenous (outside) variables. The exogenous variables are
often hypothetical conditions that could occur, such as changes in global economic conditions, changes in global
oil/gas markets, cross-border violence, migration into or existing a country, conflict, and the like. As these variables
change, so does the model’s assessment of potential political, social, and economic reactions of groups and societies.

Model confidence

Within BIA, historical data and SME information become the raw data used to calibrate and parameterize the
models. Uncertainty in the data is explicitly determined through the statistical process of uncertainty quantification
to develop model parameters. This process provides confidence intervals on the results of the model analyses that
test interventions. By simultaneously performing uncertainty quantification for model parameters and potential
interventions, BIA can determine the portfolio of intersessions that have the highest (quantified) probability of
success despite uncertainty. It can also quantify the risk associated with the intervention not performing as
anticipated. Additionally, BIA can perform sensitivity analyses to determine what minimal additional information is
needed to maximally reduce uncertainty and further assure the proposed interventions produce the desired outcome
throughout the time horizon of interest. Moreover, because the model is causal, decision-makers can reach-back into
detailed results of the simulation to independently evaluate the nuanced processes that caused the predicted
outcomes and find leverage points that would be maximally effective at altering outcomes. Furthermore, the same
process can determine early warning fingerprints whose measurement today or during the initial implementation of
an intervention can verify or exclude the possibility of critical conditions and outcomes.

CONCLUSIONS

The intent of this document is to provide a brief discussion of the BIA framework. Results suggest that BIA can
provide a data-driven analytical capability, consistent with psychosocial and economic theory, usable for assessing
national security policies and operations. We are still developing the secondary components needed for greater
usability. Most of the sub-components have been thoroughly tested in previous studies. Still, the full integration of
all the parts into a comprehensive framework is a research and development effort. The framework is currently
being tested with detailed data sets and realistic scenarios. Albeit limited, our experience with the use of the system
to-date indicates that the approach we are taking is sound and can produce the expected capabilities. Initial
assessment of BIA suggests that it is consistent with the general processes underlying human behavior, inclusive of
cultural, biological, and institutional constraints, and conditions. The BIA framework is based on first principles that
can encompass an unlimited number of entities with any number of alternative decisions, and with any level of
interrelationship complexity. The theories used were limited to ones that 1) were mutually self consistent, 2) would
integrate into a complete representation of behavior from stimuli through to action, 3) would translate to a unique set
of computational equations, and 4) could be instantiated, tested, and verified using accessible data. This structure
and discipline allowed for 1) use of readily available data on individual or regions to calibrate the model, 2) use of
subject matter expert data to sparsely augment data as needed, 3) testing of hypotheses surrounding alternative
interventions and behavioral responses, 4) quantification of the uncertainty (risk) that an intervention will produce
the desired results, and 5) time-dependent consequential counter-responses to follow from an intervention. Most
importantly, the BIA framework is designed to naturally capture the implications of new (even unique) information
flows that may be considered in information operations or other interventions.
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