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ABSTRACT

This paper presents the results of a terminology survey on home networking. The results of this study show that all
of the major brands of home networking appliances use complex terminology in their user interfaces and that a very
small percentage of people know the meaning of these terms.
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INTRODUCTION

Labels are the static text that is used on screen to identify edit boxes, list boxes, images, group boxes, or other
graphical user interface controls. Labels are not editable. Labels are essential for user success in using applications.
If users do not understand a label, they will be unable to perform the tasks that they need to accomplish. Probably,
all  of us have experienced problems with confusing labels when, for example,  we find ourselves  struggling to
understand the difference between a field labeled “Find” and another field labeled “Search”. The importance of
using understandable terminology in “User Language” is considered one of the top heuristic evaluation criteria by
HCI professionals. (Nielsen J., 1994). 

Several studies have also investigated the relationship between the usability of an application and the complexity of
terminology used in the application. For example, a recent study (Bakhshi-Raieza et al, 2012) evaluates the usability
of  a  large  compositional  interface  terminology based  on  SNOMED CT (SNOMED Clinical  Terms  healthcare
terminology. The results of this study “revealed that the usability of the interface terminology fell” and concluded
that “the extensiveness, complexity of the hierarchy, and the language usage of an interface terminology are defining
for its usability. Carefully crafted domain-specific subsets and a well-designed terminology application are needed
to facilitate the use of a complex compositional interface terminology based on SNOMED CT.”

Another study investigates (Kupersmith, 2012) the understandability of library terms to “help library web developers
decide how to label key resources and services in such a way that most users can understand them well enough to
make productive choices. It compiles data from usability studies evaluating terminology on library websites, and
suggests test methods and best practices for reducing cognitive barriers caused by terminology, and provides an
extensive list of resources.”

With the growing number of smart appliances at home (TMC News, 2011), (Grinter et al. 2005) that need to connect
securely to the Internet efficiently to operate, Internet and Internet-based technologies have become a basic utility,
like electricity, gas, or water. Thus the need for wireless connections at home to allow all devices to be connected
and interconnected is an essential feature of a modern home. 
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Despite progress in the hardware of these devices, improvements in the usability of their software are still very
primitive. Among users, it is commonly agreed upon that managing home networks is a tedious, difficult task that is
out of reach for most users with limited networking experience. Some research points out a variety of usability
issues for home networking technologies (Yang et al. 2007, Cheng et al. 2009, Edwards 2011). The expansion of the
smart home concept adds even more complexity to home networking. Pairing devices with routers, selecting the
right channels, conflicts, ranges, incompatibility and signs are some of the most common issues that confronting
users (Shehan et al 2007, Yang et al.2010, Moallem 2012).

The poor usability of  user interfaces  (UIs)  is  an issue not only with one or two brands of products.  A simple
comparison among the most common brands on the market reveals that all brands suffer to some degree from the
same usability issues. This study investigates the understandability of the terminology used in home networking
devices.  Extensive  usage  of  home networking  is  not  achievable  unless  the  usability  of  devices  (software  and
hardware)  along with their  configurations is  extensively improved and accessible to all  types  of users,  and the
labeling and terminology are the first step in the design.

METHOD

We compiled all the terms used in the major brands of user interfaces of home networking devices (routers). Then a
compiled list of the common terms of the main page UIs of the four major router brands were selected. (Table 1 &
2) Table (1) shows the 30 common terms used in configuration and settings of major Wi-Fi router brands.

84 participants (mostly college students and former graduate students in software engineering, human factors, and
psychology) completed an online survey. 55% of participants were male, 45% female, with 54% under age 25, 24%
ages 26-35, 12% ages 36-45 and 8% over 46 years. 54% of participants had a formal undergraduate level education,
26% with graduate level and 14% with other. It is important to underline that 86% of the respondents owned a router
at their home. 

Table 1: Labeling terms used in most router user interfaces

Cable Modem, Channel, DNS Servers, Domain Name, DSL Modem, Enable SSID Broadcast, FTP (via
internet), Gateway IP Address, Guest Network, HTTP (via internet),Hitter, Internet IP Address, IP

Address, IP Subnet Mask, IP Subnet Mask,IPv6,Media Server, Modem, Passphrase, Primary DNS,
Router, Router MAC Address, Secondary DNS, Static IP Address, USB Settings, WEP, WPA/WPA2

Enterprise, WPA-PSK [TKIP],WPA-PSK [TKIP] + WPA2-PSK [AES],WPA-PSK WPA2-PSK [AES]

RESULTS

If  you have  a  home networking  device,  there  is  a  good chance  that  you  have  experienced  a  variety  of  home
networking  user  interfaces.  You  might  have  even  asked  someone  with  technical  knowledge  to  help  you  with
installing,  connecting,  and  configuring  the  device  that  you  acquired  or  had  problems  with.  This  might  have
happened for any type of device from a Wi-Fi router to more advanced devices such as storage, security systems,
and interactive TV or sound systems.

The results of 84 potential users survey show that a very small percentage of people know the meaning of the terms
used in these devices’ user interfaces (UIs). Many users do not understand even the more common terms shown in
Table 3, such as DSL modem or IP address. For example, 41% of participants could not be certain of the meaning of
the term “Passphrase”, 37% weren’t certain of “Media Server”, 46% weren’t certain of “WEP”, and 4% weren’t
certain of what “Router” meant (Chart 1 and Table 3). 
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Table 2: Left hand navigation in the three major router brands

NETGEAR Linksys D-link

HOME
Internet
Wireless
Parental Controls
ReadySHARE
Guest Network 
Home
Internet
Wireless
Parental Controls
ReadySHARE
Guest Network 
Router Information
Internet Port
Wireless Settings (2.4GHz)
Wireless Settings (5.0GHz)
Guest Network (2.4GHz)
Guest Network (5.0GHz)
Setup Wizard
WPS Wizard
Wireless
Internet Setup
Wireless Setup
Guest Network
WAN Setup
LAN Setup
QoS Setup
USB Storage
ReadySHARE
Advanced Settings
Media Server
Security
Parental Controls
Block Sites
Schedule
E-mail
E-mail
Administration
Router Status
Logs
Attached Devices
Backup Settings
Set Password
Firmware Update
Advanced  Setup
Wireless Settings
Wireless Repeating Function
Port Forwarding / Port 
Triggering
Dynamic DNS
Static Routes
Remote Management
USB Settings
UPnP
IPv6

Setup
Basic Setup
iPv6 Setup
Mac Address Clone
Advanced Routing
Wireless
Wireless Settings
Guest Access
Wireless Mac Filter
Security
Firewall
VPN Passthrough
Storage
Disk
Media Server
FTP server
Administration
Access Restriction
Parental Control
Applications & Gaming
Single Port Forwarding
Port Range Forwarding
Port Range Triggering
DMZ
iPV6 Firewall
QoS
Administration
Management
Log
Diagnostics
Factory Default
Firmware Upgrade
Status
Router
Local Network
Wireless network
Ports

SETUP
IINTERNET
WIRELESS SETTINGS
MEDIA SERVER
IPV6
PARENTAL CONROL
ADVANCED
VIRTUAL SERVER
APPLICATION RULES
QOS ENGINE
NETWORK FILTER
ACCESS CONTROL
WEBSITE FILTER
FIREWALL SETTINGS
ROUTING
ADVANCED WIRELESS
WISH
WI-FI PROTECTED SETUP
ADVACNED NETWORK
GUEST ZONE
IPV6 FIREWALL
IPV6 ROUTING
TOOLS
ADMIN
TIME
SYSLOG
EMAILSETTINGS
SYSTEM
FIREWARE
DYNAMIC DNS
SYSTEMCHECK
SCHEDULES
STATUS
DEVICE INFO
LOGS
STATISTICS
INTERNET SESSIONS
ROUTING
WIRELESS
IPV6
IPV6 TOUTING
SCHEDULES
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Table 3: Understandability of selected networking terminologies used in field labeling of router UI

Term
No sure 
at all

Know what it 
means but not 
sure.

Definition 
Provided

WPA-PSK [TKIP] 59% 9% 33%

WPA-PSK [TKIP] + WPA2-PSK [AES] 59% 14% 30%

WPA-PSK WPA2-PSK [AES] 56% 14% 30%

IPv6 56% 19% 26%

Secondary DNS 53% 20% 27%

IP Subnet Mask 53% 24% 23%

IP Subnet Mask 51% 24% 24%

Enable SSID Broadcast 50% 21% 29%

HTTPr 49% 26% 26%

Primary DNS 47% 23% 30%

WEP 46% 23% 31%

FTP(via internet) 41% 21% 37%

Passphrase      41% 27% 31%

DNS Servers 40% 24% 36%

Gateway IP Address 40% 36% 24%

Router MAC Address 39% 29% 33%

Media Server 37% 27% 36%

Static IP Address 36% 33% 31%

WPA/WPA2 Enterprise 36% 23% 26%

HTTP(via internet) 21% 54% 24%

Domain Name 16% 40% 44%

Channel 16% 50% 34%

USB Settings 16% 50% 34%

Internet IP Address 11% 50% 39%

Guest Network 10% 46% 44%

Cable Modem 8% 49% 42%

DSL Modem 7% 54% 39%

IP Address 6% 43% 51%

Router 4% 37% 59%

Modem 3% 44% 53%

Even for terms like “Modem”, “Router, and “IP address”, while the percentage of participants who were “not sure at
all” was low (3%, 4% and 6%), those who “know what it means but not sure” was very high (44% Modem, 37%
Router and 43% IP Address) (Chart 2, Table 3).

Considering that 80% of the participants had a formal education of college or higher and 54% were under the age
25, the assumption of this level of computer knowledge and understanding of terminology used is interesting to note,
especially in consideration in the design of user interfaces for networking products. However, seeing as this survey
was conducted out of the context of the UI, it is hard to draw a global conclusion (Chart 1 & 2).
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Empirical observations also support the extent to which users are unfamiliar with all terms used. Knowledge of the
terms and their meanings requires education, training and the reading of many pages of documentation and online
help, which is a hard task for the average user. To underline the unfamiliarity with these terms, the readers of this
article can check to see which ones they themselves are familiar with.
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Chart 1: Understandability of the terminology used on home networking device user interfaces.
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Chart  2:  Understandability  of  the terminology used on home networking device user
interfaces.

CONCLUSIONS

The results of this study suggest that the user interfaces in all home networking devices are not built with the users
in mind.  Most  of the terminology used seems to be unfamiliar  to  most users  while  the user  interface  itself  is
complex.  However, users themselves feel that they would like to be enabled to accomplish some important tasks
using their home networking devices if the interfaces were built in an easy-to-use manner. 

Today’s market is not about focusing on more features and functionalities. We are moving towards a situation where
comparable products often offer  the same functionality. The example of the mobile smart phone illustrates that
despite the complex functionalities among smart phones, people will prefer the phone that is the easiest to use and
operate  rather  than  the  one  that  offers  the  most  functionality.  This  philosophy  is  applicable  to  all  types  of
technology. With the expansion of smart home appliances, success will fall to the home networking enterprises that
offer a simple product, satisfying the needs of most common users.  The improvement of user-friendly terminology
certainly is a first step in improving the ease of use of home networking device user interfaces.
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