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ABSTRACT

System constraints on computing characters can lead to latent design issues that may
contribute to incomplete information and disruptions in workflow. In health informa-
tion systems, these design issues can lead to unsafe conditions. Currently, prospective
design and mitigation efforts are focused on messaging and reporting. Report narrati-
ves suggest that there is benefit in this approach but that more rigorous error-tolerant
design is necessary to support safer operations. In this paper, we describe the pitfalls
realized through the system constraints on computing characters and conceptualize a
safety architecture for furthering system error tolerance.
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INTRODUCTION

In health information entry and exchange, correct encoding and decoding of
characters in computing are essential for accurate documentation and inter-
pretation of information. When something goes wrong and there are changes
to or deletions of the intended characters, there is missing or inaccurate data
in the health information system. Due to the very nature of health informa-
tion systems, it is difficult to detect when information is missing. Another
attribute that is often invisible to users is the way characters are interpreted
by computing systems. Lost and invisible information in health information
systems can lead to patient safety issues.

Characters in computing are symbols that stand for a single unit of
data such as a number, alphabetical letter, or punctuation mark. The Food
and Drug Administration (FDA) Maude database (MAUDE, 2022) and the
Institute for Safe Medication Practice (ISMP, 2014) describe a few isolated
issues with computing characters and health information. The loss of health
information due to the failure of correctly translating computing characters
could be a problem of potentially high severity. We were unable to locate
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a descriptive summary of or a plan for fail-safe and error-tolerant systems
design for addressing this problem space. The human factors and human-
centered design (HCD) communities have the knowledge and skills necessary
to address issues related to system states and error-tolerant design. These
professionals are equipped to evaluate and offer design solutions to these
issues.

In this paper, we review and group issue reports on characters in compu-
ting and information entry and exchange. We reflect on human factors and
safety engineering principles for designing systems to prevent, detect, and
mitigate latent issues in this problem space. Furthermore, we explore special
characters that present added challenges when used in computing systems.

To facilitate fail-safe interoperability and health information exchange,
systems require designs that address latent issues brought on by hidden attri-
butes of characters and count constraints in computing. Using human factors
and safety engineering principles, we can help prospectively design to detect
and disarm the snares found within and across health information systems.

APPROACH AND ANALYSIS

During an operational request for information about an isolated incident, we
identified a collection of reports describing context around computing chara-
cters that lead to unreliable and undesirable system performance. To address
these issues, we sought to analyze and concisely describe this collection and
use this information to formulate an error-tolerant design strategy.

We used the following search terms to query the collection of reports: cha-
racter, spec char, hyphen, back slash, and forward slash. Due to time and
resource constraints, we were unable to perform an exhaustive search. We
retrieved a total of 161 reports. After removing duplicates, we relied on 87
reports for our analysis. Two independent reviewers assessed the reports for
applicability and excluded 25 as being primarily related to technical systems
issues. As a result, there were 62 reports for further analysis.

We then performed a simple thematic analysis to classify information into
computing character issue categories within contexts of work. We sought
to understand these issues within the context of work for structuring the
problem space and then overlay error-tolerant system design considerations
on this framework.

FINDINGS

First, we discuss computing character characteristics and how they may
lead to system performance states that may not meet human expectati-
ons (Rasmussen, 1983). Then we provide examples of the clinical context
in which the system performance expectations were not met. To do this
we describe the processes, environments, and people impacted when work
systems do not live up to expectations.

Collecting and analyzing computing character limitations and capabili-
ties within contexts of work systems provides the framing for formulating
error-tolerant design considerations. Characters in computing are the single
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symbols used to encode information and can be classified as alphanumeric,
punctuation, control, or whitespace characters. These characters are elemen-
tal for communicating within and across healthcare systems. However, all
system features also have limitations. In this paper, we seek to describe chal-
lenges to the design of health information systems in how characters are
treated, encoded, and exchanged.

To do this, we arranged the character issues into four groups: character
count constraints, special characters, data type mismatch, and miscellaneous
character issues. We formed these groupings as an initial step in describing a
framework to support error-tolerant systems design considerations.

There were 27 reports that described issues with character count con-
straints, three describing issues with data types, 22 describing issues with
special characters, and 10 reports describing miscellaneous issues with com-
puting characters. The next sections describe in greater detail specifics and
examples of each category.

Character Count Constraints

Character count constraints are requirements placed on the number of chara-
cters allowed for entry into a system. These limits, which may be a maximum
or minimum, are assigned to fields during database design to control the
amount of data that is stored. Historically, text strings were limited to 255
characters, because one byte was reserved for string length and because
this was a limitation of 16-byte computing (Chen, 2016). Modern database
systems can accommodate longer strings (BMC, 2009), and with new field
types like BLOB, inherent constraints have all but been eliminated (Oracle,
2012). Twenty-seven reports involved issues with character count constraints.
Twenty-five of these issues involved text fields, and two involved nume-
ric fields. The most common results of these limitations were incomplete
information being conveyed through the system (10 reports), interrupted
workflow (10 reports), and the wrong or no information being displayed
(five reports). In one report, character limits interfered with syntactic stan-
dardization efforts, forcing users to enter non-standard abbreviations or
shorthand as a workaround. Three reports involved conflicting character
constraints between two systems, resulting in incomplete information display
(two reports) and complete record retrieval failure (one report). The last two
issues in this category involved fields designed to store numbers. In one case
a field designed to store a decimal number had no constraints on the number
of decimal places in one system, while the other system was limited to two
places, and the user’s workflow and reporting tools supported the continued
limit of two. The final report involved a field that allowed for a two- or three-
digit integer where a minimum of three digits was required. Displaying one
or two digits without preceding zeroes not only violated accepted standards
for the field but had the potential to change the interpretation of what was
being represented.

Data Type Limits

Data type is an assigned feature of the data. Fields may be designated as
containing letters only, numbers only (with sub-categories such as whole
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numbers, decimals, negative numbers, etc.), a combination of letters and
numbers, dates, or dates with times. Like character constraints, data type is
determined during the design phase. Two of the reports analyzed involved a
field limited to numeric data where alphanumeric was required to meet user
needs. The third report in this category accepted alphanumeric characters
where only numeric was the requirement. While this last issue was present
in a test environment, the fact that the field was used as a patient identifier
has serious implications if present in a production environment, especially
because the issue was detected in the context of health information exch-
ange, with implications for patient index management. The other two issues
occurred as users were documenting patient care. The result in all three of
these cases was incomplete data being stored or displayed.

Special Characters

According to the National Institute of Standards and Technology (NIST)
Computer Security Resource Center Glossary, a special character is a non-
alphanumeric character on a standard English keyboard. It may be assigned
special meaning or used to trigger a function, which can vary depending on
the application. The standard list of 7-bit ASCII special characters includes
those found above the numbers on a standard keyboard plus punctuation
marks and mathematical symbols (NIST, 2015). Special characters carry
with them different layers of uncertainty including use in different contexts
within and across systems (Weinberg, 1971). Special characters may encode
for a glyph or have function as a metacharacter depending on the context
and system of use. Because special characters may be interpreted differently
depending on their context of use, it may be more difficult to predict, detect,
and identify unexpected systems states. Because meaning and function can
vary among applications, it is not surprising that the use of these characters is
associated with reported issues. All the reports in this section involved issues
experienced during information exchange, either between different systems
or components within one system. Twelve of the 22 reports involved financial
components of the system (coding, billing, and revenue cycle). There was
no single special character that caused issues, although hyphens and quota-
tion marks were each cited in multiple reports. Special character issues most
often resulted in users not being able to access records (nine reports) and data
transmission failures (seven reports).

Miscellaneous Issues

There were ten reports that did not fit into any of the three above categories.
Six reports involved adding or deleting characters in a field, which resulted
in missing data when displayed and mismatched data when transmitted to
another system. Six reported errors occurred during information exchange
and two while attempting to extract data for routine reporting. In one case
an extra character was added to a field used to identify health care provi-
ders across systems, resulting in the potential for the wrong provider to be
assigned to a patient, order, procedure, or notification. In another case the
lack of constraints on the number of characters resulted in text from one
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field overwriting text from another field when labels were printed, resulting
in critical patient identifiers being obscured.

DISCUSSION

The findings described above point to the need to adopt an HCD process
when designing systems. By examining the reported issues, it is clear there
are human factors considerations related to the concerns and areas where
usability principles could be employed for better design.

Human-Centered Design

When designing information systems and systems of systems, at times the
requirements specification may be overly focused on the technology and pro-
gramming requirements and do an incomplete job of considering the needs
and capabilities of the human user as well as the relevant environment and
perceived constraints. It is important to understand the user’s needs both
to support the work of the user and to identify and address areas where the
user is likely to develop workarounds. HCD should be considered early in the
system development process, not only towards the end when user interfaces
and dialogs are being refined.

Some reported issues we reviewed suggested the system had not been desi-
gned based on a full understanding of the user’s work and information system
entry needs. For example, one form only supported the entry of numeric cha-
racters for lot numbers, but lot numbers included letters so the system should
have allowed alphanumeric characters. Another form only accepted single or
hyphenated last names, whereas double last names are common in the cul-
tures of some system users. Other reports described data fields that were
not large enough to support intended entries. A multipronged approach to
address these issues should include thorough consideration and documenta-
tion of work requirements and information system entry needs earlier in the
system design and might consider initial design iterations with larger fields
and flexible data types followed by analysis to inform decision-making about
database architecture. Design teams should consider decisions in conjunction
with user messaging and training.

It is very important to understand Work as Done (WAD) as opposed
to Work as Imagined (WAI), because what users are actually doing yields
important information about work requirements, environmental constraints,
and user preferences (Braithwaite et al., 2017; Conklin, 2012). If you
fail to understand how users are using systems, any subsequent design or
training efforts will be based on an incorrect or at least incomplete under-
standing of the current state. This speaks to the importance of thoughtful
planning of change management activities to decrease errors and support
users in learning a new system. Considerations should include matching the
user’s expectations—including those based on the functionality of previous
systems—and informing users of changes. Only by understanding WAD and
user goals and requirements can designers create systems and interfaces that
meet user needs.
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In addition to having systems that perform as users desire and expect, it is
important to promote timely and relevant feedback to the users to keep them
informed of the system state. This might include conducting systems checks
and providing feedback when a user entry is expected to lead to an error or
blocking that entry as well as giving point-of-use instructions on what entry
characteristics are—or are not—permitted. Supporting recognition rather
than recall, visibility of system status, and speaking the user’s language are
common heuristics for HCD that support usability and error-tolerant design
(Nielsen, 1994).

Error-Tolerant Design

As described in the previous section, the design of system components should
facilitate putting knowledge in the world and providing visibility of system
status through human-centered features while speaking to users in a langu-
age they understand.When designed with these principles in mind, the system
also is designed to prevent issues by fostering a dialog, bringing awareness to
current and potential states while drawing attention to unexpected performa-
nce and when needed assisting users in recovering from undesired pathways
in a helpful and efficient manner.

To do this, we conceptualize communication design in and across the work
systems as a continuum of conversations where humans and computers may
enter, engage in, contribute, and leave throughout ongoing health care servi-
ces. When socio-technical systems linguistically align and are designed to be
helpful, there is a reciprocity effect (Branigan et al., 2010). In health infor-
mation systems, it is likely that if linguistic alignment is to occur it is through
a communicative process of ongoing dialog between humans and computers.
This alignment may happen through manual design of interfaces, but moving
forward this may become more and more automated (Kraska et al., 2019).
As a result, it is important to formulate effective and flexible safety design
patterns that can carry us into increasingly automated systems.

Designing for linguistic alignment and continuous dialog in facilitating
error-tolerant features should be a primary focus in planning and mana-
ging safety-critical systems.Wood & Kieras (2002) describe an error-tolerant
system as a system that is designed to prevent, identify, detect, correct, miti-
gate, and monitor for errors and latent design issues. To guard against unex-
pected system performance, it is often necessary to have multiple touchpoints
and feedback throughout the work tasks. The design of touchpoints and dia-
log throughout can inform preventative design and help bring awareness to
unexpected performance and concerning future states.

Prospective strategies such as preventive design approaches and messa-
ging can help avoid undesired system performance. Preventive approaches
include designing the interface to provide visibility of critical system capa-
bilities and limitations. For example, when a maximum character limit is
deemed necessary and assigned, the interface should be designed to inform
the user in real time of the character limits (U.S. Web Design Systems,
n.d.). A character counter that visibly displays a running count during entry
may assist the user in recognizing the availability of space left. Human
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Figure 1: System design considerations for preventing, detecting, and disarming latent
issues associated with computing characters in health information systems.

factors and HCD professionals can help database designers understand users’
needs and weigh tradeoffs when making decisions about which data types
to use.

When the interface allows user entry of characters outside systems limi-
tations, the system should alert the user in words that they understand.
Messaging should provide the user control in reducing unexpected system
performance (Figure 1). The message should provide useful and usable feed-
back about next steps and should provide closure that the issue has been
or will be resolved (Schneiderman et al., 2017). Default text within some
reports suggests that reporters may be prompted to copy error messages into
the reported issue. A few reports in this analysis describe the error message
language used to communicate issues. Messaging encouraging users to enter
the error message they witness is a form of repeat back that facilitates dialog
within the system. Adding a process for actively monitoring error messages
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and responses and iteratively evaluating the usability of messaging are opti-
ons for understanding the impact of error messages within systems. The next
section expands on surveillance as a strategy for cultivating awareness and
communication.

In Figure 1, monitoring, surveillance, and reporting are shown connecting
to other error-tolerant design considerations in a network of continuous dia-
log, bringing light to systems states for interlocutors working in the system.
Monitoring user input for special characters, character limit issues, and chal-
lenges to existing data types in the system of entry and mismatches in data
exchange systems can help design teams make decisions about data field
types and sizes that meet users’ needs and reduce unexpected performance.
Error message handling reviews and monitoring can help to understand the
problem space and prioritize improvement activities. During creation and
redesign, error messages should be co-produced, usability testing performed,
and documentation provided in the user help section (Schneiderman et al.,
2017). Voluntary reporting only captures some issues but is important to an
overall surveillance program and can inform future prospective design efforts.

Surveillance and monitoring efforts should not only capture concerns and
latent design issues but should also consider positive variation or context-
based ways of doing work that are beneficial and error-tolerant. Although
the design considerations described here are seemingly intuitive and based on
design principles, they should be considered in the larger context of systems
design. Thoughtful consideration should be given to design trade-offs and
their potential influence on the greater system. Systems should be exami-
ned, evaluated, and tested to further understand overall performance over
the range of uncertainties.

Limitations

A limitation to this analysis is that reports often lacked information regarding
where and how these issues happened. Reporting will typically not capture
all the necessary information to perform rigorous systems studies (Jha et al.,
1998; Meyer-Massetti et al., 2011). Additional discussion with the repor-
ters and work system operators may be beneficial and necessary to expand
understanding. In future discussions, we will describe the analysis of similar
reporting systems and draw from those to fill in some of the gaps in where
and how these issues take place. This work may also highlight the value in
having multiple reporting systems with slightly different structural elements
in facilitating the collection of informational variants.

CONCLUSION

In this paper, healthcare work information systems are discussed, but these
concepts could be used to think about and inform patient-facing information
systems. Furthering a communication continuum focused on bringing aware-
ness and useful next steps into patient-facing applications should be designed
to accommodate a variety of users and communities (Holden et al., 2020).

We recognize the importance of focusing design on flexible dialog in socio-
technical systems. It is critical in healthcare that technology is designed to
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facilitate visibility of system states through periodic messaging and cueing
while bringing awareness to the range of uncertainties (De Neufville and Sch-
oltes, 2011) and unexpected performance capturing the essence of effective
communication amongst teammates.
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