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ABSTRACT

The purpose of this study was to analyze how contemporary social apathy levels
towards privacy have changed over time from before the integration of computers
into American society. With private information stored in a computational net of digi-
tal information, rather than in personal possession and control, there may be signals
towards the increase in the “inattentive” insider Threat to cybersecurity. By using the
results of sequential privacy index surveys, along with trait and state subjective que-
stionnaires, changes, and possible shared factors in attitude towards privacy were
evaluated. The results of this study suggested that privacy concern has lowered over
time, there was a low level of subjective apathy, and high level of instrumental moti-
vation, which was correlated with the level of privacy concern. This research is looking
for indicators of lower concern for privacy, to mitigate the inattentive insider threat in
the workplace.
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INTRODUCTION

In a recent study by Matthews and colleagues (2017), eye tracking metrics
were found to suggest some evidence of deception in the information sea-
rch professions in the workplace. This was established through the use of a
simulated work environment in a cyber security effort to help mitigate insider-
threat (IT) (Matthews et al., 2017; Yerdon, 2018). Rather than protecting
secure data from the outside intruder penetrating a system, current cyberse-
curity efforts focus on the person in the inside trusted position. There can be
either maliciously planned (hot malcontent), who chooses to release infor-
mation during the workday, or is unwittingly responsible for the leaking of
resources (inattentive) (Whitman, 2016; Wall, 2013; Silowash, 2012; Beer,
2012). As it is not a realistic enterprise to investigate eye tracking from an
insider before, during, or after a real-world act of espionage, simulated envi-
ronments must be used to examine ways to detect these acts (Hancock et al.,
2008; Ortiz et al., 2017; Leschnitzer, 2013, Wall, 2013). These actions can
go unnoticed for long periods of time with vast amounts of damage done
from the security breach. Implicit and explicit responses to targets which are
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embedded into the simulation were monitored to find metrics to track activity
in the workplace as a proactive measure for organizations as Active Indica-
tors of Insider Threats (AIlTs) (Matthews et al., 2017; Yerdon et al., 2018;
Hashem et al., 2015; Neuman, Assaf, & Israeli, 2015; Twyman et al., 2014).

When the beliefs of privacy as sacred and protected in today’s techno-
logically driven society were explored, it became evident that there was a
transformation occurring in such attitudes (Barbuto & Scholl, 1998; Beer,
2011). The differences in such responses may be reflective of changes in
attitudes from the rapidly growing automation, which has extended human
cognition into technology in many aspects of daily life. Past evaluations have
suggested that what had previously has been considered private is progres-
sively under consideration for release with the promise of increased security,
health, and well-being. This process of continual trade-offs has created a
paradox in the release of privacy for heightened security (Crossler & Posey,
2017; Egloff & Schmukle, 2002). The modern generation is keenly aware of
this privacy paradox. With the growing use of automated aids, the lines are
blurring between the physical bounds of the human body and the technolo-
gical tools needed to function in modern automated environments (Hargittai
& Marwich, 2016; Wilson, 2002; Frith & Frith, 2008). With the permitted
increase of protective security measures, boundaries of privacy are chan-
ging rapidly, culminating in the extended cognitions of global proportions, in
worldwide nets of data storage and securities (Galesic, Tourangeau, Couper,
& Conrad, 2008). If the modern apathy towards privacy, security, and trust
have grown, perhaps it must have contributed to “inattentive” insider-threats
to organizations (Gallagher, 2014).

Background

Across multiple years of research into the effects of computers on society,
and especially on privacy, Westin inquired whether prior generations, by tra-
cking social, political, and economic dimensions of privacy (Westin, 1967,
Westin, 2003; Karamaguru & Cranor, 2005). Westin studied how privacy
concerns were affected by the rise in technology during the arrival of the
World Wide Web. Westin was concerned that computer-based systems and
online technologies were beginning to transform how business and personal
matters were being handled. This change was evident through repercussions
to corporate and individual privacy of information (Westin, 1967; Gallagher,
2013; Greenwald & Banaji, 1995).

Westin used pertinent questions about attitudes towards trust, social, poli-
tical, and consumer dimensions of privacy. He created a classification system
for groups that was based on levels of privacy concern (Westin, 2003; Kuma-
raguru & Cranor, 2005). He found that he could categorize the individuals
into three privacy concern groups. The percentages found in each category: 1.
High level of concern as Privacy Fundamentalists; 2. Medium level of concern
as Privacy Pragmatists; and 3. Low level of concern as Privacy Unconcerned
(Kumaraguru & Cranor, 2005; Westin, 2003). The “fundamentalist” group
was defined as being distrustful of organizations’ abilities to store and secure
their information safely, securely, and accurately. They supported new privacy
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controls and privacy rights, enforcement laws, and regulations. The “pra-
gmatic” group emphasized the benefits and losses to the sharing of private
information and the rules guiding the use, with an eye on government regula-
tions as restricting, unless necessary to protect. This group believed that the
government should not be trusted without consideration of their intent and
actions by the public, wanting the option to be on the consumer to decide
how what information was shared and how it could be handled. The “unco-
ncerned” group was generally trusting of the government and organizations
to handle their private information. Members of this group showed more
concern for the greater good of society, supporting the benefits of having a
digital record base and not in favor of new laws and regulations which could
slow the progress of this effort.

In creating these categorizations during the 1990s, Westin used subca-
tegorized surveys with questions based on domains of societal experiences
with privacy, security, and trust. Some of these were the Consumer Privacy
Concern Index, Medical Sensitivity Index, Distrust Scale, Computer Fear
Index, and Privacy Concern Index. After a decade of administering these
surveys, Westin concluded that the Privacy Concern Index was a valid indi-
cator. The earliest of these surveys was the Harris-Equifax Consumer Privacy
Survey (1990, 1991). This questionnaire posed four questions regarding whe-
ther participants were concerned about threats to their privacy, businesses as
well as the Federal government gaining access to their own information, and
their sense of control over that information.

In 1993, Westin added questions specifically about health information
privacy such as prescriptions, health care providers, employer, insurer, and
family member concerns. This line of questioning gave rise to his Medical
Sensitivity Index first inquired about concerns with the health organizati-
ons beyond the doctors seeing their medical information and the assignment
of medical identification numbers for patients. The next phase of this index
touched upon the use of computers in medical offices and laboratories for
patient records and their worry over the management and monitoring of
medical record operations. These two combined efforts were found to corre-
late to an overall Medical Sensitivity in Westin’s work. They illustrated the
participant’s privacy orientation towards one of his three categorizations of
privacy concerns. The Computer Fear Index was then used to tap into atti-
tudes towards the effects of computers on privacy and whether they should
continue to be used or not. The Distrust Index was then developed in 1994 as
an indicator of the distrust in technology, government involvement, control
over these issues through voting, and business practices that may be meant to
help the consumer may be harming them. This contrariness between helping
and hindering touches on the Privacy Paradox mentioned earlier wherein a
bartering system is in effect the trade of privacy security. In 1996 Westin
added questions about consumer information sharing concerns and whether
the participant felt they had been a victim of the invasion of their privacy,
asking for opinions of the best path forward for our government. In this
Consumer attitude survey, he asked about whether the participant believed if
consumer privacy would get better, the tracking of internet usage by online
services, and the use of medical records for research needs without consent.
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1998 brought further questions about concerns for personal privacy in Ame-
rica, and 2001 brought queries about how laws and organizational practices
affected the collection of personal data. The tests for the internal validity of
these surveys were not reported and has been part of the criticism of Westin’s
work. The present study used the current data to determine internal validity
with an evaluation of Cronbach’s Alpha results. Validation of privacy sca-
les is essential for their intended purposes of privacy assessment and to test
whether these are states as opposed to trait characteristics in future work.

METHOD
Participants

The data from total of ninety-five (n = 95) university students (54 males,
41 females, Mage = 20, SD = 2) who participated was evaluated in this
study. The surveys were administered in an in-person setting at a compu-
ter workstation. The session took approximately one and one-half hours to
complete, including instruction, consent, and dismissal. One researcher was
present in the experimental room, sitting at another desk behind a partition.
They were available for questions, but out of sight of the participant entries
on the computer. This study was approved by the International Review Board
(IRB) and adhered to APA ethical guidelines during every step of this rese-
arch. Each participant was given an IRB approved consent form to read,
with verbal consent before taking part in this study. The following surveys
were administered: (1) Demographics Questionnaire (US Census); (2) Per-
sonality Individual Differences (e.g. Jonason et al.; Li & Brewer, 2004); (3)
40 Mini-Marker Personality Scale (general personality) (Saucier,2010); (4)
Apathy Evaluation Scale (AES-S) (Marin, 1990; Marin, Biedrzycki, & Firi-
nciogullari, 1991); (5) Motivation Sources Inventory Scale (MSI) (Barbuto &
Scholl, 1998); (6) Automation-Induced Complacency Potential Rating Scale
(Singh,Molloy, & Parasuraman, 1993); (7) Inherent Privacy Concern and
Desire for Privacy (Morton, 2009); (8) Privacy Index Questionnaire. (Westin,
2003; Kumaraguru & Cranor, 2005). Westin studies on Privacy attitudes of
citizens in the United States in the late 1990’s and early 2000’s, which con-
sists of 44 items, using several Likert -type of scales for rating (Importance,
Agreement, Concern, and Accessibility): (a) The Harris-Equifax Consumer
Privacy Survey (1990, 1991); (b) Consumer Privacy Survey (1993); (c) Medi-
cal Sensitivity Index (1993; (d) The Computer Fear Index (1993); (e) The
Distrust Index (1994); and (f) Privacy Concern Index (1996).

Design

This experiment involved a comparison between groups (i.e., past vs. current)
with the measures derived from the Privacy Index Criteria. The dependent
variables are these surveys and independent variable is time. One-way Analy-
sis of Variance (ANOVA) was used to calculate the change over time in the
Westin Privacy Index surveys and correlations with apathy and aspects of
this state. T-tests were used to distinguish differences between group means.
Z-scores were calculated to standardize the results for analysis. Levene’s test
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Table 1. Significance of changes in privacy concern levels.

Westin’s Privacy Westin Westin Westin Westin Westin
Level Concern Consumer Medical Distrust Computer  Privacy
Groups Privacy Sensitivity Scale Fear Index Concern
Concern Index Index
Unconcerned (U) (i) .819 (d) 12 (i) .039%  (d) .000*** (i) .000%**
Pragmatic (P) (i) .001*** (i) .44 (i) 429 (i) 154 (d) .000%**

Fundamentalist (F) (d) .000*** (i) .256 (d) .004** (1) .007** (d) .521
Note: (i) increase; (d) decrease; *p < .05; **p < .01; ***p < .001.

for homogeneity of variance and Games-Howell test compared the possi-
ble combinations of group differences when assumptions of normal variance
were violated. The present sample (n = 95) was determined by the need to
obtain adequate statistical power for testing the significance of the bivari-
ate correlations relative to a population correlation of p = 0.03. With this
sample size, power for a moderate effect size of r = 0.35 is 0.95 (a = 0.0S,
two-tailed).

RESULTS

Westin Privacy Concern Index

The results of Westin’s surveys were compared to the answers to the identical
questions collected here. Through a two-sample test of proportions of the
results from those reported for Westin and those found for the current data,
the hypothesis that there was a statistically significant difference, specifically
a decrease in privacy concern was tested. In this effort, data was colle-
cted on the four subscales of Consumer Privacy Concern, Medical Privacy
Concern, Medical Sensitivity, Computer Fear, and Distrust, and Computer
Fear, which was used to calculate the Privacy Concern Index according to
Westin’s questions and processes (see Table 1).

MOTIVATION SOURCES INVENTORY SURVEY

Discussion

This study sought to investigate the change in attitudes towards privacy and
the levels of concern related to subjective measures of states and traits of
personality, over the past two decades since Dr. Westin and his colleagues’
published study (Westin, 2003). This was enacted to address increased levels
of inattentive insider threats to organizations. It was hypothesized that there
would be significant evidence of 1) change over time in concern for privacy,
2) high distrust, 2) high apathy, 3) low motivation, 4) difference between
privacy group membership and subjective measure factors.

The hypothesis that the Privacy Concern Index would show a lower
concern for privacy across time was supported by the data. This showed a
highly significant increase in privacy Unconcerned group. The privacy Pra-
gmatic group also showed a highly significant decrease in the proportion of
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Figure 1: Change over time in privacy concern levels.

Table 2. Analysis of variance difference between privacy group & motivation source

inventory.
ANOVA Mean Median SD Range Min Max F(2,92) p
Intrinsic 0.17 0.17 0.026 0.15 0.10 0.25 0.36 0.699
Instrumental 0.187 0.2 0.029 0.13 0.10 0.23 5.175 0.007**
External 0.196 0.2 0.024 0.13 0.11 0.24 0.723 0.488
Self-Concept
Internal 0.208 0.21 0.022 0.13 0.16 0.29 2.679 0.074
Self-Concept
Goal 0.238 0.23 0.038 0.22 0.18 0.40 1.149 0.247
Internalization

Note: **p < 0.01.

the population with a level of concern about privacy since 2003. In addi-
tion, there was a decrease in the privacy Fundamentalist group, but this was
not a significant difference in group membership over time. In the sub-scales
and indexes, there is a highly significant decrease in the group Unconcerned
and a highly significant increase in the Fundamentalist high level of concern
with Computer Fear regarding privacy. The decrease in the unconcern group
towards computer fear, along with the increase in the high level of concern
may be reflective of the change in the highly digitized modern society and the
awareness of how integrated our privacy is with the computerized world of
today.

A second hypothesis was that there would be higher levels of distrust over
time. This was supported by the present results as represented by the signi-
ficant decrease in the high level of concern and the significant increase in
the low level of concern group in the Distrust Scale. The Consumer Privacy
Concern supports the hypothesis of a decrease in the concern regarding pri-
vacy, with a highly significant increase in the medium level of concern, a
highly significant decrease in the high level of concern, with the data indi-
cating an increase in the lowest level. However, this was not a significant
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difference. It is interesting that Medical Sensitivity did not show any signifi-
cant change from the 1990’. This suggests that those concerns have not been
incorporated as an element of the Privacy Paradox (Crossler & Posey, 2017;
Egloff & Schmukle, 2002). This may reflect an attitude in modern society
that people still retain some feeling of control over their medical records. In
Westin’s time, the internet was in its infancy and computers were not a part of
people’s everyday life. The growth of automation may affect societal attitudes
towards personal privacy (Hargittai & Marwich, 2016; Wilson, 2002).

The third major hypothesis was that there would be a higher level of apa-
thy in the present sample. In the Subjective Apathy Evaluation Survey showed
a low current level of apathy, significantly below what would be considered
normal for the healthy adult according to measures used in clinical evalu-
ations (Marin, et. al, 1991). This result supported the null hypothesis that
apathy would not be significantly high. The analysis showed no significant
difference in privacy group membership. However, with the low mean and
median levels of apathy, significantly below the normal levels for a healthy
adult from a clinical subjective evaluation measure in the results, this sugge-
sts a low level of apathy may be a significant element to be considered when
looking at the changes over time of privacy concern levels. The relationship
may be more linear and congruent as low levels in apathy can signal higher
goal-oriented behavior, increased motivation, and lower complacency tow-
ards feelings regarding control of outcomes (Marin et al. 1991). This may be
reflective of the population that was tested rather than the broader demogra-
phic in this age group, but more investigation would be important to inspect
this significant difference.

The fourth hypothesis, that there would be difference between privacy
group membership and subjective measure factors was supported by the
results for Instrumental Motivation, which represents the type of motivation
that comes from the thought of tangible rewards. This result suggests that
modern society is significantly motivated by extrinsic material rewards for
behaviors (Barbuto & Scholl, 1998). The results showing high instrumental
motivation may help to understand of attitudes towards privacy in the work-
place. In relation to the actions and attitudes of the Inattentive Insider Threat,
the motivation to keep resources safe and private may not be reward-based in
moment-by-moment work with protected data. Keeping records, resources,
data, and information guarded may become very mundane. Any motivation
to consistently follow security guidelines would not be found intrinsically.
With the results showing no correlation of the intrinsic types of motivation
with the privacy concern level, the evidence suggests that the empathetic and
internal, unconscious acts of motivation towards protecting data may be a
missing link. It may a challenge to bridge this new definition and attitude
towards privacy and goals for the protection of resources leaking from the
inattentive insider.

CONCLUSION

The present findings suggest a way to find metrics to use for the mitigation
of the Inattentive I'T. From the combination of low apathy towards privacy,
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a significant correlation of instrumental motivation with the expectation of
extrinsic rewards to privacy concern level was found. With data showing low
concern for privacy, it is evident these attitudes are indeed indicative of the
increase in the Inattentive IT in current society. The challenge of protecting
resources from leaking out from the careless worker may be a sign of an
incongruency between how the employer has defined privacy through stan-
dard training and security practices and how the individual in today’s society
views privacy and its importance in their everyday life. It becomes clear from
these findings that privacy is not defined the same as it was before techno-
logy began handling, managing, and storing data streams in the financial,
medical, and personal arenas. There is a plethora of services now available,
which are being highly promoted as the most secure manner to protect and
secure personal information. The “privacy net” of the cloud services seemin-
gly float above the population with the lulling promise that technology will
be more adept and capable of controlling and protecting this information.
Keeping the personal data out of the hands of the individual from which
it originated and into the databases of technology is touted to be creating
a more streamlined, fluid, and secure system to protect and manage data
of populations. In this, the concept of privacy has become very removed
from the individual, in the name of increased and more sophisticated secu-
rity and protected systems. As corporate and government entities look to
secure the data within their walls from leaking out, a new approach and defi-
nition of privacy and security, concerning how their workforce views these
concepts, needs to be part of their awareness. The methods to mitigate must
integrate measures which more proactively protect the information as it stre-
ams to and from these new security clouds, from the unconsciously careless
worker.
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