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ABSTRACT

The basis of effective processes for failure elimination and prevention is formed by
quality control loops, which aim to detect and analyse problems/failures from qua-
lity specifications and to take appropriate measures to correct them in time. Small
and Medium Enterprises (SME) rarely have a systematic quality management system
for the comprehensive collection and analysis of quality data and their embedding
in quality control loops. On the other hand, the increasing complexity of production
systems requires the digitalisation and expansion of quality control loops, although
they have delivered good results so far. SMEs need intelligent, digital and employee-
oriented failure management systems. At this point, the expansion of quality control
loops through digitalised elements and Artificial Intelligence (AI) methods can help to
achieve a smart failure management system. The smart failure management system
should be in a continuous learning process through interaction with the employee
and in this way learns human cognitive problem-solving skills. In order for the assi-
stance system to have human cognitive problem-solving capabilities, the system
must be trained in advance by qualified employees who have extensive technical and
methodological knowledge and can apply it confidently. With this in mind, the fai-
lure management system should be expanded to include two additional subsystems.
Firstly, the less competent employees must be taught missing methodological know-
ledge on the basis of digital learning methods. Then, the learning phase is followed
by the employee training, in which the employee is supported digitally and dialogue-
based in the selection and implementation of methods as well as the interpretation of
results.

Keywords: Smart failure management system, Cognitive system, Quality control, Problem-
solving process

INTRODUCTION

Companies must produce their products and services in better quality, in less
time and at lower cost than their competitors in order to survive in a constan-
tly intensifying competition (Wappis and Jung, 2014). Failures (problems)
that occur in production are a serious disruptive factor in the manufacture
of high-quality products because they cause both costs and time expenditure
and, in the case of failure tolerance, lead to a reduction in quality (Kukulies

© 2023. Published by AHFE Open Access. All rights reserved. 175

https://doi.org/10.54941/ahfe1002835


176 Caglar and Jochem

and Pohlmann, 2019). An important competitive factor between successful
and less successful companies is how they deal with failure knowledge (Plach
et al. 2012). However, failure knowledge is a taboo subject in companies
(Hornfeck et al. 2011). A study from 2019 showed that more than 58% of
the companies surveyed do not systematically manage their internal failure
knowledge (Rüßmann et al. 2019). Another study published in 2020 shows
that manufacturing companies consider the functions “prediction of future
failure events”, “determination of the probability of failure causes”, “disco-
very of unknown failure correlations” and “detection of failure hotspots “to
be relevant on the shop floor in the future. Nevertheless, they are far from
using a suitable failure management system (Günther et al. 2020).

Failure management requires the involvement of all employees in the
problem-solving process (PSP) (Kamiske, 2015). In this process, experie-
nce knowledge plays a central role as a regulator in quality loops of PSP
(Mark et al. 2022). As a result of increasing individualisation, more flexi-
ble production is assumed, in which the activities and requirements become
more and more complex for the employees due to the increasing diversity of
variants (Deuse et al. 2019). Furthermore, problem-solving activities incre-
ase the mental strain on employees (Kersten et al. 2014). To counteract this
stress, minimise failures in the production process, reduce failure costs and
increase product quality, employees must be enabled to make decisions in
the PSP by reducing complexity (Kamiske, 2015). These needs can be eli-
minated by using the methods/tools of quality science, innovative and novel
data analysis methods (data mining methods -e.g. machine learning-) and
the systematic use of historical failure knowledge (Günther et al. 2021). In
order to better exploit these potentials, this paper aims to show a system
approach for creating employee-oriented quality control loops in production
for smart failure management system that enables the systematic use of the
failure knowledge base and is in a continuous learning process through the
interaction with employees. The smart failure management system to be
developed should predict future failure events via its failure knowledge base
(failure management-based knowledge base), recognise failure correlations
in production at an early stage, identify possible causes of problems and
derive measures from them. A problem-solving knowledge base (problem-
solving method-based knowledge base) is also integrated into the failure
management system as part of the Berlin Problem-Solving Circle to be deve-
loped. If the type of failure, the cause or the measure is not known, the
failure management system shall enable the computer-aided and dialogue-
based selection and implementation of problem-solving methods within the
framework of a systematic PSP via its problem-solving method-based kno-
wledge base (cf. Figure 1). To this end, the Berlin Problem-Solving Circle
will merge components of the PDCA (Plan-Do-Check-Act) and CRISP-DM
(Cross Industry Standard Process for Data Mining) cycles into a knowledge-
based expert system (ES) to support employees in PSP within the framework
of failure management (cf. Figure 2). The Berlin Problem-Solving Circle aims
at digitalised and dialogue-based support of professionals in method sele-
ction and implementation as well as interpretation of results. Furthermore,
the introduced failure management system will be expanded to include an
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E-Learning platform on which employees with fewer skills can improve their
problem-solving method skills through digitalised learning methods.

Need for the Smart Failure Management System in SMEs

Since failures in SMEs are often recorded in manually filled out check lists or
in locally stored files (e.g. Microsoft Excel), the development of the failure
knowledge base, the data-based failure analysis and the sustainable hand-
ling of failures are hardly possible, although a well-maintained knowledge
base forms the core of the smart failure management system (Rüßmann
et al. 2019). The manual collection of data is very time-consuming and
requires a lot of personnel and time, which leads to a limited collection of
defect data and a long time for failure detection and PSP (Parlings et al.
2020). The fault cause analysis also ties up a lot of time and manpower
when a failure occurs (Toyosi, 2017). Furthermore, many manufacturing
SMEs do not have a system for describing problems and usually do not take
into account the extensive description and documentation of a failure event
(Ohling et al. 2019).

The studies, research and industry projects conducted in manufacturing
companies identified great potential for optimisation in the area of failure
management (Rüßmann et al. 2019). On the one hand, SMEs rarely have
a methodology for digitally recording failure data, and on the other hand,
companies that already have a failure database only use the information hid-
den in these data for descriptive analysis purposes (Kukulies and Pohlmann,
2019). The fact that know-how and production-relevant data are evalua-
ted systematically and in a way that adds value is only partially applied
on the market and is usually not used by SMEs (Buxmann and Schmidt,
2019). According to another study conducted, about 80% of the compa-
nies surveyed rate the information content of internal failure data (a failure
occurs on the shop floor level) as insufficient for effective and efficient fai-
lure management (Crostack and Klute, 2008). Although in many companies
external failures (e.g. customer complaints) are investigated in detail and
explicitly, there is often a lack of transparency in the processing of internal
failures (Rüßmann et al. 2019). This leads to problems in process quality,
significant defects in the final products and thus to uneconomic produ-
ction results (Ellouze, 2014). Since failure costs in manufacturing companies
correspond to approx. 2.8% of the annual turnover, defect costs in a manufa-
cturing SME with an annual turnover of 50 million euros amount to slightly
more than 115 000 euros per month (Günther et al. 2020). Only manu-
facturing SMEs in Germany generated an annual turnover of more than
546 billion euros in 2020 (Destatistis, 2022). In this context, failure costs
in Germany for processing SMEs, which make up only a part of manufactu-
ring SMEs, caused more than 15 billion euros for the year 2020. Failure
costs often correspond to significantly more than 30% of manufacturing
costs (quality-engineering, 2022). In this context, the establishment of a
smart failure management system is of eminent importance for manufactu-
ring industries in order to reduce quality, failure and manufacturing costs
(Ehrlenspiel et al. 2014).
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Particularly due to limited human and financial resources, systematic fai-
lure management systems are not used by SMEs (Kakuliesm et al. 2022).
However, in order to survive in the growing global competition, the use
of effective failure management is necessary for companies (Crostack et al.
2008). In an effective failure management, a control loop should be establi-
shed, which begins with problem detection and recording and is closed with
the implementation and evaluation of measures (Ellouze, 2014). The zero-
defect principle promotes the shortening of quality control loops, the aim of
which is to enable the early detection of failure patterns as well as their eli-
mination prior to the occurrence of problems through rapid decision-making
capability in failure management, since in this way failure correlations can be
detected and the appropriate measures can be taken in time (Schmihing and
Jochem, 2019). The improvement of quality control loops offers a cost saving
potential of up to 20% in production (Bracke, 2016). Although the potential
for accelerated problem handling arises from the systematic use of historical
defect knowledge, the use of a smart failure management system with the
accompanying innovative data analysis methods is a major challenge, espe-
cially for SMEs, due to the high implementation costs and demands on the
infrastructure (Parlings et al. 2020).

Only if failures are handled at the point of origin (workplaces), it is pos-
sible to reduce time losses and increase the reaction speed for problems that
occur (Lendzianand Martin-Martin, 2016). Correct and short-term decision-
making is the most important lever for corporate success (acatech, 2022).
Furthermore, the performance of routine tasks such as problem description
or creative work such as root cause determination is neglected in the failure
management process in SMEs due to a lack of time and staff compete-
nce, which results in unsustainable failure prevention (Plach et al. 2012).
From this point of view, the competence analyses carried out among emplo-
yees in manufacturing companies have made it clear that employees should
have comprehensive knowledge of problem-solving methods and apply their
relevant methods confidently in order to actively shape and continuously
improve work processes. An important strategy is to train and support
employees in the area of PSP (Lendzianand Martin-Martin, 2016).

Need for the Integration of PSP Into the Failure Management System

Although the use of quality methods is an essential contribution to success
for SMEs and the main component of PSP, these methods are only modera-
tely to rarely used by SMEs. In particular, data-based quality methods and
data mining methods are hardly used by SMEs (Schober, 2019). For exam-
ple, according to a survey, 63% of SMEs know about the “Six Sigma” quality
method, but only 13% use it, although the average savings achieved by a Six
Sigma project (net benefit) amount to 125 000 euros (Töpfer, 2002).

Various studies show that the correct selection and successful application
of quality management methods promote the faster production of high-
quality products, lower defect rates and cost reductions (Theden, 1997).
Furthermore, high product and process quality should be ensured in a cost-
efficient manner regardless of the increasing individualisation efforts and the
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rising process complexity in production (Wuest, 2013). In this context, the
methods of data mining make it possible to explain complex relationships
between process parameters/influencing variables and quality characteristics
and thus systematically contribute to holistic process improvement and cost
reductions (Schmihing and Jochem, 2019). However, the digitalisation of
the systematic selection and application of methods and the quality control
loops is indispensable due to the subject matter in the context of Industry 4.0
(Schober, 2019).

While big companies often have their own quality department, where indi-
vidual employees are responsible for the statistical analysis of production
data, for example, in SMEs this has to be done on the side (Wagner and
Zacharnick, 2006). This poses another challenge for SMEs, as the large
amount of problem-solving methods makes it difficult even for experts to
determine the most suitable method for a specific application situation (Bojko
et al. 2017). At this point, choosing an inappropriate method can lead to
misinterpretation and more costs (Günther et al. 2021). Lack of method kno-
wledge, misleading training, lack of method description/guidance and faulty
method implementation are among the most important barriers to method
application (Schober, 2019).

Need for the Integration of E-Learning Platform

SMEs often have insufficient capacity and lack know-how for systematic trai-
ning management for skilled workers (Vollmar, 2013). In this context, the use
of digital learning methods (e.g. a case study detached from the factual con-
text in the form of gamification) can represent a forward-looking educational
alternative (Peter, 2019). However, companies can save direct and indirect
costs thanks to learning methods in the form of digital training offers, which
consist of participation fees, travel, meals and loss of employment during
the training. From this point of view, the qualification of employees with
regard to problem-oriented methods on a digital learning platform represents
a further optimisation potential for SMEs.

METHODOLOGY

The aim of this paper to show a system approach for developing of an AI-
based smart failure management system, which enables the systematic use of
the failure knowledge base and is in a constant learning process through inte-
raction with employees to learn human cognitive problem-solving skills. The
AI-based failure management system consists of a failure knowledge base and
a problem-solving knowledge base. The system presented in this paper not
only extends a classic failure management system with E-Learning methods
and employee support in method application, but also offers other potenti-
als for improvement for a systematic PSP in quality control loops. The entire
system of the research project consists of three essential sub-systems (SS) and
is shown in Figure 1.

The failure management system to be developed is to predict future failure
events via its failure knowledge base (failure management-based knowledge
base), detect failure correlations in production at an early stage, identify
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Figure 1: Methodical Procedure of the smart failure management system.

possible causes of problems and derive measures from this (Sub-System 1).
A problem-solving knowledge base (problem-solving method-based kno-
wledge base) will also be integrated into the failure management system
as part of the Berlin Problem-Solving Circle to be developed. If the type
of failure, the cause or the measure is not known, the failure manage-
ment system shall enable the computer-aided and dialog-based selection and
implementation of problem-solving methods (Sub-System 2). The smart fai-
lure management system should be extended by an E-Learning platform,
on which employees with less competencies can improve their problem-
solving method skills by digitalized learning methods to use Sub-System 2
(Sub-System 3).

The smart failure management system presented in this paper is used in
the case of a known problem (for a failure pattern available in the defect
knowledge base) as a defect cause and (remedial) action catalogue and for
an unknown failure pattern as a systematic PSP. In the case of an unknown
problem, a dialogue-based and less complex method selection and appli-
cation can be carried out and results interpreted with chatbots. In this
process, the appropriate methods and tools are selected in the correct order
in the PSP using pre-defined models for the Natural Language Process (NLP)
based on failure definitions. With many open-source software that have alre-
ady been trained in advance with large amounts of data, an NLP model
can be built with only a relatively small amount of data for certain sce-
narios (fine-tuning), which can enable the selection of the most suitable
method class (classification) with a lower failure rate (Nasev, 2022). The
information gained during method selection and application (e.g. research-
ing the possible causes of problems with the Ishikawa diagram) is stored
in the problem-solving knowledge base and made available as suggestions
for similar but unknown problem types. An E-Learning platform can be
used to acquire the required theoretical methodological knowledge with
detached case studies in the form of gamification. Employees who do not
have enough theoretical knowledge to apply methods in the Berlin problem-
solving circle can improve their skills in a playful and interactive way on this
platform.
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IMPLEMENTATION

Within the framework of the implementation of the entire failure manage-
ment system (including the integration of the systematic PSP), the focus is
placed on open source programmes, which are recommended by the EU.
Open source programmes are free of charge, enable property extensions, opti-
misation of the source code, adaptations of the existing software in other
possible areas of application and increase data security by means of indepen-
dent audits and open verification of algorithms (Beckert et al., 2017). For
example, this failure management system can be built with the programming
language R.

When a failure occurs, the employee should enter the failure with the
corresponding information (e.g. location and date of the failure) into the
digital system via an input mask. Subsequently, it must be checked whe-
ther the described failure pattern exists in the failure knowledge database.
Problem descriptions may contain individual, non-structural or fuzzy state-
ments. Although these statements do not have a clear meaning, they must
also be classified and problem-solving tools retrieved from the failure kno-
wledge base (reasoning with uncertainty) (Nasev, 2022). For this purpose,
the inference mechanism of ES with Bayesian network (BN) is used. At this
point, the “reasoning with uncertainty” method with the BN procedure is a
very good alternative, which plays a central role in everyday life even with
limited resources and can map a problem representation with probabilities
very well (Ertel, 2021).

If a problem is known (has similarities with the other problem types in the
knowledge base), problem-solving tools (possible causes and actions) with
probabilities are provided. In this case, the employee can make a selection
from the suggested catalogue or enter a new cause or action, as BN allows for
the expansion of the underlying knowledge base with new information and
automated updating of the probability algorithms through feedback (Ertel,
2021). By introducing the BN-based ES, the smart failure management system
is in a continuous learning process with the user interaction. The smart failure
management system, which extends the failure management system presen-
ted in (Caglar and Jochem, 2022), is illustrated in Figure 2, based on (Ertel,
2021).

In case of an unknown problem (failure pattern does not exist in the kno-
wledge base), the worker (or the problem-solving team) can systematically
perform the PSP and select appropriate problem-solving methods that are
assigned to the phases of the Berlin Problem-Solving Circle. To support the
selection, implementation and interpretation of these methods, digitalised
and dialogue-based user interfaces will be built as part of the smart failure
management system. This smart failure management system will be trai-
ned in advance with published publications using text-mining methods (e.g.
BERT) and will have a pre-trained model for the smart selection of methods
from the method catalogue, in which each problem-solving method (class) is
labelled. Based on the labels, the possible applicable methods are displayed
with probabilities after the requirement input via the smart failure manage-
ment system and made available for selection. At this point, the user is able
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Figure 2: Implementation of the system with Berlin Problem-Solving Circle.

to look at properties, prerequisites and best practice examples of proposed
methods and tools on the E-Learning platform to get theoretical support for
method selection and application. After the method selection, results of the
method implementation as well as preferences in the method selection with
requirement inputs are written into the built problem-solving method-based
knowledge base and the probability algorithms for the method proposal are
updated based on expert preferences with BN.

CONCLUSION

Most companies apply a company-specific PSP over the years (Cloft et al.
2018). But not every PSP makes a positive contribution to efficient and sustai-
nable problem-solving (Ohlig et al. 2019). For this reason, the PSP to be
introduced in this paper aims at developing a structural and unified PSP based
on the strongest Continual Improvement Process (CIP) instrument PDCA
(Pötters et al. 2018). In this sense, a systematic PSP is built up, which brings
together the PDCA cycle with the CRISP-DM cycle in a knowledge-based ES.
This synergy results in the Berlin Problem-Solving Circle.

Since all tools within the framework of the presented system are to be
implemented with open-source programmes, the authors estimate the indu-
strial implementation possibilities of the smart fault management system
for entrepreneurial practice as very good. At this point, this paper aims to
offer a free solution approach for the use of a smart failure management
system and creates the transfer effect in manufacturing companies across dif-
ferent sectors, production areas and project plans. Manufacturing SMEs can
either benefit from their existing historical defect information and/or from
open source tools of the presented failure management system to build up
a company-specific and maintained knowledge base, retrieve the required
information from it, interpret it, evaluate it and store it again. At this point,
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companies can transfer the entire system to their own server, customise it and
run it on it.
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