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ABSTRACT

The rapid development of automated vehicles offers the promising development of
driver-vehicle interaction and cooperation. Trust is an important concept to consider
for the future implementation of autonomous driving. An inappropriate level of trust
can lead drivers to under-trust and reject the system’s potential benefits or allow dri-
vers to over-trust and abuse it. Therefore, autonomous vehicles need an appropriate
level of trust for drivers to experience the full benefits of autonomous driving. This
paper reports a systematic review of the literature to analyse the critical role of trust
and also discusses various methods of evaluating the trust between drivers and auto-
mated vehicles to promote the use of autonomous driving on the ground. The review
surveyed the trust in automated vehicles and followed the Preferred Reporting Items
for Systematic Reviews and Meta-Analyses (PRISMA) guidelines. First, the importance
of trust in increasing the acceptance of autonomous driving is investigated. Second,
the factors influencing drivers’ trust in autonomous driving are grouped and presen-
ted. The analysis focuses on individual driver characteristics, automated vehicles and
the driving environment, such as driver preference, driving automation system and
driving scenarios. Finally, the methodologies to measure trust in autonomous driving
are reviewed and analysed. The key measurement indicators include questionnaires,
physiological signals such as eye gaze, head and body postures, etc. and psychologi-
cal signals such as electroencephalogram (EEG). This study is expected to summarise
the factors that influence trust and to find reliable and replicable methods to measure
trust. The results show that the influence of different factors on trust varies considera-
bly. Currently, questionnaires are the most commonly used subjective measurement
method, while psychophysiological measures are a promising objective complement
and attract increasing investigations.

Keywords: Automated vehicles, Trust evaluation, Systematic review, Human-automation
interaction

INTRODUCTION

The rapid development of automated driving will transform the future of
transport, with important implications for the future of the urban economy,
safety, and the environment. Level 3–5 autonomous vehicles defined by SAE
(SAE International, 2021) become increasingly common. At SAE Level 3, dri-
vers need to cooperate with autonomous vehicles to complete driving tasks,
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which means consumer attitudes towards autonomous driving will influence
the eventual results of its implementation. Trust is a particularly important
psychological factor in people’s interaction with automated systems (Lee &
See, 2004). More importantly, trust affects how drivers use self-driving cars,
and it becomes the most important factor in promoting the full use of auto-
nomous driving (Man et al., 2020). On the one hand, when people over-trust
the automated system, consumers rely on the system to handle tasks beyond
its capacity, which could lead to disasters. On the other hand, when people
under-trust the system, they will not be able to take full advantage of the
superiority of automated driving, leading to the abandonment of the system
(Azevedo-Sa et al., 2020). Therefore, an accurate assessment of driver trust
can help make the most of the benefits of autonomous driving and facilitate
its flourishing.

Increasing studies have been reported on trust in autonomous driving. In
2016 and 2017, (J. D. Lee & Kolodge, 2020) questioned over 8,000 drivers
to reveal the reasons behind the influence of drivers’ trust in automation
through text analysis, investigating attitudes towards self-driving cars and
the factors that drive these attitudes. Manchon et al., (2021) studied the
impact of initial trust levels and driving style on trust calibration over time
and found that the effect of initial trust in driver trust change was critical,
while driver trust increased over time regardless of driving style. In asses-
sing trust, most scholars have used questionnaires to measure it. In recent
years, new methods have been proposed to objectively measure trust using
an eye-tracker (Manchon et al., 2022), functional near-infrared spectroscopy
(fNIRS) (Perello-March et al., 2022) and electroencephalography (EEG) (Seet
et al., 2022). Research shows that the relationships between the factors that
influence consumer trust are numerous and complex. Different scholars have
studied specific factors, leading to a lack of macro understanding of these
influences. In addition, most studies use subjective measures, but in recent
years scholars have been using objective quantitative approaches to evaluate
trust, so there is a necessity to review the different methods of calibrating
trust assessment. Hence, the review of current research on trust in automated
vehicles needs to categorise and summarise the different factors that influence
trust and provide different ways to measure trust effectively. The realisation
of trust in autonomous driving requires not only the manufacturers but also
relies on the cooperation of the multiple parties involved, such as the car, the
driver, and the road environment (Kuru, 2022). However, in terms of factor
analysis, previous relevant literature reviews have not analysed the influe-
ncing factors from a multi-subject perspective. In terms of assessment, there
is not enough detail on the use of quantitative research methods in recent
years.

The review conducted in this paper aims to evaluate trust in automated
vehicles, focusing on the drivers’ trust in Level 3–5 autonomous vehicles. Fir-
stly, the different impact of trust on self-driving vehicles is compared, and
the applications of trust in autonomous driving are presented. Secondly, the
factors influencing trust in autonomous vehicles are analysed from a multi-
subject perspective of the vehicle, the driver and the environment. After
that, recent collection methods for assessing trust in autonomous driving are
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reviewed and summarised. Finally, the paper concludes and suggests future
research directions. The following research questions are addressed in this
review:

RQ1: What is the relationship between trust and acceptance of autono-
mous driving?

RQ2: What are the factors that influence trust in autonomous driving?
RQ3: What are the main evaluation methods for trust in autonomous

driving?

METHODOLOGY

Search Strategy and Eligibility Criteria

This systematic review was conducted by using articles from Scopus and
PsycINFO (EBSCO), selecting keywords, titles, and abstracts. The keywords
that were used across all databases were “(trust OR confidence) AND (dri-
ver) AND ((automated OR autonomous OR driverless) AND (driving OR
vehicles OR cars))”. The search field is restricted to the year of publication
and to articles in English, i.e., where only articles from 2000 to 2023 are
included.

The criteria for exclusion or inclusion are as follows.

1. The article should be longer than two pages.
2. The article should be on the topic of both trust and automated vehicles,

which must be the main focus.
3. The article should only discuss trust in self-driving cars or trust in

automation.
4. The article includes an assessment of trust in autonomous driving.

Screening and Quality Assessment

Thewhole literature selection and screening process are presented in Figure 1.
The search mentioned above yielded a total of 368 articles, from which
60 duplicates were removed manually. The subsequent screening process
consisted of two stages: title and abstract screening, and full-text screening.
The first part of the process implies reading the title and abstract of these
articles to assess their relevance whilst at the same time discarding articles
from journals that do not meet quality standards. A series of inclusion and
exclusion criteria were used in screening titles and abstracts. The first part of
the process meant reading the titles and abstracts of these articles to assess
their relevance while discarding journal articles that did not meet the qua-
lity criteria. A total of 241 papers were rejected during the title and abstract
screening.

The quality appraisal process is part of the full-text screening. At this stage,
the criteria in Table 1were applied to obtain a score for each of the 67 selected
sources. Full-text screening rejected 30 additional articles due to the terms of
quality appraisal, resulting in a total of 37 articles.
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Figure 1: Article selection flow diagram.

Table 1. Quality appraisal framework.

No. Quality Criteria Score

0 1 2 3 N/A

1 Theoretical basis for
assessing the
contribution of trust

Does not
provide
enough
information
to assess this
criterion

Weak Partial Strong This item
does not
apply to this
publication2 Clear and logical

description of
Factors/Problems.
Practical value

Poor
description.
Inadequate
Value

Clear and
logical
description.
Some value

Very clear
and logical
description.
Practical
value

3 Clear description of
the experiment
process.Evaluate
trust through
experiments

Inadequate
description.
Lack of
experiments

Only key
parts.
Reasonable
experiments

Clear
description.
Complete
experiments

4 Informs of
implications for
practice

Fails to
inform

Limited Critically
informs

5 Level of citations Missing
citations

Some degree
of citations

Comprehensive
and complete
citations

Citation Analysis

In order to better sort and analyse the selected papers, a graphical timeline
analysis of the selected references was carried out using CiteSpace software.
The timeline diagram spreads out the paper’s keywords chronologically
through clustering. The left-hand side in Figure 2 contains six keywords, and
the right-hand side on the way shows the chronological development of the
keywords. As seen from this figure, papers related to autonomous driving
started to appear and become a research hotspot around 2015. Research
on trust in autonomous driving emerged in abundance in 2017, and from
the size of the red nodes, keywords on calibration in trust became popu-
lar around 2022. In addition, autonomous driving acceptance was getting
more attention around 2020. In particular, research on autonomous driving
using devices such as EEG to study drivers’ psychological states appeared
for the first time in 2020 and is a relatively new research direction in recent
years.
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Figure 2: Timeline view from CiteSpace.

RESULTS

Trust in the Acceptance of Autonomous Driving

With automated vehicles revolutionising the transport industry and their
technology becoming increasingly mature, it is essential to understand driver
acceptance of self-driving vehicles. Trust plays a very important role in
drivers’ intentions to use self-driving cars.

The Technology Acceptance Model (TAM) was used as a theoretical basis
to investigate the factors that influence the acceptance of automated vehicles
(Choi & Ji, 2015; Man et al., 2020). Researchers have studied how psycholo-
gical determinants, such as trust, perceived usefulness, perceived ease of use,
and risk perception, interact to shape the acceptance of automated vehicles. It
was found that trust is directly influenced by perceived usefulness, risk perce-
ption and other factors, which is themost important factor in shaping positive
attitudes towards the acceptance of automated vehicles. Extending TAM to
social and personal factors, Zhang et al., (2020) proposed a new acceptance
model for autonomous vehicles, and the results show that initial trust makes
the greatest contribution to explaining whether drivers will accept automated
vehicles. Furthermore, Adnan et al., (2018) concluded that consumer trust in
cars is a potential factor in the acceptance of self-driving vehicles through a
systematic literature review, and one of the biggest challenges in increasing
driver acceptance is building trust in the technology. It has been proposed
that successful adoptions of autonomous vehicles also require that travellers
must accept shared ride sharing (SAV) with others they are unfamiliar with
(Paddeu et al., 2020). Comfort and trust have been identified as factors that
positively influence acceptance and a strong correlation was found between
comfort and trust, suggesting that trust in SAV is a significant predictor of
perceived comfort.

Based on the above literature, the answer to Question 1 is that trust affects
acceptance indirectly by influencing such as perceived usefulness, comfort
by influencing perceived usefulness, comfort and other factors. Trust itself
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also directly affects acceptance. Therefore, trust is one of the most important
factors influencing driver acceptance of autonomous vehicles.

Impact Factors

Currently, some research on trust in automated driving has focused on the
impact factors. By studying the factors, the concept of trust could be further
calibrated. The three-layer trust model proposed by Hoff and Bashir, (2015)
provided a framework to describe the potential factors in autonomous dri-
ving trust. The framework includes the person who trusts the automated
vehicles, the system to be trusted and situational trust. Kalayci et al. (2021)
proposed that a triangulation study of the driver, the vehicle and the envi-
ronment is required to gain a deeper understanding of trust in autonomous
driving. Therefore, in order to understand how different factors impact trust,
the following section explores the trust influencing factors in terms of the
driver, the autonomous vehicle and the external environment, respectively.

Driver
The factors affecting trust, analysed from the driver’s perspective, were
mainly related to the driver’s age, gender, driving style, personality, and initial
trust.

The result shows that the age of the driver does not appear to be an accu-
rate predictor of trust. Some researchers (Alsghan et al., 2021) believed that
young people were more likely to find autonomous vehicles trustworthy and
acceptable, but others (Gold et al., 2015) had come to the opposite conclu-
sion. Some papers have studied the effect of driving style on trust. Driving
styles were divided into aggressive and defensive situations. The results of
the experiments show that driving style initially has a greater effect on trust,
but over time the trust of the driver still increases regardless of different dri-
ving styles (Manchon et al., 2021). In recent years, driver personality has been
used to study the impact on trust. Personality reflects an individual’s stable
cognitive, behavioural and emotional patterns (Kraus et al., 2021). Among
the five personalities - extraversion, agreeableness, conscientiousness, neu-
roticism and openness - there is a significant negative correlation between
openness and trust (Li et al., 2020). This may be because autonomous dri-
ving systems reduce the driver’s workload, and for openness driver, who likes
challenges, reduces the enjoyment of manual driving.

Initial trust has a clear impact on early driver trust construction, which
means the first experience with automated driving may have a greater impact
on drivers’ short-term trust calibration and can help improve trust calibra-
tion for under-trust drivers (Hartwich et al., 2019). Therefore, adjusting the
driver’s initial phase of training experience can help the driver calibrate the
appropriate level of trust in the future.

Automated Vehicles
The factors affecting trust, analysed from the automated vehicle’s perspective,
were mainly related to the automation failure, driver Interface and automated
driving systems reliability.
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The results show that unexpected automation failures negatively affect dri-
vers’ trust. This trust recovery has different patterns, depending on the type
of failure. If failures are predictable, their trust can be rebuilt over time. In
addition, failures in driving automation have a substantial drop in trust for
drivers with low levels of knowledge, drivers thus should be fully briefed in
advance to prevent this from happening (Azevedo-Sa et al., 2021; Kraft et al.,
2020; J. Lee et al., 2021) On the contrary, trust will increase if the system is
reliable. The design of driver interfaces for automated vehicles is particularly
important, where speech features are crucial in moderating trust. They inve-
stigated the effect of speech strategies on driver trust and showed that drivers
perceive polite, submissive voice communication to be more likely to increase
trust (J. Lee & Lee, 2022; Yoo et al., 2022).

Environment
Factors affecting trust have been relatively less analysed from an environmen-
tal perspective. Regarding the factors that influence trust, researchers have
looked at different driving environments. For example, driver trust in the
short term during overtaking environments may be influenced by parame-
ters such as speed and lateral distance to objects. In foggy weather, the effect
of visibility on trust is less noticeable (Abe et al., 2018; Azevedo-Sa et al.,
2021).

In conclusion, the answer to Question 2 is trust can be influenced by the
driver, the automated vehicle and the environment. In the beginning phase,
initial trust is more likely to be influenced by the personal characteristics of
the driver. During the interaction with the automation, the driver’s experie-
nce of the performance of the self-driving vehicle facilitates the development
of trust. The external environment, on the other hand, can also influence dri-
vers’ risk perceptions and affect changes in trust. Hence, trust is constantly
evolving throughout the process. Only a better understanding of how these
factors evolve and interact with each other will allow a more appropriate
calibration of trust levels.

Estimation Methods

The previous research has analysed the influencing factors of trust, and
some have looked at the methods used to estimate trust, emphasising how
to improve and innovate the way to assess trust levels. This paper categorises
methods of evaluating trust into four groups including questionnaires, visual
behaviour, driving behaviour and physiological activity. The following explo-
res the relationship between these four aspects and proposes more accurate
trust evaluation methods.

Questionnaire
In order to understand the changes in drivers’ trust levels in autonomous
vehicles and to better calibrate trust, it is necessary to measure trust effecti-
vely. Trust measurements have been mainly based on questionnaires derived
from the trust scale proposed by Jian et al. (2000), which has been widely
used in other research (Hoff & Bashir, 2015; Walker et al., 2019). However,
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driver trust is constantly changing with the driving process. Even when que-
stionnaires are administered at different stages of the experiment to obtain
trust values, these reports still struggle to capture real-time changes in trust,
such as those associated with specific driving situations. In addition, questi-
onnaires are challenging to be used in many application environments, such
as real-world driving situations.

Visual Behaviour
Questionnaires cannot capture real-time changes in trust. In contrast, analysis
of driver gaze behaviour has the potential to provide an objective, real-time
measure of trust.When drivers with higher trust, they will pay more attention
to non-driving related tasks (NDRT). During this time driver’s eye move-
ments, such as pupil changes, duration of gaze at non-driving activities, and
frequency ofmonitoring of the road or dashboardwill change(He et al., 2022;
Hergeth et al., 2016; Körber et al., 2018; Y. Zhang et al., 2021). The results
show that as the driver’s trust level increases, their pupil diameter decrea-
ses; they gaze at the NDRT for a more extended period; and the automated
driving system is monitored less frequently. It shows that gaze behaviour
provides a more direct measure of trust in automation than the questionnaire.

Driving Behaviour
As well as the driver’s visual behaviour, their driving action behaviour could
also respond to changes in trust. For example, participants with high levels
of trust spent more time keeping their feet away from the pedal. However,
there was no temporal relationship between trust and the foot’s position on
the pedal(He et al., 2022; Stapel et al., 2022). Their hand position during
driving could also be correlated with trust; for example, the lower trust group
is more likely to keep their hands on top of the steering wheel (Yu et al., 2021).
In addition, high-trust drivers also had longer reaction times in emergencies
(Payre et al., 2016). Using drivers’ body language to identify changes in their
trust offers a promising application. This area is more investigated based on
feet or brakes behaviour, as pedal inputs can be finely measured in time and
are less likely to require additional devices (Lee et al., 2021).

Physiological Activity
Analysis of the driver’s physiological and psychological signals provides a
more direct characterisation of the driver’s mental state as well as trust,
including measurement of the driver’s functional near-infrared spectroscopy
(Perello-March et al., 2022), cardiovascular activity (He et al., 2022), skin
conductance (Mühl et al., 2020) and electroencephalography (Seet et al.,
2022). Comparing the observations with the driver’s trust shows that trust is
associated with a reduction in monitoring and working memory. Thus, there
is a close relationship between subjective trust, skin conductivity, and brain
activity. When trust increases in humans, the level of skin arousal decrea-
ses. Furthermore, frontal alpha EEG is a neural correlate of trust, and using
EEG analysis may be more helpful in analysing the principles of physiological
and psychological changes in humans. However, human neurophysiological
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data can also receive interference from other factors such as driving style and
driving environment.

In conclusion, the answer to Question 3 is that the measurement of trust
in automated driving is assessed by mainly questionnaire measures due to
the nature of the study, which involves examining people’s subjective fee-
lings. Therefore, more objective, real-time measures of trust can be provided
regarding changes in people’s visual behaviour, driving action behaviour, and
physiological and psychological signals, which is a powerful complement to
questionnaire measures. The three measures can be used independently, but
the combination of the gaze behaviour and electrodermal activity provides a
better indication of drivers’ trust in automation (Ajenaghughrure et al., 2021;
Walker et al., 2019). Overall, these studies represent progress towards deve-
loping reliable, continuous and objective methods for assessing driver trust
in automated vehicles.

CONCLUSION

With increasing vehicle automation, the study of trust in automation has
attracted more and more attention. This paper reports a systematic litera-
ture review, analyses the importance of trust in automated driving, discusses
the multiple factors influencing trust, and the various estimated methods to
assess trust between drivers and automated vehicles.

Studies found that trust is one of the most critical factors influencing dri-
ver acceptance of autonomous vehicles. Moreover, trust is related to other
factors affecting acceptance, such as perceived usefulness, risk perception,
and comfort.

Trust can be influenced by operator characteristics (driver), system chara-
cteristics (automated vehicle system), and situational environment (environ-
ment). From the driver’s point of view, age and gender are less significant
for trust; risky driving styles (i.e. speeding and lane drifting) reduce trust,
but the driving style has less impact on trust in the long term. The ini-
tial trust of the driver has a positive effect on the calibration of trust, and
driving simulator practice, as well as driver training, and also helps better
calibrate trust. From an autonomous vehicle perspective, a reliable, non-
failure-prone driving system that uses a polite voice strategy increases driver
trust, which is helpful for car manufacturers to design autonomous veh-
icles. From an environmental perspective, different driving environments,
such as overtaking and foggy weather, affect trust in the short term. How-
ever, only a few papers have described the mechanisms of influence of
the factors and the impact of different factors on trust in a systematic
way. As trust constantly changes, few studies have introduced and studied
the long- and short-term effects of different factors in combination with
feedback.

For trust evaluations, questionnaires are considered to be the most
common way. In practical scenarios, it is imperative to assess changes
in trust in real time, and questionnaires are often challenging to imple-
ment. Changes in driver eye behaviour and driving movements, such as
gaze duration, gaze monitoring frequency, foot pedal position, and hand



168 Hu et al.

position, as well as the driver’s physiological and psychological changes,
such as functional near-infrared spectroscopy, skin conductivity and brain
waves, which can be used to measure changes in trust in real-time. In
addition, EEG analysis allows us to describe these mental states more dire-
ctly than other physiologies. However, there are obstacles to the practical
application of related measurement devices such as eye-tracker and EEG
devices.
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