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ABSTRACT

Trustworthy services are essential for sustainable digitization, especially during ever
more demanding times when it comes to service expectations, quality and consum-
ption. Putting the human being behind the service consumer at the centre of service
systems engineering also means identifying which requirements are beneficial for the
actual usage of the service. Previous research has shown that the degree of trustworth-
iness of a digital system is directly related to the potential use of the same. Yet, there
is a lack of empirical data on the perception of trustworthiness of different systems
and approaches on how to integrate these aspects as requirements in disciplines such
as Service Engineering in academia. This paper aims to provide insights into a recent
empirical study that collected views on the importance of trustworthiness attributes of
various digital services and how these results can potentially be integrated into Service
Systems Engineering via a Requirements Engineering approach. The base is a multidi-
sciplinary view of trustworthiness in sociotechnical systems. In this expert survey, the
perspectives are manifested by trusted Wifi, conventional WebAPIs, AI WebAPIs, and
mediation services. Thus, differences in social, technical and socio-technical, as well
as with AI-enabled services will also be highlighted. Utilizing the basic approaches
of Trust Engineering, Trust determinants are incorporated and empirically evaluated
in this study and give new insights into trustworthy Systems Engineering as well as
relevant and potentially counter-intuitive features.
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engineering, Service engineering

INTRODUCTION

The trustworthiness of services is essential for a progressing digitalisation.
Only trustworthy services can bring sustainable social benefits through acce-
ptance and use and must therefore be improved. For this reason, it makes
sense to support the trust. This study uses the following definition for
trust:
“Trust by definition entails a willingness by the [trustor] to make herself

vulnerable to the possibility that another will act to her detriment” (Hill and
O’Hara O’Connor 2005, p. 28)
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On the other hand, the services must have trustworthy properties. For
trustworthiness, the definition is taken:
“Trustworthiness is assurance that a system deserves to be trusted—that

it will perform as expected despite environmental disruptions, human and
operator error, hostile attacks, and design and implementation errors. Tru-
stworthy systems reinforce the belief that they will continue to produce
expected behavior and will not be susceptible to subversion.” (Schneider
1999, p. 316)

A service is defined as follows: “Abilities by a Service Provider or consumer
[…] utilized in the context of interactional processes to generate effects on the
consumers side and his assets in respect” ((Donabedian 1980); (Donabedian
2005) in: (Bullinger and Scheer 2006), p. 57). Influential conception factors
of Service Engineering (SE) can be pictured as in Figure 1.

In the context of increasing technological integrations of software, service-
oriented architectures and hardware into service conception, digital services
can be defined as a special manifestation. (Pakkala and Spohrer 2019), p.
1886 ff. characterize these by the automated (see (Immonen et al. 2016),
p. 151) performance or support using heterogeneous, technical systems that
are increasingly distributed and hardware-agnostic. (Williams et al. 2008), p.
506 add to this a digital transaction over IP and define this as a restrictive
criterion for the definition of a digital service. It should be noted that this
does not necessarily mean that the product must also be digitally designed in
the sense of the service definition. This can be the case, for example, with a
public WiFi in the form of digital wireless internet access but is different on
the example of amazon.com in the form of a physical delivery of goods.

The term requirement is generally defined in the Standard (IEEE 610.12),
p. 62, which has been replaced by the current Standard (ISO/IEC/IEEE
24765), p. 380. This definition is supported by the International Requi-
rements Engineering Board (Glinz 2020), p. 6, as well as by the Standard
(ISO/IEC/IEEE 291488), p. 4 and the considerations of (Sommerville 2016),
p. 102; (Wiesner et al. 2015), p. 104; (Macaulay 1996), p. 4 and (Hull 2011),
p. 2. The fact that these definitions come more from the field of software

Figure 1: Influential factors and viewpoints of service engineering (cf. (Bullinger and
Scheer 2006), p. 102).
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engineering is due to the different ages of the disciplines of software engi-
neering and service engineering, the latter of which can easily adopt the
definition, which is also often mentioned. Through these views, a requirement
must contain all necessary information such as need or capability, constraints
and conditions to fulfil the criteria and obligations of a technical system, phy-
sical product or service and to satisfy an agreement, standard, specification,
or other formally imposed documents.

Formally, requirements can be managed in a variety of forms and activi-
ties within the scope of requirement engineering (RE). However, the type and
scope are mainly dependent on the type of requirement and the associated
properties as well as the context field. There are a variety of distinctions of
requirements for this purpose (cf. (Sommerville 2016), p. 102; (Glinz 2020),
p. 18 ff; (ISO/IEC/IEEE 291488), p. 16 and 64; (Rupp 2021), p. 30 ff.).
The variety of requirement types also raises questions regarding the consi-
deration of trustworthiness factors. If one follows the thought towards the
implementation of trust-creating properties in systems in the sense of trust
engineering (cf. (Hoffmann 2014), p. 63, (Hoffmann et al. 2012), p. 4)
according to (Söllner et al. 2012), the question quickly arises as how the deri-
vation of trust requirements, their implementation, and measurability should
be integrated. With regard to sociotechnical systems, (Söllner et al. 2012)
accordingly design activities for the method. The core goal is the creation
of so-called trust-supporting components (TSC). Trust dimensions and their
determinants according to (Muir 1994), enriched by considerations from Lee
and See [128], are the target of the TSC (cf. Söllner et al. [127], p. 117). In
detail, the assignment of determinants to the dimensions according to (Lee
and See 2004) in (Söllner et al. 2012), p. 117 and (Hoffmann 2014), p. 159
ff. is summarized for sociotechnical systems as follows:

Through several validating studies, (Hoffmann 2014), p. 189 was finally
able to show that these determinants can be applied from the wide selection
of possible determinants (cf. (Söllner and Leimeister 2013), p. 139 ff.) to
the formation of trust in sociotechnical systems. For the systematic develo-
pment of TSC, (Söllner et al. 2012), p. 119 ff. present a framework. Yet this
approach misses the methodical definition of a order of importance of these
determinants regarding different kinds of sociotechnical systems, respective
different digital services, apart from being done by the requirements engineer,
which inhabits the potential for bias.

As proposed in (Hartenstein et al. 2020) and (Hartenstein et al. 2021b)
an empirical approach on evaluating trustworthiness requirements for soci-
otechnical systems should be considered. First steps to do so as part of the
EUMoVe Project (cf. (Hartenstein et al. 2021)) have been done by conducting
trustworthiness attributes of public wireless networks (cf. (Schmidt 2021))
and web services (cf. (Hartenstein 2021) and (Hartenstein et al. 2021c)). To
incorporate these findings into a utilizable framework for the purpose of tru-
stworthy digital service engineering, an evaluation of gaps in current models
as well as an approach have been presented (cf. (Schmidt 2022)). Combi-
ning the first empirical insights with the conceptualized approach, it became
necessary to map the relevance of each trust determinant to their empiri-
cal relevance regarding different digital services to better understand their
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Table 1. Trust dimensions and corresponding trust determinants.

Dimension Determinant

Performance Eligibility of the system for achieving the target (Muir
1994) (Elig)
Reliability of the system (Muir 1994) (Reli)
Correctness of information (Muir and Moray 1996)
(Corr)
Completeness of the required functional scope (Muir
1994) (Comple)

Process traceability Authenticity of the system (Muir 1994) (Auth)
Consistency of system behaviour (Muir and Moray 1996)
(Cons)
Comprehensibility of the system’s function (Zuboff 1989)
(Compre)
Control over the system (Shankar et al. 2002) (Contr)
Predictability of system behaviour (Muir 1994) (Pred)

Purpose clarity Communication of the system’s purpose (Muir 1994)
(Purp)
Benevolence of the developers (Muir 1994) (Bene)
Faith in the system (Muir 1994)Faith in the system (Muir
1994) (Faith)

distribution and connections in the presence of the proposed task to account
trustworthiness requirements into Service Systems Engineering.

METHOD

To gain insights into the empirical relevance of certain trustworthiness deter-
minants for digital services in general and selected services as an example
to show divergence, a public study has been conducted. In corporation with
the respective institutions an online survey has been created and published
containing general statistical data as well as sections regarding the adaption
of RE elements and the relevance of trustworthiness determinants in general
and in detail. Different groups and portals have been addressed with access
links.

The first part of the study consisted of questions regarding the degree
of adaption of established RE activities within the participants professional
environment, as well as their role, amount of experience and related context
field. The second part of the survey conducted the perceived relevance of tru-
stworthiness requirements for digital services as well as the perception of the
current grade of trustworthiness of digital services in general (G). To dee-
pen the understanding of formation and variation of the trustworthiness of
digital services the state of trustworthiness of eight different digital services
has been conducted, with a focus on the current investigation (cf. (Harten-
stein et al. 2021)) as is Public WiFis (W), AI WebAPIs (WAI), conventional
WebAPIs (WAP) and Online Mediation Services (M) amongst other exam-
ples (eGovernment Services (eGov), Online Medical Services (OM), Online
Shopping (OS) and Online Banking (OB)).
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Further the trust determinants had to be ranked for specific digital services
by experts to gain insight into service-related trust building characteristics as
well as the distribution across different digital services. The main difficulty of
achieving the goal of forming true ranks of trust determinants for individual
digital services based on empirical data can be described with Arrow’s Impos-
sibility Theorem (Arrow 1963) which states, that with a set of attributes of
more than three and a deciding population of more than two, a preference
aggregation cannot be invoked while satisfying all conditions. Thus, the auth-
ors aim to gain an approximation of ranks of trustworthiness determinants
regarding the median and the variance of each determinant.

All options have been randomized to prevent order bias, surrounding
statistical data such as gender, age, geographical region of the professio-
nal activities and educational background have been conducted too. The
questionnaire took about 11 minutes in average to be completed.

RESULTS

Over a period of eight weeks 103 participants finished the study. After
evaluating the quality and content of the responses and reducing invalid
submissions, 97 datasets remain for investigation. The sample consists of a
variety of different roles across different fields, with the majority being Pro-
ject Managers (30.93%) and Product Owners (13.40%) and, as expected,
users as the least represent group (4.12%). The most prominent professio-
nal fields consisted of Software Engineering (46.39%), Service Engineering
(19.59%) and Product Engineering (16.49%). The amount of experience is
distributed across all options for < 2 years to > 15 years with a greater wei-
ght on experiences less than 10 years in the current field of profession. Most
participants are based in Europe.

Regarding the RE method formalization of digital services seen from dif-
ferent fields of expertise, the general distribution cumulates at an advanced
grade of 4 out of 5 with 37.11% and 30.93% at grade 3, with Hardware
Engineering (HE) reaching 75.00% at grade 4, followed by Product Engi-
neering (PE) (56.25%) and SE (36.84%). The relevance of trustworthiness
requirements for the conception of digital services has widely been rated high
with grade 4 and 5 accounting for 79.38%. Like before, the evaluation from
participants with a HE background ranks the highest with 100.00% rating
it a 4 out of 5, followed by SE with 84.21% accounting for rating 4 and 5
and SwE (80.00%).

The trustworthiness itself for digital services in general, on the other hand,
is not perceived as high by around 74.23%. Even though there is no signi-
ficant correlation between the perception of the trustworthiness of these
specific services, all rankings are predominantly on the low side, with eGov
and OB being the only exception (cf. Figure 2).

As much as there is no significant correlation between the individual digital
service trustworthiness perceptions, there is no significant correlation betw-
een the relative trust determinants between digital services and between each
other within a specific digital service. It was to be expected that there would
be low correlation among them since the attributes are measuring different
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Figure 2: Trustworthiness perception of different digital services.

or distinct aspects of the underlying construct of trustworthiness. By ranking
trust determinants for digital services in general and in detail, the results are
as follows (cf. Figure 3).

To visualize median and spread of data in accordance to validate the ranks
formed for each service, parallel coordinates diagrams such as in Figure 4
were created. This also shows different problematics with the formation of

Figure 3: Median and variance of trust determinants of digital services in general and
in detail.
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Figure 4: Example parallel coordinates diagram of trust determinants of digital services
in general.

these results, as all medians are relatively close, and many variances are too.
This again indicates a weaker possibility for distinction between ranks of
trust determinants across all digital services.

Regarding the trustworthiness evaluation of all services Cronbach’s alpha
is αTW = 0.81 with the selectivity being above .30 in all cases except TW_W
(0.24) which would have to be removed according to (Blanz 2015). Low cor-
relation among items can lead to a low Cronbach’s alpha value, which does
not necessarily indicate low reliability. The reliability of the trust determi-
nants seems to follow that conclusion regarding the previously stated low
correlation. Only three determinants had an acceptable α (αAuth = 0.67;
αBene = 0.68; αFaith = 0.73) with the other determinants remaining at ina-
cceptable values, leading again to the interpretation, that each determinant
is put into a different perspective by participants in relation to the examined
digital service.

CONCLUSION

Based on the examination above, the following can be concluded:

1. The performed study showed strong indicators of a highly individual
understanding of the introduced set of trust determinants in relation to
the respective service

2. A possible second conclusion can be formed by considering the partici-
pants had different criteria to rank trust determinants

3. The fact, that the spread of medians in this study is rather small compa-
red to the provided scale can also lead to the conclusion, that differences
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regarding the importance or value of trust determinants are rather
insignificant to form ranks

4. A general weighting for trusted properties of WebAPIs could be establi-
shed, but the dependencies of the properties need individual considera-
tion according to the use cases.

5. This leads to the conclusion, that all of the proposed trust determinants
are rather equally relevant for the formation of trustworthiness of digital
services in general and of the examples included

Limitations for these conclusions may be, that the number of respondents
and veritable results after quality checks was not sufficient or representa-
tive regarding the field. Another limitation is that almost all participants had
their main professional activity in Europe, on which the perceptions provi-
ded were based. Results and conclusions for different regions therefore may
differ.

At last, further research is needed based on these insights. In following
works, TSC shall be implemented and with the help of reflective measurement
concepts as provided in (Hoffmann 2014) the potentially higher trustworth-
iness of digital services shall be evaluated. Regarding the adaption of the
proposed approaches in Service Engineering and the integration into the cor-
responding RE as part of the initially proposed work, these studies must be
conducted to evaluate the utilizable impact. As for now, a differentiation of
differently important trust determinants in Service Engineering is not given
based on these results.
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