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ABSTRACT

Human-computer interface (HCI) design is an essential aspect of modern technology
development, which involves the interaction between humans and computers. HCI
design can pose legal risks that may result in significant legal liabilities and conse-
quences for any organization adopting the designs. From the standpoint of an HCI
designer as opposed to a legal researcher, this article analyzes the legal risks underly-
ing HCI design and the related regulatory framework in the small jurisdiction Macao
in comparison with those in some major jurisdictions, including the United States,
the European Union (EU), and mainland China. Relevant statutes, acts, and aca-
demic literature are drawn on to support the analysis. Categories of the aforesaid
risks are primarily identified as intellectual property, privacy and personal data pro-
tection, accessibility, liability for harm, and cybersecurity breaches, only the first two
of which are to be elucidated in this article due to its length limitation. The following
findings are highlighted: Macao’s IP regime does not include provisions very specific
to HCI designs, unlike the United States, the EU, and mainland China. Macao’s privacy
and personal data protection framework is less comprehensive than the General Data
Protection Regulation (GDPR) in the EU and mainland China’s Cybersecurity Law, Per-
sonal Information Protection Law (PIPL), and Data Security Law (DSL). In particular,
the GDPR additionally mandates “data protection by design and default,” and main-
land China’s Cybersecurity Law, PIPL, and DSL are well integrated with cyberspace
sovereignty, national security, social and public interests, national sovereignty, and
development interests of the state. In summary, in principle, the legal framework in the
small jurisdiction Macao governing the legal risks associated with HCl is by and large
in line with those in major and substantially larger jurisdictions. Notwithstanding, the
former is in general a general miniature of the latter and comparatively devoid of
express provisions very specific to and comprehensively covering HCI design. Subject
to further research’s confirmation, this phenomenon of generalization and minia-
turization may be true of many other small jurisdictions worldwide as reasoned in
this article.
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INTRODUCTION

Human-computer interface (HCI) design is at least as essential as any aspects
else of almost all modern technology developments, as long as the develop-
ments involve whatever interaction between humans and computers. In fact,
HCI design has been one of the key determinants of most technology develop-
ments’ success or failure for decades (Chao, 2009). Nonetheless, HCI design
can pose legal risks that may result in substantive legal liabilities (e.g., in
the forms of damages claims, criminal law penalties, etc.) for any organi-
zations adopting the HClIs as well as its staff personally. Even leaving aside
legal liabilities, any legal litigations or lawsuits anywhere worldwide arising
out of any incidents and disputes could themselves be a formidable burden
on the organizations concerned and its staff in terms of financial costs and
time (Jackson, 2009). In fact, whenever it comes to the feasibility and thus
risks of any project, be it for technology development, HCI design, or oth-
erwise, there are five key dimensions, namely, technical, economic/financial,
legal, operational, and scheduling (Mukherjee and Roy, 2017). Being one of
the five key dimensions, the legal feasibility and thus risks can never be dis-
paraged. In short, for HCI design and virtually all projects in society, legal
feasibility and risks are at least as important as technical, economic/financial,
operational, and scheduling feasibility and thus risks.

This article begins by introducing Macao’s geography, governance, and
legal system before delineating the major categories of legal risks confronting
HCI design in the small jurisdiction Macao and some major jurisdictions
around the globe and the legal frameworks in these jurisdictions in respect
of these major categories of legal risks. Although these major categories are
identified as intellectual property (IP), privacy and personal data protection,
accessibility, liability for harm, and cybersecurity breaches, only the first two
are to be delved into in this article due to its length limitation. The afore-
mentioned major jurisdictions include the United States, the European Union
(EU), and China (mainland). Here, China (mainland) or mainland China is
a common term that refers to the geographical region under the direct gov-
ernance of the People’s Republic of China but not including Hong Kong,
Macao, or Taiwan (Kong, 2016) and is used for convenience in this article
to discuss HCI design and legal risks but not politics in the slightest. In par-
ticular, from an HCI design practitioner’s (i.e., an HCI designer’s) standpoint
instead of a traditional comparative law researcher’s viewpoint, the article
pinpoints the comparison and the contrast of the two major categories of
legal risks, i.e., IP and privacy and personal data protection between Macao
as an epitome of small jurisdictions and the aforesaid major jurisdictions. The
key legal statutes and acts relevant to these two categories of legal risks as
they concern HCI designers are quoted, the statutes’ and acts’ highlights, the
related remedies and penalties for breaches, and probably other details are
illuminated. In addition, the article draws on not only these statutes and acts
but also academic literature. Finally, this article concludes with a summary
of the findings from the comparison and the contrast.

Despite the recent international atmosphere of de-globalization, HCI
design has long been regarded as intrinsically international and
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cross-jurisdiction given that the HCIs of most products, be they consumer
products (e.g., mobile phones, personal computers, software, etc.) or indus-
trial/professional products (e.g., measurement instruments), are commonly
sold and used around the world. It would be all too provincial for HCI design-
ers to confine their attention solely to the laws in the jurisdictions of the
designers’ own headquarters. In consideration of this need of HCI designers,
on top of being an academic treatise, this article doubles as guidelines and a
checklist for HCI designers to mitigate legal risks generically in most major
jurisdictions worldwide as well as some small jurisdictions as exemplified by
Macao.

MACAO

Macao, also spelled Macau, is a special administrative region (SAR) of China,
lying on the southern coast of the country. Its population is approximately
694,400 people, who inhabit an area of 33 square kilometers. In view of
a high degree of autonomy, the SAR’s political status in China is distinc-
tive but not absolutely unique because of its resemblance to the substantially
larger and more notable SAR Hong Kong. Whereas it is part of China, Macao
runs its own legal system, government, and economy. The enclave’s political
leader is the Chief Executive, who is appointed by the Chinese central gov-
ernment in Beijing. All these characterizing arrangements are again almost
the same as those of Hong Kong. (Britannica Academic, 2023; CIA, 2023)
Macao’s economy is highly developed, with emphasis on tourism and gam-
bling and to a lesser extent the financial sector (Government Information
Bureau of the Macao SAR, 2023a). Macao’s legal system used to be inherited
from Portuguese law, but has been gradually integrated with Chinese law in
recent years, though the legal system is still independent from that in main-
land China. In particular, the SAR operates its own courts and employs its
own judges (Government Information Bureau of the Macao SAR, 2023b).

Macao is highlighted in the article not only because the author is with a
university there but also because the enclave is a quintessentially small juris-
diction/economy concomitantly with technological resources not comparable
to major jurisdictions/economies elsewhere. Any findings from the SAR are
likely to typify those from many other small jurisdictions to some extent and
can thus act as an analogy for HCI designers to appreciate the legal risks
underlying HCI design in probably quite some small jurisdictions akin to
Macao.

INTELLECTUAL PROPERTY

Macao

Macao’s IP framework is primarily governed by the Industrial Property Code:
Decree-Law no. 97/99/M of 13 December (Macao Special Administrative
Region, 1999a) and the Decree-Law No. 43/99/M of August 16, 1999: Copy-
right Law (Macao Special Administrative Region, 1999b). The Industrial
Property Code covers patents, trademarks, and industrial designs, while the
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Copyright Law deals with original works of authorship. The Industrial Prop-
erty Code and the Copyright Law both provide for civil and criminal remedies
for infringement. Civil remedies could be injunctions, damages, and account
of profits, while criminal remedies could be fines and imprisonment.

HCIs may be protected as industrial designs in Macao if they meet the
requirements of novelty and uniqueness. However, the author is not aware
of very specific provisions for the protection of HCIs as a distinct class in
Macao’s IP framework.

United States

In the United States, HCIs can be protected through various IP rights, includ-
ing patents, copyrights, and trade secrets. By virtue of Title 35: Patents (U.S.
Government Publishing Office, 2023), utility patents protect the way an arti-
cle is used and works, including those of computer software and hardware
(Legal Information Institute, 2023a), while design patents protect ornamental
designs for articles of manufacture. HCIs may be eligible for design patent
protection if they are novel, nonobvious, and have an ornamental design
(United States Patent and Trademark Office, 2023a; Legal Information Insti-
tute, 2023b). Civil remedies for infringement on patents include injunctions,
damages, and account of profits.

Copyright protection extends to original works of authorship, including
computer software and Graphical User Interfaces (GUIs as a kind of HCIs).
HCIs may be protected by copyright if they meet the requirements of original-
ity and fixation in a tangible medium (United States Copyright Office, 2023).
Civil remedies for infringement include injunctions, damages, and account of
profits, while criminal remedies include fines and imprisonment.

Trade secret protection can also apply to HClIs if they are kept secret and
have economic value as per the Economic Espionage Act of 1996 and the
Defend Trade Secrets Act of 2016. Civil remedies include damages, court
costs, reasonable attorneys’ fees, and a permanent injunction, if warranted,
whilst criminal remedies include imprisonment and/or fines (United States
Patent and Trademark Office, 2023b).

European Union

The EU’ IP framework includes the Council Regulation (EC) No 6/2002
of 12 December 2001 on Community designs (European Parliament and
Council, 2023a), which provides protection for registered and unregistered
community designs. Legal remedies for breaching the Regulation concentrate
on prohibiting the illegal act, seizing all products of the illegal act, and seiz-
ing materials and implements to manufacture such products. HCIs may be
eligible for protection as registered community designs if they have novelty
and individual character (European Parliament and Council, 2023a).
Copyright protection in the EU applies to original works of authorship,
including computer programs and GUIs, under the Directive 2009/24/EC of
the European Parliament and of the Council of 23 April 2009 on the legal
protection of computer programs (European Parliament and Council, 2023b)
and the Directive 2001/29/EC of the European Parliament and of the Council
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of 22 May 2001 on the harmonisation of certain aspects of copyright and
related rights in the information society (European Parliament and Council,
2023c¢). They provide for civil remedies, such as injunctions, damages, and
account of profits, and criminal penalties, such as fines and imprisonment.

HCI design can be protected through a combination of copyright and
community design rights in the EU.

Mainland China

Mainland China’s IP law includes the Patent Law and the Copyright Law.
Legal remedies for breaching the Patent Law include compensation for dam-
ages, account of profits, ceasing the infringement, and fines may be imposed,
whereas legal remedies for breaching the Copyright Law include ceasing the
infringement, eliminating the bad effects of the act, making an apology, or
paying compensation for damages. (National People’s Congress of the Peo-
ple’s Republic of China, 2023a; National People’s Congress of the People’s
Republic of China, 2023b).

HCIs may be protected as design patents under the Patent Law if they
are novel (China IPR SME Helpdesk, 2015). The Copyright Law protects
original works of authorship, and HCIs may be eligible for protection as
works of applied art or software.

In addition, IP in mainland China is covered by the Law of the Peo-
ple’s Republic of China against Unfair Competition. The Law against Unfair
Competition provides protection against unauthorized use of trade secrets,
including those of HClIs, if they have economic value and practical utility,
and are kept secret. Legal remedies for breaching the Law include ceasing the
illegal acts and, and a fine may be imposed by the administration. (National
People’s Congress of the People’s Republic of China, 2023c¢).

Comparison

Macao’s IP framework is all in all in accord with those in the United States,
the EU, and mainland China. Nonetheless, the former seems general and not
keen on tailoring itself to the specifics of various technological disciplines,
be it HCI design or otherwise. Hence, the SAR only tends to protect HCIs
in almost the same way as it protects most other products, technologies,
and even artistic works across the board. This contrasts with the law in the
United States, the EU, and mainland China where there are provisions quite
specifically applicable to HCls.

PRIVACY AND PERSONAL DATA PROTECTION

Macao

Macao’s main personal data protection law is the Act 8/2005: Personal Data
Protection Act (PDPA) (Macao Special Administrative Region, 2023). This
law covers the collection, processing, and transfer of personal data, and it
applies to both public and private entities. HCI designers must comply with
this law when designing HClIs that involve the collection and processing of
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personal data, for example, in computer software. Failure to comply can
result in fines, civil damages, and other penalties.

United States

In the United States, there is no comprehensive, overarching federal per-
sonal data protection law. Instead, various sector-specific laws govern privacy
and personal data protection, including the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) (Centers for Disease Control and Pre-
vention, 2023) and the Children’s Online Privacy Protection Act of 1998, 15
U.S.C. 6501-6505: Children’s Privacy (COPPA) (U.S. Federal Trade Com-
mission, 2023). HCI designers are compelled to study and conform to the
laws applicable to the sectors or industries that the HCIs concerned are to
work for.

The California Consumer Privacy Act of 2018 (CCPA) (State of California,
2023; State of California Department of Justice, 2023) is a state-level law that
provides comprehensive personal data protection rights for California resi-
dents. Violation is conducive to civil damages as per Section 1798.150 of the
Act and fines as per Section 1798.155 of the Act (State of California Depart-
ment of Justice, 2023). HCI designers operating in California or targeting
California residents must comply with the CCPA’s requirements.

European Union

Regulation (EU) 2016/679 of the European Parliament and of the Coun-
cil of 27 April 2016 on the protection of natural persons with regard to
the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (i.e., General Data Protection Regulation
or GDPR) (European Parliament and Council, 2023d) is a comprehensive
personal data protection law that applies to all EU member states and orga-
nizations that process the personal data of EU residents. The GDPR sets out
various rights for individuals and obligations for organizations, including
the requirement to design products and services with privacy in mind, also
known as “data protection by design and default” pursuant to Article 25 of
the Regulation (European Parliament and Council, 2023d). HCI design is no
exception and is obliged to adhere to such a principle whenever person data is
involved, for example, in the case of computer software’s HCIs. Failing that,
HCI designers are subject to civil remedies, such as injunctions, damages, and
account of profits, and criminal penalties, such as fines and imprisonment.

Mainland China

Mainland China’s personal data protection framework is governed by the
Cybersecurity Law (e.g., Articles 22, 41-43, 64, and 73) (Stanford University,
2023), the Personal Information Protection Law (PIPL) (National People’s
Congress of the People’s Republic of China, 2023d), and the Data Security
Law of the People’s Republic of China (DSL) (National People’s Congress of
the People’s Republic of China, 2023e). Whilst the Cybersecurity law only
tangentially touches on personal data/information, the PIPL and the DSL,
which came into effect in 2021, establish comprehensive data protection



228 Chan

standards and obligations for organizations that process personal informa-
tion and critical data. In general, violating these laws can lead to warnings,
fines, confiscation of gains, suspension of operations, business, permits, and
licences, the violation being recorded in credit files and made public, other
sanctions, civil liabilities (damages, tort, etc.), public security administrative
penalties, criminal responsibilities, and/or bans on persons-in-charge from
entities’ management, as appropriate.

Comparison

On the one hand, Macao’s privacy and personal data protection frame-
work of PDPA is consistent in principle with but less comprehensive than
the GDPR of the EU and mainland China’s law trio comprising the Cyber-
security Law, the PIPL, and the DSL. For example, unlike the EU’s GDPR,
Macao’s PDPA does not explicitly require “data protection by design and
default,” whether in the discipline of HCI design or otherwise. Also, Macao’s
PDPA is not integrated with cyberspace sovereignty, national security, social
and public interests, national sovereignty, and development interests as much
as mainland China’s law trio. On the other hand, the privacy and personal
data protection in the United States seem more fragmented and decentral-
ized than Macao, the EU and mainland China, and are relatively locale and
sector-specific and less overarching.

There is one commonality between the CCPA of California in the United
States, the GDPR of the EU, and the PIPL and the DSL of mainland China.
It is that they are extraterritorial to a certain extent, even if probably not lit-
erally so, in that these laws’ applicability is not confined to restrictive cases
where both the personal data processing and the person whose data is pro-
cessed are physically located in the corresponding laws’ own jurisdictions.
In particular, the CCPA applies to any for-profit entity that does business in
California pursuant to Section 1798.140(d) of the Act (State of California,
2023) and any person who is a California resident whether or not his/her
personal data is processed in California (State of California Department of
Justice, 2023). Likewise, the GDPR is also applicable to organizations that
process the personal data of the EU residents whether or not the process
is in the EU pursuant to Article 3 of the Regulation (European Parliament
and Council, 2023d). Similarly, the PIPL of mainland China is also appli-
cable to personal information processing outside of mainland China if the
information is about persons within mainland China pursuant to Article 3
of the Law (National People’s Congress of the People’s Republic of China,
2023d). The DSL of mainland China also applies to data processing that
harms national security, public interests, or the lawful rights and interests of
individuals or organizations of mainland China even if the data processing is
outside of mainland China pursuant to Article 2 of the Law (National Peo-
ple’s Congress of the People’s Republic of China, 2023e). The implication
for HCI design is that any HClIs involving personal data and/or otherwise
critical data must conform to the personal data/information laws and data
security laws of all jurisdictions in which the products or services incorporat-
ing the HCIs are to be marketed, leased, subscribed, sold, and/or otherwise
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used. Such compliance in multiple jurisdictions is the usual necessary case of
most modern, international technological products and services. In contrast,
Macao appears to be an exception in that such extra-territorial effectiveness
to the extent of the corresponding laws’ practices in major jurisdictions is not
expressly stipulated in the SAR’s PDPA, so its confinement to local effective-
ness may be presumed. This is conceivable in the sense that small jurisdictions
like Macao do not possess the global clout and leverage to enforce any law
beyond their borders.

CONCLUSION AND DISCUSSION

By and large, Macao’s legal regime with respect to HCI design, probably
typical of those in many small jurisdictions, is in line with those of many
major and presumably much larger jurisdictions at least for the risk categories
of IP and privacy and personal data protection. Notwithstanding, there are
a few nuances worth noticing.

First, most likely owing to its small economy, Macao does not possess the
economies of scale to justify incorporating provisions very specific to HCI
design or any other technological disciplines into its IP law, leaving its IP
framework rather generic vis-a-vis those of the United States, the EU, and
mainland China. The odds are that such a tendency toward law generality
is true of not only Macao but also most small economies with inadequate
economies of scale, albeit this conjecture is subject to further research.

Second, Macao’s privacy and personal data protection framework is less
compendious than the counterparts of the EU and mainland China. For
example, the SAR does not expressly mandate “data protection by design
and default,” whether in the discipline of HCI design or otherwise. Also,
the SAR does not integrate privacy and personal data protection with
cyberspace sovereignty, national security, social and public interests, national
sovereignty, and development interests as much as mainland China. In all
likelihood, the prime foci of many small jurisdictions like Macao are their
economies and local livelihood.

Third, extraterritorial effectiveness is very common in jurisdictions’ pri-
vacy and personal data protection legislations with Macao’s PDPA being an
exception, so international HCI designers need to bother much less about
the Act than the corresponding legislations elsewhere. Again, probably, such
exceptions are true of many other small jurisdictions’ corresponding laws in
consideration of their relatively inferior capability to enforce law outside of
their territories in comparison with major jurisdictions.

As for the remaining three primary risk categories of HCI design, namely,
accessibility, liability for harm, and cybersecurity breaches, they are left to
the author’s future publications in view of this article’s length limit.

Finally, it is necessary to profess the disclaimer that whereas this article
may serve as practical guidelines or a checklist for HCI designers to mitigate
legal risks globally, formal consultation with appropriate legal professionals
of the corresponding jurisdictions is strongly recommended in the face of
whatever specific legal risks.
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