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ABSTRACT

Human and other non-technological issues are often overlooked, which directly and
indirectly contributing to many successful cyber attacks, including DoS, social engi-
neering, download-driven attacks, and more. Considering human issues as causes for
internal threats and weaknesses, a deeper understanding of these factors is essential
for overall security enhancement. Therefore, organizations of all sizes need to ensure a
broad range of knowledge, skills, and awareness among all user levels, from individual
end-users to security practitioners. However, this task is challenging due to the evolv-
ing nature of business, systems, and threat contexts. To address this challenge, our
research represents a significant advancement in holistic and comprehensive threat
assessments, surpassing existing practices by considering pertinent human factors.
Our approach views humans as potential weaknesses or threats, influenced by various
factors. Specifically, it incorporates key human elements, such as motivation, knowl-
edge, context, and privilege, into the threat management process to enhance overall
security. These factors are systematically classified and interconnected, facilitating the
identification of weaknesses and threats posed by humans within the system context.
For example, depending on the context, privilege can be categorized into three levels:
organizational, departmental, and unprivileged, with end-user privileges falling into
these classifications. Knowledge, as a human factor in this approach, is differentiated
into technological and security awareness. Our proposed approach extends data-
driven threat modelling by integrating human factors to identify and assess threats
related to these factors. We present a conceptual model that combines human factors
with cybersecurity concepts, including data, assets, threats, weaknesses, and con-
trols, to assess and manage threats associated with human factors and evaluated from
both insider weaknesses and threat perspectives. This contributes significantly to over-
all security enhancement, including improving the accuracy of threat assessments,
identifying new threats, and developing more effective threat mitigation strategies.
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INTRODUCTION

Organizations nowadays heavily rely on technology to support their business
operations, and the adoption of technology has significantly increased in the
post-COVID era. However, this transformation also expands the potential
attack surface within the organizational context, posing security risks ranging
from low to catastrophic severity. Alongside technical vulnerabilities, human
factors are considered significant contributors to exploiting these attack sur-
faces. Despite the prevalent technology-centric approach in cybersecurity,
human-related issues are often overlooked (Lahcen et al., 2018). Recognizing
the importance of managing human factors, there is a growing acknowledg-
ment that a comprehensive security assurance framework should consider
both technical and non-technical perspectives. A recent ENISA report high-
lights that human and organizational factors are major contributors to both
technical and social vulnerabilities within an organizational context (ENISA,
2020). Therefore, understanding and managing human-related issues are cru-
cial for enhancing overall cybersecurity. Threat modelling plays a crucial role
in understanding and mitigating cybersecurity threats. Despite several exist-
ing threat modelling approaches, there is a noticeable lack of focus on human
factors related threats. In this context, this work extends our initial contribu-
tion, which proposed a novel data-driven threat analysis to assess and manage
threats based on data generated from three different levels: management, con-
trol, and business, and extends this by considering threats stemming from
human factors (Alwaheidi et al., 2022a; Alwaheidi et al., 2022b). Specifi-
cally, humans are considered as potential weaknesses or threats influenced
by various factors within the overall system context.

This paper makes two main contributions. Firstly, it extends the exist-
ing data-driven threat analysis approach by incorporating relevant human
factors to manage weaknesses and threats related to human factors. These
factors are categorized based on whether they represent a weakness or a
threat and are assessed to identify the severity of the weakness or threat driven
by human factors. Secondly, the proposed approach considers key human-
centric attributes, such as motivation, knowledge, context, and privilege, and
identifies threats originating from these attributes. These attributes are inter-
related, and individual factors are classified into different levels, allowing for
the measurement of the impact of human factors on overall threat assessment.

RELATED WORK

Human factors-related vulnerabilities are considered one of the challeng-
ing areas for cybersecurity. Cybersecurity events posed by human factors
could successfully lead to data or security breaches, and human factors are
considered one of the weakest components for security (Lahcen et al., 2018).

Sheng et al. (2017) emphasizes the ongoing effectiveness of phishing
attacks and underscores the need for continuous user education to enhance
awareness and resilience against evolving social engineering tactics. Another
contemporary human factor vulnerability is the persistence of insider threats.
Insiders, whether acting maliciously or inadvertently, can pose a signifi-
cant risk to an organization’s cybersecurity. Recent studies, such as that by
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Faily et al. (2020), stress the importance of a comprehensive approach to
mitigating insider threats, including robust access controls, continuous mon-
itoring of user behaviour, and the integration of machine learning techniques
to identify anomalous activities. As the landscape of cyber threats evolves,
understanding and addressing these human factors vulnerabilities remain piv-
otal for organizations striving to fortify their defences and safeguard against
potential breaches. However, there is a limited consideration of threat assess-
ment considering human related dimension. This proposed work contributes
towards this direction. framework for organizational information security
related to the human factor for the Internet of Things is proposed, includ-
ing possible countermeasures to prevent or reduce data breach incidents
(Hughes-Lartey et al., 2021). A structured approach aiming for the Cyber
Human Error Assessment Tool (CHEAT) is developed to address human fac-
tor considerations in cybersecurity assessments (Widdowson et al., 2015).
The approach considers human factors in five distinctive categories: people,
organization, history, environment, and technology. Another work empha-
size the importance of a socio-technical approach to cyber risk assessment,
introducing a multi-dimensional, quantifiable model that incorporates prin-
ciples from investigative psychology and behavioural science to enhance the
accuracy of risk estimates by considering the personality traits of potential
attackers and human factors (Kioskli et al., 2023).

All these works provide important contributions to tackling human fac-
tors by consolidating various human factors, classifying them into relevant
groups, and proposing various methods to address the challenge.

DATA-DRIVEN THREAT MANAGEMENT AND HUMAN FACTORS

Threat modelling has traditionally been technology, threats, or data-centric,
often overlooking the focus on human factors in the entire threat analysis
process. For instance, the STRIDE threat model focuses on diverse types
of threats that a system may face, notably Spoofing or Denial of Service,
while kill chains describe the stages that constitute a successful cyberat-
tack (Pollini et al., 2022). However, in today’s complex digital ecosystem,
where human-technology interactions are increasingly interconnected, there
is a necessary need to reconsider this narrow focus. Human factors can be
exploited by attackers to gain access to systems and data or to disrupt or
damage systems. This research introduces a conceptual model integrating the
human factor into the existing d-TM model, offering an advanced perspective
on d-TM threat assessment.

DATA-DRIVEN THREAT MODEL (D-TM)

The d-TM aims to comprehensively evaluate threats from all perspectives
of data, including extraction, processing, and storage in various systems.
This approach enables the identification of potential risks, allowing for the
implementation of necessary measures within the overall operational process
(Alwaheidi et al., 2022a). The benefit of employing d-TM for threat mod-
elling is its emphasis on the data life cycle within the existing infrastructure.



190 Alwaheidi et al.

Specifically, d-TM categorizes data into three abstraction levels: manage-
ment, control, and business. Each level comprises three distinct phases—at
rest, in process, or in transit. This level of abstraction assigns equal impor-
tance to data in all stages and identifies attacks from any of these phases.
The rationale behind incorporating abstraction levels and phases in d-TM is
to ensure the security of data regardless of its location or status within the
digital infrastructure. The model recognizes threats, identifies weaknesses,
and offers strategies for mitigation. Moreover, the model considers multi-
ple relevant concepts, such as actor, asset, threat, weakness, control, and
data, collectively providing a robust framework for identifying and assessing
threats within an organization. It adopts common security knowledge for
threat assessment.

ADOPTION OF HUMAN FACTOR TO d-TM

As stated before, threat can not only originate from system and other techni-
cal element, but human issues can also significantly contribute for potential
attack surface. The existing d-TM approach considers the human as an actor
within its conceptual model within three types, i.e., business end user, oper-
ator, and system. These actor types represent the role of any entity that
could interact with business services and system. In particular, end user and
operator are considered as human-to-technology interaction, while system
reflects the system-to-system interaction. This proposed approach considers
human-to-technology interaction as an extension of the d-TM. Note that,
exiting d-Tm approach does not consider human factors to the threat anal-
ysis. In this context, the proposed work extends the d-TM by incorporating
human factors for the threat analysis. Humans, whether as end-users or IT
operators, influence the threat landscape and play a pivotal role in safeguard-
ing or carelessly compromising security. Ignoring these variables can lead to
incomplete and often misleading threat assessments. There are several bene-
fits to integrating human factors into the d-TM. Improved accuracy of threat
assessments: By considering human factors, d-TM models can provide more
accurate and holistic assessments of the overall potential threats. Identifi-
cation of new threats: New potential threats can be identified based on the
human context which are not considered existing d-TM approach. Enhanced
mitigation strategies: Organizations can develop more effective mitigation
strategies by understanding how attackers can exploit human factors.

CONCEPTUAL VIEW OF HUMAN FACTORS ADOPTED d-TM

This research proposes a novel approach to integrating human factors into
d-TM. The conceptual view provides a common understanding of the con-
cepts used for the human factors adopted in d-TM. Hence, it accurately and
precisely assigns meaning to the concepts and models them in a way that
anyone with no prior knowledge will understand human factors for threat
analysis. The presented conceptual view in Figure 1 seamlessly integrates
human-centric attributes such as ‘Motivation,” ‘Knowledge,” ‘Context,” and
‘Privilege’ into the d-TM model. This integration underscores the influence
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between humans and technological components, emphasizing the intercon-
nected nature of threats in the modern digital paradigm. By integrating
human attributes with the d-TM model, this research pioneers a holistic
approach to threat modelling by recognizing humans not just as passive enti-
ties but as active influencers of threat landscapes. It highlights the dynamic
nature of threats when human variables are introduced.
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Figure 1: The integrated conceptual model.
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The conceptual model illustrates the symbiotic relationships between
human attributes such as knowledge, context, privilege, and motivation and
their interplay with the d-TM initial concepts such as data, asset, weakness,
threat, and control, which are presented in Alwaheidi et al., 2022a; Alwaheidi
et al., 2022b. Data is a core concept with a focus on three abstraction levels:
management, control, and business for threat assessment. Asset represents
any hardware or software utilized by the organization to access or operate
underlying business services. Assets are categorized into five types: agent,
network, compute, application, and storage. Threats refer to the potential of
performing malicious acts that could harm the organization’s infrastructure
or data, exploiting weaknesses within the system. These weaknesses could be
related to code, configuration, or architecture flaws in the system. Controls
are determined to mitigate the identified threats; these controls represent a
set of policies, procedures, techniques, or technology designed to reduce or
eliminate the impact of cyber threats on the organization.

The human attributes are defined as follows: Context: It represents the
organizational role of the human interacting within an organization. The role
plays a significant value in defining the nature of the risk to organizational
business, where a privileged system admin could lead to a superior business
impact compared to regular end users in case of compromising the system.
It includes two roles: Business End user (BE): Represents an individual in
charge of the organization’s business operations and has no role in providing
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administrative tasks to the organization’s infrastructure. This human could
hold high privilege access to business-critical operations such as managers.
This role can pose a potential threat to the business data level. Business I'T
Operator (BO): Represents an individual in charge of the organization’s tech-
nical and administrative tasks. This human is crucial to business operations,
which have a massive impact due to privileged access to business-critical
infrastructure such as system admin. This role can pose a potential threat to
the management data level. Privilege: Refers to the scope and depth of access
granted to an individual within a system or organizational operation. This
access, while imperative for functionality, can also introduce potential vulner-
abilities. Therefore, determining the level of privilege is crucial for assessing
associated risks. As per the model, the privilege levels are outlined based
on distinct contexts: ‘Business End user Context’ and ‘Business IT Operator
Context’. Each context is further granulated into three levels of privileges,
each bearing its own implications for business or digital services.

CONTEXT 1: BUSINESS END USER

Organization-Level Privileged End User (OPE): An OPE is a business end
user granted extensive system privileges across the organization. Their access
is not restricted to specific departments but encompasses the entire organi-
zational landscape, including C-levels or general managers. Any intentional
or accidental misuse can have an extreme organizational-wide effect, poten-
tially compromising a multitude of departments and overarching business
functions.

Privileged End User (DPE): A DPE is a business end user with elevated
access privileges, albeit restricted to a specific department or functional unit
within the organization. The impact of such privilege is generally localized to
their designated department. However, any adverse actions can disrupt the
specific department’s functions or data, impacting business processes reliant
on that department.

Unprivileged End User (UPE): UPEs represent the majority of business
end users, possessing only standard access rights. They can utilize systems
and resources pertinent to their roles without elevated permissions. Risks
associated with UPEs are minimal since their capacity to influence systems
or processes is limited. However, mass actions by multiple UPEs or exploits
targeting them can still demonstrate significant disruptions.

CONTEXT 2: BUSINESS IT OPERATOR

Multi-system Privileged Operator (MPO): MPOs are IT operators endowed
with privileged access across multiple systems within the organization. They
can traverse, modify, and control various interconnected systems. Due to their
multi-system access, MPOs hold significant influence. Any mistakes or secu-
rity breaches concerning an MPO can threaten multiple systems, leading to
a cascading effect on business operations and digital services. Single-system
Privileged Operator (SPO): SPOs are granted elevated access but are lim-
ited to a single, specific system. Their domain of influence is limited to that
particular system. While an SPO’s influence is limited, any concerns arising
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from them may disrupt a particular system they manage. Also, any busi-
ness process or digital service that depends on that system may be impacted.
Unprivileged Operator (UPO): UPOs are business operators with standard
access rights. They perform routine tasks without any heightened system
permissions. Risks associated with UPOs are generally contained due to
their restricted access. Nevertheless, any widespread issues affecting multiple
UPOs or vulnerabilities targeting them can introduce disruptions.
Knowledge refers to an individual’s competence in technological and
security-related paradigms. An individual’s knowledge is an essential metric
in evaluating the maturity of members within an organization. The deficiency
of requisite knowledge, particularly in technologies that underpin business
operations or security, has been identified as a fundamental cause of various
cyber-attacks. The d-TM considers the ‘Agent’ as a tool used by ‘End user’
and ‘Operator’ for day-to-day activities, providing a guide to the technolog-
ical understanding of the organization. While the rest of the threat layers in
d-TM focus on ‘Operator’ knowledge. In addition to technological aware-
ness, security awareness must also be incorporated. To holistically address
potential vulnerabilities arising from knowledge gaps, the proposed model
divides knowledge into two distinct types: Technological Awareness (TA): It
aims to measure the level of knowledge of the technology used or operated by
the organization’s individuals. The technology is identified by the process of
the d-TM threat analysis that this model leverages. Security Awareness (SA):
It aims to measure the level of knowledge of recent cybersecurity attacks tar-
geting humans, such as social engineering. Security awareness is not limited to
the business ‘End user’ but also includes the business ‘Operator’; for instance,
secure infrastructure deployment. The knowledge level is shown below:

. High - High competence level of technical and security understanding of
the system and surrounding infrastructure that the organisation is oper-
ating. They are typically well-versed with the latest technology trends,
systems, and software and have a proactive approach to security, often
anticipating potential vulnerabilities and threats before they appear.

« Medium - Medium competence level of technical and security understand-
ing of the system and surrounding infrastructure that the organisation
is operating. Their technical knowledge allows them to use systems less
efficiently than well-knowledge individuals, and their security awareness
enables them to recognize and counteract common cyber threats.

« Low - Basic level of technical and security understanding of the system
and surrounding infrastructure that the organisation is operating. Their
technical knowledge might be limited to routine tasks or using particular
software and tools. Similarly, their security awareness might be focused
on recognizing obvious threats like generic phishing attempts.

Motivation reflects the existence of factors that could drive malicious
actions. Organizational individual motivation is an essential element to be
assessed. Motivation could be due to internal or external factors, such
as financial situations or gain. Identifying and assessing this factor equips
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organizations with the ability to proactively mitigate potential cybersecurity
vulnerabilities. There are three motivation levels as shown below:

« High - high motivation with an intense drive to potentially abuse or com-
promise digital assets. Such individuals are likely to be persistent in their
actions and might utilize sophisticated means to achieve their objectives.

« Medium - medium motivation with a moderate drive to potentially abuse
or compromise digital assets. Such individuals are less insistent than highly
motivated individuals, whose motivation is influenced by occasional
circumstances and might not go extreme to achieve their objectives.

« Low - limited motivation with a minimal drive to potentially abuse or
compromise digital assets including lack a strong reason to act maliciously.

MEASURING HUMAN FACTOR IMPACT

Assessing the human factor is a challenging task. These factors are sub-
jective and personal, making it hard to quantify them accurately. Instead,
the research considers an approach that depends on expert judgment and a
thorough comprehension of each individual’s background, history, and per-
sonality with three impact levels. The categorization of impact levels—high,
medium, and low—serves as a structured framework to gauge the poten-
tial consequences of human actions or oversights within an organization.
This differentiation acknowledges the spectrum of human influence, from
actions that can jeopardize the very foundation of an organization to minor
oversights that, while not critical, offer valuable learning opportunities.

. High - Individuals demonstrate a high impact on organisational business
continuity. Such Human actions or oversights lead to severe consequences,
often affecting the core functionality or integrity of an organization.

« Medium - Individuals demonstrate a moderate impact on organisational
business continuity. Such Human actions or oversights lead to limited con-
sequences, often compromising specific departments or services, but could
be contained with no impact on the core functions of the organization.

. Low - Individuals demonstrate a minor impact on non-critical organisa-
tional business services. Such Human actions or oversights cause incon-
veniences rather than genuine disruptions. They are usually addressed
promptly and serve as learning points rather than critical incidents.

HUMAN AS AN INSIDER-THREAT

The model considers an individual a potential threat to an organization if
‘Motivation’ exists. Hence, each individual must be assessed to be cleared
or addressed by the organization’s security strategy. ‘Context” and ‘Privi-
lege’ are also factors that must be considered when assessing humans as
an insider threat. The impact of this threat can be presented in three lev-
els: High, Medium, and Low. Table 1 illustrates the correlation between
‘Context,” ‘Privilege,” and ‘Motivation’ to determine the impact of insider
threats.
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Table 1. A motivation factor impacts levels.

Insider Threat MOTIVATION

CONTEXT PRIVILEGE High Medium Low

Business End user(BE) OPE H H M
DPE H M L
UPE M L L

Business I'T Operator(BO) SPO H H M
MPO H M L
UPO M L L

HUMAN AS AN INSIDER-WEAKNESS

The model considers an individual as a potential weakness for an organi-
zation if their ‘Knowledge’ level is not properly maintained. Therefore, each
individual must be assessed and addressed by the organization’s security strat-
egy. ‘Context’ and ‘Privilege’ are also other factors that must be considered
when assessing humans as insider weaknesses. The impact of this weak-
ness can be categorized into three levels: High, Medium, and Low. Table 2
illustrates the correlation between ‘Context,” ‘Privilege,” and ‘Knowledge’ to
determine the impact of insider weaknesses from Business End User (BE) and
IT Operator (BO) perspectives.

Table 2. A knowledge factor impacts levels.

Insider Weakness KNOWLEDGE

CONTEXT PRIVILEGE High Medium Low

Business End user(BE) OPE L M H
DPE L M H
UPE L L M

Business IT Operator(BO) SPO L H H
MPO L M H
UPO L L M

RUNNING EXAMPLE

As an example of an insider threat, a financial analyst with “Direct Priv-
ilege Execution (DPE)” rights, becomes disappointed with his career at a
multinational corporation, and his access to sensitive financial data and
transaction capabilities poses a significant insider threat. His growing dis-
satisfaction serves as a motivational factor, leading to the potential misuse
of his privileges to manipulate financial reports or leak confidential infor-
mation. This intersection of his role, privileges, and personal motivations
categorizes him as a “High” impact insider threat, highlighting the critical
need for organizations to pre-emptively address such risks through their secu-
rity strategies to safeguard their interests and ensure continuity. Overall, it
is essential to comprehend the value of human factors in an organization’s
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cybersecurity strategy. They provide insights into potential threats and under-
lying vulnerabilities posed by insiders. The models emphasize the importance
of ‘Motivation’ in identifying threats and the role of ‘Knowledge’ in recog-
nizing weaknesses. Additionally, considering the interplay between ‘Context’
and ‘Privilege’ further refines these assessments. The effectiveness of any
security strategy relies on its ability to comprehend and address the com-
plexities associated with human factors, ensuring strength and adaptability
in a changing threat landscape.

CONCLUSION

This research endeavours to address this critical gap by identifying and quan-
tifying the impact of human parameters in the overall threat assessment
process. The study extends the existing d-TM approach, recognizing that
augmenting the d-TM model with human factors is not merely an extension
but a necessity in the contemporary threat landscape. By acknowledging and
addressing the interplay between human attributes and technological compo-
nents, this integrated approach aims to enhance an organization’s ability to
prepare for, predict, and protect its digital assets effectively. The envisioned
outcome is a more resilient and comprehensive cybersecurity framework that
takes into account both technology-driven and human-enabled threats. To
validate the efficacy of the proposed human factors related threat assessment,
the research intends to conduct evaluations within real world scenarios based
on existing organizational contexts and threat profiles.
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