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ABSTRACT

This paper presents a novel risk assessment methodology for supply chain tracking
systems, uniquely focusing on integrating human error with technological and security
risks. Our approach examines the interaction between human factors and technologi-
cal elements such as IoT and cloud services, highlighting their impact on security and
operational efficiency. The methodology extends beyond technical aspects to include
the strategic business requirements of SC tracking. Through a proof-of-concept case
study, we demonstrate the methodology’s applicability across diverse SC contexts.
This work emphasizes the crucial role of human factors in enhancing the reliability,
security, and effectiveness of SC tracking systems.
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INTRODUCTION

In the rapidly evolving landscape of Supply Chain (SC) management, the
importance of tracking services in overseeing the lifecycle from production
to sale. These services rely on sophisticated systems that monitor vital con-
dition information such as temperature, humidity, light and position of the
transferred products. However, beyond the technical and mechanical aspects,
human factors play a critical role in the operational integrity of these systems
(Chen, 2020).

In an environment where standardization efforts in SC risk assessment
methodologies are ongoing, our work identifies the necessity for more spe-
cialized techniques, particularly those addressing security risks related to
tracking and monitoring systems. Given the distributed nature and internet
connectivity of these systems, they are inherently susceptible to numerous
security challenges, predominantly involving their technological equipment.

Employing well-known risk assessment standards and threat modeling
guides, our methodology scrutinizes targeted IT components used in SC
tracking systems, their technical characteristics, and realistic threat agents
in the SC ecosystem. We aim to evaluate whether security attacks originating
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from SC-specific threat agents result in tangible security risks against targeted
hardware and software components within SC networks (Reiman, 2021).

Numerous risk assessment methodologies related to SC security have been
documented in the literature. In (Koutras, 2023), an initial version of the
methodology presented in this paper is defined. In the preliminary version,
our initial approach did not incorporate human factors within the risk assess-
ment process, focusing more on a formal and structured analysis based on
predefined categories. In addition the methodology lacked asset granularity;
assets were examined in groups or categories rather than individually, which
meant that the assessment didn’t account for the nuances of each specific
asset. This made the initial methodology more straightforward and under-
standable but less tailored to the unique characteristics and vulnerabilities of
individual assets.

Other studies (Schauer, 2019; Papastergiou, 2018) present an innovative
evidence-based risk assessment methodology for analyzing and evaluating
risks within the maritime SC domain. Their methodology is based on the use
of publicly available information, well-established mathematical principles,
and industry best practices. Its primary objective is the automated detection
and assessment of vulnerabilities and potential threats associated with the
cyber assets involved. A similar approach is presented in (Polemi, 2015),
where the authors propose a SC risk assessment methodology aligned with
ISO 28001 standards, specifically designed for the comprehensive assessment
of SC-related risks, including cascading threat scenarios.

In Pollini (2022) introduces a holistic Human Factors approach, integrat-
ing individual, organizational, and technological aspects to assess Human
Factors vulnerabilities and their impact on cybersecurity risks in healthcare
organizations. It employs a methodology, combining qualitative and quanti-
tative research methods, to evaluate the cybersecurity maturity levels of these
organizations. The article (Neumann, 2021) addresses the underrepresenta-
tion of human factors in Industry 4.0 research, identifying a significant gap
through focused content analysis of existing literature. It proposes a concep-
tual framework that integrates key concepts from human factors engineering,
tailored specifically for the context of Industry 4.0. Another study (Sgarbossa,
2020) utilize their experience to outline the vision, challenges, and opportu-
nities in integrating human factors and ergonomics in industrial and logistic
system design and management.

Motivation-Contribution

Despite ongoing attempts to standardize SC risk assessment methodologies,
there is a growing need for more specialized approaches, particularly those
that tackle security risks associated with tracking and monitoring systems.
Given that these systems are widely distributed and connected to the inter-
net, they are prone to a range of security challenges, primarily stemming from
their technological components, but also from security challenges related
with the human factor. Therefore, it becomes essential to adopt a focused risk
assessment methodology that not only addresses these technological aspects
but also places a central emphasis on human factors. This shift towards a
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human-centric approach recognizes the pivotal role of human elements in
influencing the security and efficiency of SC tracking systems, ensuring a
more holistic and effective risk evaluation.

Our focus is concentrated on the security risks associated with SC trace-
ability services, particularly focusing on tracking systems responsible for
monitoring critical conditions like temperature and humidity during the
transit of assets. We introduce a specialized risk assessment methodology
designed to specifically evaluate the security risks in SC tracking systems.
This methodology incorporates established risk assessment standards and
threat modelling techniques (NIST, 2012), (Casey, 2007). It takes into con-
sideration the specific IT components (assets) utilized in SC tracking systems,
their technical features, and realistic threat agents pertinent to the SC envi-
ronment. Our primary objective is to determine if security breaches initiated
by SC-specific threat agents can lead to substantial security threats against
the designated hardware and software IT components within SC networks.
To showcase the practicality and efficacy of our proposed method, we pro-
vide a proof of concept demonstration, grounded in a real-case scenario.
This approach is now enhanced by placing a strong emphasis on human
factors, recognizing their crucial impact on the security and functionality of
SC tracking systems, and ensuring a more comprehensive and effective risk
assessment.

THE RISK ASSESSMENT METHODOLOGY ARCHITECTURE

The methodology, as depicted in Figure 1, offers a comprehensive framework
tailored to assess security risks in SC tracking systems, incorporating human
factors into its core. It aligns with the NIST 800–30 risk assessment guide
(NIST, 2012) and integrates the threat modeling principles of Intel’s TAL
model (Casey, 2007), while also considering the latest ENISA threat land-
scape (Enisa, 2021). This approach not only categorizes common asset types
in SC traceability, such as edge devices and data processing systems, but also
emphasizes the role of human interaction with these assets. By acknowledg-
ing the human element, the methodology adapts to different SCs, recognizing
the variability in human behavior and its impact on security risks. This inclu-
sion of human factors, alongside the technical aspects, ensures a more holistic
and realistic assessment of the security challenges in SC tracking systems.

Stakeholder Analysis

In the development of our SC security assessment methodology, we have
identified a structured approach encompassing several crucial steps to com-
prehensively evaluate the security posture of companies participating in the
SC system. The first pivotal step involves a meticulous analysis of the secu-
rity policies employed by these companies. This initial examination allows
us to gain insight into the existing security frameworks, protocols, and
measures that each organization has in place. By scrutinizing these poli-
cies, we can identify potential vulnerabilities and gaps in their security
practices.
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After the policy analysis, the second step entails the formulation of pre-
cise technical requirements. These requirements encompass various aspects
crucial to SC security, such as:

• Determining the minimum lifetime of tracking devices,
• Specifying the level of tracking granularity (whether per box, package, or

product),
• Defining the data recorded during storage,
• Ensuring end-to-end sensor discrimination capabilities,
• Outlining the tracking data recorded during transportation, and
• Considering other pertinent technical specifications.

Each of these technical requirements is meticulously crafted to align
with industry standards and best practices, ensuring that they contribute to
the overall security enhancement of the SC system. Furthermore, this step
involves a granular assessment of the assets within the SC, affording us the
opportunity to assess each asset individually, identify potential vulnerabili-
ties, and tailor security measures accordingly. By adopting this comprehensive
approach, our methodology seeks to address the multifaceted nature of SC
security and facilitate a robust security framework that safeguards critical
assets throughout the SC process.

Methodology Main Process

In the next step of our methodology, we leverage the valuable information
extracted from the previous phases, as illustrated in Figure 1.

First Step

This critical step consists of two integral parts, with the first part focusing on
threat assessment. In this context, our approach encompasses a comprehen-
sive listing of threats and threat agents, aimed at creating a robust security
threat assessment framework for each asset within the SC.

To initiate this process, we employ a threat agent categorization methodol-
ogy based on the features outlined in the INTEL TAL standard (Casey, 2007).
This approach allows us to construct a targeted threat agent map, encom-
passing all potential threat agents that could be involved and possess varying
degrees of influence on the security of different types of SCs. By incorporating
this map into our methodology, we enhance our SC threat model, enabling a
more refined understanding of the security landscape.

To further refine our threat assessment, we utilize a three-level classifica-
tion system (Low-Medium-High) to determine the likelihood of occurrence
for each threat agent within a specific threat concerning an asset. This classifi-
cation aids in quantifying the potential impact of threat agents on SC security.
Some notable agents within our examination may include:

• Employee (Irresponsible, Untrained, or Reckless),
• Competitor,
• Data Miner,
• Disgruntled Employee,
• Scammer,
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• Cyber-Criminal,
• Others.

The next critical aspect of this step involves threat categorization. Each
identified threat agent may potentially trigger one or more threats spe-
cific to the corresponding system assets. Some notable threats within our
examination include:

• Data Modification,
• Data Leakage,
• Unauthorized Access,
• Destruction,
• Malfunction,
• Side-channel Attacks,
• Others.

Figure 1: Methodology.

Second Step

In the next step of this phase of our methodology, we shift our focus to impact
assessment. This pivotal step is based on the synthesis of security measures
and the possibility of threats, resulting in a comprehensive analysis of the
potential consequences concerning the security measures for each individual
asset. Our assessment primarily revolves around the aspects of disclosure,
modification, and unavailability.

To initiate this process, we begin with a threat’s possibility per asset. At
this juncture, each threat undergoes a meticulous examination, specifically
regarding each system asset. We evaluate the applicability of each threat to



The Human Factor Impact on a Supply Chain Tracking Service 203

each asset under consideration, taking into account the capabilities of threat
agents, i.e., examining whether a threat agent is capable enough to activate
the respective threat. For each asset deemed susceptible to a particular threat,
we assess the likelihood of that threat occurring. This assessment employs a
three-level qualitative scale for threat likelihood, categorized as follows:

Low Threat Level: This category characterizes threats that, while deemed
potentially actionable, carry a relatively low estimated probability of occur-
rence, typically less than a 10% probability of occurrence per year.

Medium Threat Level: Threats in this category have an increased esti-
mated probability of occurrence, typically falling between a 10% and 30%
probability of occurrence per year.

High Threat Level: This category pertains to threats with a high esti-
mated probability of occurrence, typically exceeding a 30% probability of
occurrence per year.

Following the Threats Inventory per SC step, we proceed to the Security
Requirements Inventory per SC. In this phase, we combine the information
obtained from the Threats Inventory per SC with the data from the security
requirements assessment. This integration results in a comprehensive table
that correlates each threat identified in the Threats Inventory with one or
more of the twenty-two security requirements. The outcome is a detailed
report summarizing the specific security requirements applicable to each
individual asset.

The subsequent step involves the creation of a Security measures Inventory
per SC. For each asset represented in the table, we meticulously evaluate the
potential consequences associated with the violation of the three fundamen-
tal security properties, namely disclosure, modification, and unavailability
of data pertaining to the asset in question. This assessment is carried out in
accordance with established risk assessment standards, drawing from guide-
lines based on ISO/IEC 27005:2008 and NIST SP 800–30. By systematically
analyzing these measures, our methodology provides a comprehensive under-
standing of the potential security risks specific to each SC, aiding in the
development of targeted risk mitigation strategies.

Results

The final phase concerns the production of risk estimation results. Specif-
ically, it generates a comprehensive table that meticulously outlines the
assessed risk associated with each category of assets concerning the potential
threats related to each individual asset within every SC. This risk estima-
tion is conducted with due consideration of the three fundamental security
principles: Disclosure, Modification, and Unavailability.

To effectively convey the assessed risk, we employ a refined scale consisting
of five distinct values (0, 1, 2, 3, 4). This scale is derived from the classical
low, medium, high risk assessment framework and is structured as a two-
parameter matrix. It allows for a more granular evaluation of risk levels,
ensuring a comprehensive and precise representation of potential security
risks within the SC system.
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The culmination of the risk estimation process involves the introduction
of a human factor filter. This filter is applied to every asset where a spe-
cific threat agent is deemed applicable for threat implementation. In instances
where such applicability exists, the risk scores are elevated by one level. Con-
sequently, this filter serves to elevate risks from a low to a medium level,
enhancing the accuracy of risk assessment and reflecting the potential impact
of human factors on security outcomes.

Incorporating this human factor filter into our risk estimation process
enhances the methodology’s capacity to capture and account for the dynamic
interplay between threat agents and assets, ultimately resulting in a more
refined and comprehensive evaluation of security risks within the SC.

IMPLEMENTATION ON A REAL CASE SCENARIO AND RESULTS

Figure 2 provides an overview of the architecture of the real case system
concerning SC management, focusing on data and system security. In general,
the architecture integrates various security technologies such as blockchain,
Internet of Things (IoT), and encryption. The system aims to ensure the secure
and efficient transfer of data and accurate tracking of products as they move
through the SC.

Following the entire process, we incorporate an additional step involving
human factor assessment. After this final assessment, we present the final
score. This allows us to compare the scores generated by our system both
before and after considering the influence of human factors. In terms of visual
representation in the tables, the presence of blue boxes signifies instances
impacted by human factors. Conversely, if there is no blue box in a spe-
cific column, it means that the human factor does not influence the threat
associated with the asset in question. This approach ensures a thorough eval-
uation that considers the interplay between automated risk assessment and
the nuanced impact of human factors, offering valuable insights into security
risks within the SC context.

Figure 2: Real case scenario.
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In this case, we present not all the results but a part of them. In this sce-
nario, the examined threat agent is a careless worker (truck driver) who
initiates the security threats. This part concerns the gateway. The gateway
consists of two assets:

• The V2M-Juno r2 (EG1)
• The Raspberry Pi 3 (EG_2).

The threats considered are the following:

• T1: Data Modification
• T2: Data Leakage
• T3: Unauthorized Access
• T5: Destruction
• T7: Malfunction
• T10: Side-channel Attack.

Regarding the Asset Gateway - Data Collection Sensors for Product Trans-
port Vehicles, in order to assess the efficiency of the mechanisms, we have
introduced an additional step in the risk analysis methodology.We will exam-
ine the sum of values in the table before and after the implementation of
security measures. According to our calibration, a lower number indicates a
safer system.

The initial system scored 20, while the system after the measures scored 34.
Therefore, the Asset Gateway system is 1.7 times more vulnerable in case of
a human mistake.

Table 1. Risk estimation score – result matrix.
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CONCLUSION

Conducting risk assessments in SC tracking platforms is an increasingly com-
plex and critical task for operational managers, particularly in the context
of unexpected, high-impact “black swan” events that carry significant eco-
nomic implications in the interconnected realm of global SC networks. The
methodology we propose addresses this complexity by meticulously refin-
ing the operational requirements unique to different types of SCs, thereby
pinpointing specific security risks inherent in SC tracking systems.

A key aspect of our approach is the integration of human factors and asset
granularity into the risk assessment process. This integration is vital as it
acknowledges the nuanced roles that individual human actions and specific
asset characteristics play in the security landscape of SC tracking. By modify-
ing existing threat and risk assessment methodologies, our approach not only
identifies distinct threats and risks for various types of SCs but also offers a
more detailed and human-centric analysis.

This granular focus on both human factors and individual assets ensures
a more accurate, tailored, and effective risk assessment, which is crucial for
future research and operational strategies in diverse SC scenarios. As evi-
denced in our case study, this approach can reveal significant variations in
operational requirements across different SCs, underscoring the importance
of a detailed, human-focused, and asset-specific risk assessment framework
in enhancing the security and efficiency of SC tracking systems.
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