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ABSTRACT

Phishing attacks are increasingly prevalent and pose a significant threat to organi-
zations worldwide. Many organizations implement phishing training programs to
educate employees on how to recognize and avoid phishing attacks. Incentives are
often used in these training programs to motivate employees to participate and engage
with the material. However, the impact of incentives on the effectiveness of these
training programs is not well understood. Similarly, how often such training should
be provided, remains an additional factor in improving detection ability. Past research
has provided evidence that frequency impacts the susceptibility to phishing emails.
However, the interaction of frequency and incentives in phishing training is not well
known. Key questions persist: Do individuals exhibit greater attention and motiva-
tion to detect phishing emails when penalties are imposed? How does exposure to
more phishing emails contribute to evading penalties? This paper manipulates the
frequency of phishing emails during the training phase and incentive structure for
classifying emails. Experiments were conducted using a Phishing Training Task (PTT)
i.e. an interactive software platform that emulates key tasks associated with email
response decision making to test the impact of learning factors on phishing detection.
The results indicate that imposing penalties for incorrect decisions does not have a
significant effect on the detection performance for most of the conditions. Thus, our
results suggest providing a symmetric incentive structure may not improve the phish-
ing detection ability. These findings highlight the importance of experimenting with
additional incentive structures in phishing training programs. This paper will provide
guidelines to use cognitive models to design effective incentive structures.
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INTRODUCTION

Cyber attackers often use deceptive measure to exploit users. Phishing emails
are among the most common form of deception, where attackers send fraud-
ulent emails which resembles to a trusted email. Attackers use Cialdini’s
principles of persuasion that governs users to act according to the attacker’s
intensions (Cialdini 2001; 2004). According to Cialdini, attackers use recip-
rocation, consistency, social validation, liking, authority and scarcity to
achieve positive response. Despite various efforts, phishing attacks continue
to be rampant and successful. According to research from security software
firm Trend Micro, over 91% of the cyberattacks start with a phishing attack
(Trend Micro, 2023). The sophistication of phishing emails increased even
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more with generative Al algorithms (Sharma et al., 2023). Distinguishing
phishing emails from benign remains a difficult task for people and falling
prey to phishing emails has devastating consequences to both individuals and
organizations (Parno et al., 2006). Attackers often take advantage of difficult
and vulnerable situations while attempting phishing attacks. For example,
during COVID, they use keywords such as “coronavirus,” “COVID-19” and
“Stimulus” to cheat people relying on unemployment benefits and stim-
ulus payments (Symanovich, 2020). Automatic filtration of the phishing
emails using machine learning algorithms is challenging. Therefore, train-
ing and awareness among individuals to detect phishing attacks is extremely
important to improve cyber defense. Many organizations implement phish-
ing training programs to educate employees on how to recognize and avoid
phishing attacks. Incentives are often used in these training programs to moti-
vate employees to participate and engage with the material. However, the
impact of incentives on the effectiveness of these training programs is not well
understood. Similarly, how often such training should be provided, remains
an additional factor in improving detection ability. Past research has provided
evidence that frequency impacts the susceptibility to phishing emails. How-
ever, the interaction of frequency and incentives in phishing training is not
well known. Key questions persist: Do individuals exhibit greater attention
and motivation to detect phishing emails when penalties are imposed? How
does exposure to more phishing emails contribute to evading penalties?

In this paper, we frame an incentive structure that can have a significant
effect on training and phishing detection. Incentive framing has been used
in the context of structuring information to show positive or negative con-
sequences of action (Levin et al., 1998). Incentives have shown an effect
on the accuracy of detection in visual search tasks, although their effects
may be delayed rather than immediate (Anderson et al., 2011; Fridrici et al.,
2009; Madhavan et al., 2012). Rewards for correct classification and penal-
ties for false alarms are examples of incentive framing. Such incentive-based
training interventions are expected to lead users to focus on certain desired
outcomes when performing a task (e.g., focusing on accurate classification).
Another important factor to pay attention while designing training against
phishing is the distractors in the training stimuli. While designing the train-
ing stimuli, Anderson et al. (2011) recommends avoiding the rewards for
distractors in the training phase to avoid slowing down the learning pro-
cess. In this paper, we test the effects of alternative incentive structures
during training. Additionally, the employee’s responses to such simulated
phishing attacks are tracked and considered for annual bonuses, and thus
incentivizing individual detection performance. Unfortunately, at the current
moment, there is a lack of fundamental research that provides guidelines
regarding what kind of incentives to provide to achieve high learning effects
(Madhavan et al., 2012). To understand the role of incentives, we designed
two experiments to test the effects of incentives on an individual’s ability to
learn to detect phishing attacks. We measured peoples’ ability to discriminate
phishing attacks from regular benign emails using Signal Detection Theory
(SDT) measures. Overall, this work is intended to inform future anti-phishing
training programs.
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Literature Review

Phishing is a form of deception used by attacker to deceive the end-user and
collect the sensitive information. The phishing attacks are getting sophis-
ticated, because of attacker evolving techniques and strategies. Therefore,
typical countermeasures struggle to counter these phishing attacks. Attack-
ers target victim cognitive vulnerabilities using a diverse range of techniques.
Anyone, lacking sufficient training or caught off guard, may fall victim to
deception, potentially risking the entire organization (Singh et al., 2020).
Training is indispensable for preparing individuals to avoid phishing attacks.
Traditional approaches to phishing training involves delivering phishing edu-
cational material, classroom or slide-based training, and emails from security
teams alerting employees about recent phishing attacks. These traditional
methods of training typically prescribe people to take caution when clicking
on links or downloading attachments from unknown sources. Regrettably,
they fail to engage and motivate the users to learn the skills necessary for
phishing detection (Anandpara et al., 2007). To address this limitation, orga-
nizations have turned to embedded training methods that involve sending
simulated phishing emails and providing the more traditional phishing train-
ing. In simulated embedded training many factors such as frequency, recency,
and feedback play a vital role (Singh et al., 2019; 2023). In addition to the
type of training and feedback during training, incentives also play an impor-
tant motivational factor for users (Goel et al., 2020; Jensen et al., 2020;
McElwee et al., 2018). Security is often not the topmost priority of people, as
day-to-day activities and deadlines takes over. Due to lack of awareness and
poor security practices, enormous security breaches happen. Mustafa et al.
(2021) study user behavior and their relationship with security management.
To encourage security behavior, Herath et al. (2009) studied role of penalty,
pressure, and perceived effectiveness. In order to motivate users to practice
security habits, incentives may play a vital role. Magbool et al. (2016) stud-
ied incentives as a motivational factor for cyber attackers and defenders.
Muthal et al. (2017) studied the impact of incentive in email sorting task. The
experiment results indicates that the participants took more time to process
the emails with higher accuracy when provided incentive than otherwise. A
study conducted by Zhang et al. (2018) suggest that, the monetary incentive
can positively affect users’ behavior and performance. There has been a lim-
ited work to study how incentives play a role in phishing training exercises.
Goel et al. (2020) show that incentives could increase the overall compliance
with security policies. Jensen et al. (2020) conducted experiments by manip-
ulating the incentive structure as rewards only, punishment only, and both
rewards and punishment. The results show that the punishment, even when
joined with rewards, lowers the motivation, and reduces the number of hits
(Jensen et al., 2020). The interaction of incentive structure with the train-
ing factors such as frequency is still unknown. This raises several questions
about the design of embedded training that remain to be answered: How fre-
quently should people be sent simulated attacks? How should end-users be
incentivized? To answer these questions, one needs to analyse the cognitive
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processes involved in learning and decision making while processing emails.
We address these questions using controlled experiments.

In this paper, we investigate how the frequency of phishing emails during
training can improve phishing detection with different incentive structures.
We expect the rewards along with punishment would improve the hit rate
compared to using rewards only (Jensen et al., 2020). Singh et al. (2023)
presented the results where the frequency of phishing emails was manipulated
but no penalty was imposed for wrong classification. In this paper, we will
be digging into the comparison between the outcomes laid out by Singh et al.
(2023) and what happens when participants face penalties.

Methods

Using a Phishing Training Task (PTT) developed in Singh et al. (2019),
we conducted an experiment to understand the role of incentives in phish-
ing training. The PTT consists of three phases: pre-training, training, and
post-training. The study implements a 2 x 3 factorial design to explore the
impact of incentives and frequency on phishing susceptibility. The incentives
were manipulated at two levels (No-Penalty and Penalty): no penalty for
incorrect decisions (0 points) and penalty for incorrect decisions (-1 points).
The rewards for correct classification were the same in both the conditions
(1 point). The phishing email frequency was manipulated at three levels: low,
medium, and high. In the low-frequency condition, 10 out of 40 emails were
identified as phishing emails (25%). In the medium-frequency condition, 20
out of 40 emails were categorized as phishing emails (50%). Lastly, in the
high-frequency condition, 30 out of 40 emails were classified as phishing
emails (75%). Singh et al. (2019; 2023) presents results for the No-Penalty
condition. In this paper, we present the interaction of incentives and fre-
quency of phishing emails during training. We conducted two experiments,
Penalty and No-Penalty, where participants were randomly assigned to one
of the three experimental conditions: Low, Medium, and High. The details
of the PTT task, email dataset and detailed procedure could be found in
Singh et al. (2019; 2023).

Participants. All participants were recruited via Amazon Mechanical Turk
(mTurk) and had a 90% or higher approval rate with at least 100 Human
Intelligence Tasks (HITs) approved, resided in the United States. In the No-
Penalty experiment, a total of 298 participants recruited and were randomly
assigned to one of the 3 experimental conditions (low, medium, or high). Out
of 298 participants, 2 participants failed both attention checks. The remain-
ing 296 participants were distributed as follows: 98 participants in the low
condition, 99 in the medium condition, and 99 in the high condition. In the
Penalty experiment, we recruited 302 participants and randomly assigned
to one of the 3 experimental conditions (Low, Medium, or High). Partici-
pants from No-Penalty experiment were not allowed to participate in this
experiment. We checked the participant’s attention in the experiment using
two emails. Out of 302 participants, 5 participants failed in both attention
checks. Thus, the remaining 297 participants were distributed as follows: 98
participants in low condition, 102 in medium condition, and 97 in high con-
dition. On successful completion of the experiment, all participants were paid
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a base payment of $4 and up to $3 additional bonus, which was the same
as No-Penalty experiment. The average time taken to complete this experi-
ment was 30 minutes. We compare the participant’s performance in Penalty
experiment with No-Penalty experiment. Table 1 presents the demographics
information of the participants.

Table 1. Demographics.

Experiment Measure Item Value
No-Penalty Gender Male 57%
Age Mean 35.0
SD 10.0
Education High school 15%
Bachelor’s Degree 37%
Master’s Degree 7%
Some college education 38%
Other 3%
Penalty Gender Male 57%
Age Mean 36.5
SD 10.95
Education High school 14%
Bachelor’s Degree 42%
Master’s Degree 7%
Some college education 35%
Other 2%
RESULTS

We analyzed the change in sensitivity (Ad’), response bias (Ac) and over-
precision of the participants in two experiments. The change in sensitivity,
response bias and over-precision is the difference between post-training and
pre-training phase performance.

The change in sensitivity and response bias is shown in Figure 1 and
Figure 2. Over-precision for both the experiments is presented in Figure 3.
The left panel of all figures represents the outcomes when participants faced
no-penalty, while the right panel displays the results when a penalty was
imposed. Table 2 summarizes the results of two-way ANOVA with frequency
as between-subject factor.

Table 2. Two-way ANOVA with interaction effect.

DV Factor df MSE  F-value p-value
Ad Experiment 1,587 3.61 0.01 0.913
Frequency 2,587 3.61 1.26 0.284
Experiment: Frequency 2,587  3.61 1.04 0.354
Ac Experiment 1,587 0.95 1.88 0.171
Frequency 2,587  0.95 49.03 <0.001
Experiment: Frequency 2,587 0.95 1.11 0.330
A Over-precision  Experiment 1,587 0.008 0.105 0.75
Frequency 2,587 1.44 19.54 <0.001

Experiment: Frequency 2,587 0.062 0.844 0.43
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Sensitivity. The sensitivity results for the Penalty experiments in Figure 1
(right) show that the change in sensitivity is the high under low-frequency and
high-frequency conditions. However, in the medium-frequency condition, the
change is sensitivity is close to zero. According to the ANOVA in Table 1,
there was no significant effect of frequency on the difference in sensitivity
(Ad’: F (2,587) = 1.26, p = 0.284). Thus, the frequency of phishing emails
has no effect on the change in sensitivity. We compared the results between
two experiments i.e. No-Penalty (Figure 1 left panel) and Penalty (Figure 1
right panel). We found no significant different between two experiments.

No-Penalty Penalty

0.50 4

Change in Dprime

0.00 4

-0.254

L(;w Mecilum Hl:gh L(;w Mecilum Hl:gh
Frequency

Figure 1: Change in Dprime.

Response Bias. Next, we analyze the change in response bias as shown in
Figure 2 (right side). Response bias slightly increased in the low-frequency
condition. However, the response bias decreased in the post-training phase
compared to the pre-training phase under medium- and high-frequency con-
ditions. Thus, the change in response bias is negative for both medium-
and high-frequency conditions. Table 1 presents the significant difference
in the change in response bias between the pre-training and post-training
phases (F(2,587) = 49.03, p < 0.001). Post-hoc tests indicate that the change
in response bias was higher in medium frequency compared to the low-
frequency (p.adj < 0.001). Similarly the change in response bias is higher in
high frequency compared to medium frequency conditions (p.adj<0.001and
low frequency condition (p.adj<0.001). We compared the results between
two experiments i.e. No-Penalty (Figure 2 left panel) and Penalty (Figure 2
right panel). We found that the change in response bias is similar in the
presence and absence of penalty.
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Figure 2: Change in response bias.

Over-precision. We illustrate the change in over-precision for the three
frequency conditions in Figure 3 for both no-penalty (left panel) and penalty
(right panel) conditions. In both no-penalty and penalty condition, the over-
precision decreased after training in the low-frequency condition, that is, the
confidence of the participants in their choices is lower after training compared
to before training. We observe that the over-precision increases after train-
ing with medium and high-frequency conditions, indicating that participants
were confident in their choices after the training. Table 1 indicates a signifi-
cant effect of frequency (F(2, 587)=19.57, p<0.001). Post hoc tests indicated
that the change in over-precision was significantly different in all three fre-
quency pairs (p.adj <0.05). We also compared the two experiments, there was
no significant difference between No-penalty and Penalty condition.
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Figure 3: Change in over-precision.
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CONCLUSION

In this paper, participant’s performance in a phishing task was compared. In
one experiment, the participants were given rewards for correct classifica-
tion but were not penalized for incorrect responses; in another experiment,
participants were penalized for incorrect responses. The results indicate
that imposing penalties for incorrect decisions does not have a significant
effect on the detection performance for most of the conditions. Research in
Madhavan et al. (2012) suggests that different incentive structures may affect
performance differently. In this paper, the incentive structure is symmetric,
i.e., the rewards for correct classification and the penalty for incorrect clas-
sification are the same and termed as neutral incentives in Madhavan et al.
(2012). This paper suggests that punishment for incorrect classification does
not help in improving the phishing detection ability. The results presented in
this paper confirms that the frequency of phishing emails in training phase
impact the response bias (Singh et al., 2023). However, the sensitivity is
not impacted by frequency or neutral incentive structure. In future, we plan
to design different incentive structures to evaluate their impact on phishing
training.
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