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ABSTRACT

Cybersecurity is a complex problem, and research on complex adaptive systems has
been utilized in many research disciplines to understand complexity and emergent
behavior. Agent-based modeling (ABM) has been identified as an essential tool for
understanding how individual behavior from learning and adapting agents can result
in unexpected results and give new insights. We have conducted a literature review
on the use of ABMs in the cybersecurity domain, identified key issues and offer sug-
gestions to improve the practice of ABM in the cybersecurity domain. We also discuss
new possibilities for ABM-based research incorporating sensor-based systems and big
data processing and a better understanding of human agents in cybersecurity.
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INTRODUCTION

As the interconnectedness of systems, organizations, and society elevates
cybersecurity challenges, traditional models fail to manage them effectively.
Particularly, safeguarding complex adaptive systems where new threats con-
stantly emerge remains demanding. Even managing the interactions of soft-
ware installations within a medium-sized organization, considering their
associated vulnerabilities in the software supply chain, becomes computa-
tionally rigorous. Adding organizational security procedures, continually
adapting strategies from cyber-attackers, and increasing third-party depen-
dencies to cloud services further underlines the complexity of organizational
cybersecurity.

To address this complexity, researchers have proposed studying these sys-
tems through the lens of complex adaptive systems (CAS), which denote
dynamically interacting and adaptable agents that impact the system as a
whole, inducing emergent behavior (Carmichael and Hadžikadić, 2019).
Agents in this context vary widely - from migratory birds to users on social
media. Despite criticisms such as over-complexity and replicability issues,
agent-based modeling (ABMs) has emerged as a potent tool for studying these
systems. ABMs simulate agent interactions and assess their impact on the
system, thus providing a bottom-up modeling approach.

This paper explores the application of ABMs in cybersecurity by review-
ing existing applications and identifying improvement areas. Our analysis
describes the current usage of ABMs on cybersecurity problems and identi-
fies potential challenges and best practices. We support the review findings
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with insights from other areas where ABMs have been used successfully to
formulate guidelines for ABM development in cybersecurity. The objective is
to provide an overview of ABM’s role in cybersecurity, underlining key issues,
pitfalls, and potential research avenues.

For clarity, we first introduce the context of CAS and ABMs, then outline
the literature survey’s methodology that underpins study selection. Subse-
quent sections discuss key findings and trends from the survey. We delve
into reasons for opting for ABMs, high-level model-building approaches, and
widely-used tools and software specific to ABM in cybersecurity. We conclude
by discussing how humans are modelled in ABMs, as well as challenges in
model validation.

BACKGROUND

Complex adaptive systems (CAS) theory, characterized by emergence, self-
organization, continuous adaptation, and non-linearity, is influential in
various fields such as ecology, biology, and, more recently, in cybersecurity
(Uluhan and Aydin, 2014).

Agent-based modeling has become a prominent tool for reasoning about
such systems in a variety of fields, including the field of ecological sys-
tems studying ecosystems, survival, animal behavior strategies, and tradeoffs
(An et al., 2021) in the field of political science to model political strategy,
elections, government formations, and market structures (de Marchi and
Page, 2014), in the economy, to study markets, firm dynamics, stock prices,
etc. (Farmer and Foley, 2009) and in the field of transport and energy transi-
tion, for example, to analyze the transition to electric vehicles (Mehdizadeh,
Nordfjaern and Klöckner, 2022).

Various types of modeling and simulation have previously been suggested
for use in cybersecurity, ranging from simulations for risk analysis, attack
simulators simulating the exploitation of vulnerabilities in interconnected
systems using graph theory, simulations to conduct training and cyberse-
curity exercises or to understand the effect of human cybersecurity actions
(Kavak et al., 2021). ABMs offer a ’bottom-up’ modeling approach by iden-
tifying agents, analyzing their behaviors and interactions, fostering a deeper
understanding of their impact on the system, for example impacts of alter-
ations in security and regulatory policies (Norman and Koehler, 2017), and
managing cognitive limitations of human agents (Renaud and Mackenzie,
2013).

An ‘agent’ in ABMs exhibits autonomous behavior, interacts with other
agents or their environment, and may have diverse or conflicting goals. They
can adapt their behavior based on their interactions. The richness in the
construction and initial parameters of agents results in a variety of possi-
ble questions that can be modeled or simulated, introducing new ways to
understand cybersecurity complexity. It also enables scaling model complex-
ity ranging from simple toy models to advanced models built on empirically
grounded data. However, ABMs face criticism concerning validation. Studies
reveal the absence of model validation and discussions on agent interaction
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topology (Mehdizadeh, Nordfjaern and Klöckner, 2022). The lack of empir-
ical data calibration, validation criteria, and theoretical models may lead to
distrust in ABM reliability for complexity issues in cybersecurity. This paper
give some suggestions to tackle these challenges in the ensuing discussion.

METHODOLOGY

The main objective of this survey is to present the current status and prac-
tice of ABMs in cybersecurity and to discuss methodological improvements
and guidelines. In order to answer our research questions we conducted
a literature review following the suggested steps of (Fink, 2020), includ-
ing the steps of selecting research questions, selecting databases, choosing
search terms, applying practical and methodological quality screening, and
extracting and synthesizing the results. For the search, we decided to focus
on the major information systems and computer science databases, including
SpringerLink, IEEE, the AIS, and the ACM digital libraries. We established
the following search terms:

("agent based" OR "agent-based") AND ("cybersecurity"
OR "computer security" OR ‘‘information security)

We developed inclusion and inclusion criteria – the modelling/simulation
must be in the area of cybersecurity, and the paper must describe the actual
use of agent-based models. We chose not to set a specific timeframe but
required that the included research should be from peer-reviewed conferences
and journals. We exclude papers focusing on purposes other than simulations
or only theoretical discussions.

The initial search identified a total of 938 papers, a screening of abstracts
reduced this number down to 62. A further full reading of the papers and val-
idation against the inclusion/exclusion criteria further reduced this to 34. In
addition 5 papers were added as a result of snowballing (identifying new
papers from the references in already included papers) or extra searches
through Google Scholar and Scopus.

Table 1. Literature survey – sources and the number of included articles.

Database Initial Search Title and Abstract
Screening

After Reading

SpringerLink 663 35 16
IEEE 569 18 11
AIS digital library 65 2 1
ACM Digital library 156 9 6
Snowball and additional searches NA NA 5
Total 1453 64 39
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RESULTS

The 39 identified papers were reviewed, and information was extracted on
their respective arguments for the use of ABMs for their specific model pur-
poses, the problem domain addressed, their modeling approaches, and the
software utilized to implement the model. With the exception of some spo-
radic earlier attempts, an uptake can be identified from 2012, with a peak in
2017.

Why Agent-Based Simulations in Cybersecurity?

Agent-based models (ABMs) are favored for their ability to simulate com-
plex adaptive systems, especially in scenarios where traditional differential
equation models are inadequate (Burns et al., 2017), (Kotenko and Ulanov,
2007), (Zoto et al., 2018). Unlike simpler models, ABMs effectively handle
heterogeneity among agents and complex feedback loops, offering insights
into non-linear patterns from micro-level interactions (Kiesling et al., 2012).
(Burns et al., 2017) highlight that ABMs can model cybersecurity within
organizations as complex systems, focusing on individual agent interactions
and their cumulative impact on the system’s overall state. (Bayir et al., 2020)
and (Wagner et al., 2015) note that ABMs’ "bottom-up" approach, starting
from the micro-level, simplifies the simulation process, facilitating the study
of emergent behavior without requiring comprehensive knowledge of global
system interdependencies.

Additionally, ABMs are valued for their accessibility and ease of commu-
nication. They are relatively simple to construct, comprehend, and discuss,
as pointed out by (Bayir et al., 2020) and (Burns et al., 2017). User-
friendly interfaces in some ABM software further simplify model creation and
enable engagement with non-technical stakeholders (Wagner et al., 2015).
(Burns et al., 2017) and (Qureshi and Ahmad, 2022) emphasize ABMs’ util-
ity in training and instruction through visualization and graphical interfaces,
making complex simulations more relatable.

Finally, ABMs are instrumental in exploring cybersecurity issues tied to
human behavior and organizational policies. They incorporate individual
differences, empirical data, and psychological aspects, thereby providing a
nuanced understanding of security incidents in organizations (Rausch et al.,
2018), (Novak, Christopher et al., 2017). These models also consider social
and cognitive factors, offering a valuable supplement to empirical studies and
traditional game-theoretic models in examining human behavior.

Applications of ABMs in Cybersecurity

The use of ABMs in cybersecurity also covers a wide range of applica-
tions both in the technological and human/organizational domains, and our
analysis identified 7 subject areas:

• Spread of malware: ABMs model the spread of malware, where the agents
can be malicious software and computing nodes (Batista, del Rey and
Queiruga-Dios, 2020), in different network topologies (Wagner et al.,
2016), response strategies (Ishinishi, Tanuma and Deguchi, 2007), noisy
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or more covert infections (Lee-Urban et al., 2016), in mobile tactical net-
works (Morris-King and Cam, 2015) or human responses (Chumachenko
and Yakovlev, 2019)

• Social networks – ABMs analyze social media dynamics, including the
spread of fake news by bots (Blane, Moffitt and Carley, 2021) and the
impact of social media policy changes (Onuchowska and Berndt, 2019).

• Human and organizational issues: Studies focus on various aspects like
sanctions and motivation (Burns et al., 2017), compliance audit strate-
gies (Casey et al., 2016), user fatigue (Rausch et al., 2018), password
strategies (Novak, Christopher et al., 2017)(Kothari et al., 2015)(Renaud
and Mackenzie, 2013), trust in incident management (Cunningham and
Roque, 2017), learning from interactions (Diamadi and Fischer, 2001),
inter-organizational trust (Deljoo et al., 2018), cyber situational awareness
(Dobson and Carley, 2018), and the impact of company characteristics on
security incidents (Shin et al., 2022).

• Risk analysis and risk propagation: Simulating accumulated incident costs
(Ashiku and Dagli, 2020), (Bayir et al., 2020), systemic risk in system-
of-systems (Tundis et al., 2017) and in Cyber-Physical systems (Koutiva,
Moraitis and Makropoulos, 2021).

• Technological attack and defense strategies: Research includes opti-
mal defense strategies (Nochenson and Heimann, 2012)(Hofmeyr et al.,
2013), ICS systems defense (Fielder, Li and Hankin, 2016) (Abercrom-
bie, Schlicher and Sheldon, 2014), software diversity (Chen, Cam and
Xu, 2021), and blockchain in smart-grid networks (Qureshi and Ahmad,
2022) or cooperation in DDoS attack management (Kotenko, Konovalov
and Shorov, 2010).

• Policy evaluation: Effects of network policies (Wagner et al., 2015) appli-
cation whitelisting (Norman and Koehler, 2017) organizational structures
fraud detection(Grabis and Rasnacis, 2019), database access policies
(Chiong and Dhakal, 2008).

• Strategic Outcomes: Investigating attack/defense strategies (Chapman
et al., 2014) and architectural choices (Puchaty and DeLaurentis, 2011).

Several of the reviewed papers highlighted the suitability of using ABMs
for investigating policy or strategy choices in system-of-systems or in a
socio-technical perspective where simulations may cross between techni-
cal networks and organizational or human issues such as organizational
or individual performance, cognitive loads, trust evaluation or coopera-
tion, illustrating how well-suited ABMs are for investigating socio-technical
cybersecurity issues.

Tools

Agent based models in cybersecurity can be programmed both by using
general purpose software, specialized agent based simulation software, spe-
cialized programming frameworks and with general purpose programming
languages such as Python and Java. While simple ABMs can be built in
Microsoft Excel and similar spreadsheets with macro support (C. M. Macal
& North, 2005), the only general purpose software found was the use of



88 Vestad and Yang

Matlab. About half of the models were built on dedicated ABM software:
Netlogo, with its turtle/patch based logic, sometimes supported with addi-
tional logic in python, Repast Simphony, an open source interactive java
based modeling toolkit and the commercial software Anylogic that support
different types of simulations including ABMs.

MESA, a framework for python, or JADE (JAVA Agent DEvelopment
Framework) a multi-agent framework for Java as well as OMNet++, a
toolkit for network simulations were used by several of the models, while
Python and Java were the languages chosen for models built from scratch.
3 of the papers did not describe their software implementation, which may
constitute a problem for reproducibility.

DISCUSSION

Based on the findings of the literature survey we will focus the discussion on
two important areas – the representation of humans in cybersecurity ABMs,
as well as the validation of models.

Model Building and the Human Element

When modeling human agents, the modeler must decide the level of deci-
sion logic necessary for answering the research question. Full human-level
artificial intelligence is rarely necessary for modeling the type of aggregated
results that is usually the intended outcome of ABMs, but the reviewed liter-
ature gives some suggestions towards factors to consider, such as bounded
rationality, stress, and cognitive limitations such as the ability to remem-
ber passwords and emotions. Modeling and predicting human behavior is
by nature complex and should prove fertile ground for ABM-based models,
however, humans modeled so far in cybersecurity are frequently simplistic
representations, sometimes reduced to simple rates such as “user gullibility”
(Rausch et al., 2018) or responding to generic representations of security
awareness trainings (Norman and Koehler, 2017). It seems clear that mod-
eling of human behavior in cybersecurity is lacking in theoretic foundations,
a finding echoed by (Kavak et al., 2021), and cybersecurity modeling would
do well in learning from other fields, such as psychology and sociology to
base human models on well-founded mental models. Some examples can be
found in (Kennedy, 2012) that give an overview of possible theories and typ-
ical challenges when modeling human behavior, while (Schlüter et al., 2017)
illustrate how different theories of human decision making might be used in
ABMs, such as theory of planned behavior, descriptive norm or reinforcement
learning. The rich literature on human motivation, personality, and cognitive
decision processes gives fertile ground to build logic for simulations that can
provide novel results from discovering emergent behaviors.

Simulation Validation

Previous studies have raised concerns about the validation of ABM research
(Mehdizadeh, Nordfjaern and Klöckner, 2022), a finding we echo in our anal-
ysis. Few of the reviewed papers discuss empirical calibration and validation,
a concern for the validity of the suggested models. Of 36 surveyed papers, 27
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papers give limited to no description of how the simulations was validated,
a serious methodological weakness. Of those that discuss validation, several
only discuss face validation and validation with subject matter experts.

Model validation should account for three main steps – 1 – verifica-
tion of the correctness of the implementation of the model, 2 – validation
against external criteria, for example empirical data, expert knowledge or
other models, and 3 – sensitivity analysis – verifying the robustness and sen-
sitivity of the model to changes in input parameters (Cooley and Solano,
2011). Several techniques may be utilized to verify the simulations, from
simple expert validation, aided by the ABMs animation/visualization func-
tionality, to validating against empirical data. While empirical data in the
cybersecurity domain has traditionally been a challenge due to confidentiality
requirements, regulations requiring mandatory reporting of incidents, such as
HIPAA and the GDRP may give rise to better datasets to validate simulations.
General guidelines for model verification and validation, such as (Sargent,
2010), should be utilized to improve the quality of ABM cybersecurity models
and simulations.

New Opportunities for ABMs in Cybersecurity

The emergence of sensor-based systems, including IoT and mobile devices,
and big data solutions capable of processing vast streams of data, could refo-
cus attention on ABMs. Integrating these technologies with ABM research
may enhance understanding of individual agent behaviors, thereby improv-
ing the empirical foundation of these models. Additionally, advancements in
computational power are enabling more intricate ABM simulations. These
simulations can explore complex interactions across different model levels
and types, such as individuals and organizations, organizations and ecosys-
tems, and technological and organizational levels. This approach could
yield new insights into the societal impacts of cyber-attacks, underpinned
by detailed technological attack graphs and simulations of critical IT/OT
infrastructures

Furthermore, ABMs’ visual and incremental nature, coupled with their
bottom-up modeling approach, positions them well for enhancing cyber-
security awareness in education and public domains. They can act as
"boundary objects" (Star, 1989), bridging the gap in understanding and facil-
itating improved communication between technical security personnel and
non-technical stakeholders.

CONCLUSION

Through our survey we have identified the use of ABMs to investigate a
diverse set of problems in the cybersecurity domain, but also identified some
key challenges that need to be addressed for ABMs to have a larger role in
the understanding of complex cybersecurity challenges. We have also given
suggestions that can serve as a guideline to improve the practice of agent-
based modelling in cybersecurity and identified some possible avenues of
further ABM-based research, including suggestions on how to improve the
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modelling of human actors. By following well-established and robust prac-
tices for model building and validation, agent-based modelling can remain
an important tool in cybersecurity.

ACKNOWLEDGMENT

This work has received funding from the Research Council of Norway
through the SFI Norwegian Centre for Cybersecurity in Critical Sectors
(NORCICS) project no. 310105.

REFERENCES
Abercrombie, R. K., Schlicher, B. G. and Sheldon, F. T. (2014) ‘Security Analysis of

Selected AMI Failure Scenarios Using Agent Based Game Theoretic Simulation’,
in 47. Hawaii Int. Conf. on System Sciences. At: https://doi.org/10.1109/HICSS.
2014.255

An, L. et al. (2021) ‘Challenges, tasks, and opportunities in modeling agent-based
complex systems’, Ecological Modelling. doi: https://doi.org/10.1016/j.ecolmode
l.2021.109685.

Ashiku, L. and Dagli, C. (2020) ‘Agent Based Cybersecurity Model for Business
Entity Risk Assessment’, in 2020 IEEE International Symposium on Systems
Engineering (ISSE). doi: https://doi.org/10.1109/ISSE49799.2020.9272234.

Axtell, R. (2000) ‘Why Agents? On the Varied Motivations for Agent Computing in
the Social Sciences’.

Batista, F. K., del Rey, A. M. and Queiruga-Dios, A. (2020) ‘A Review of SEIR-D
Agent-Based Model’, in E. Herrera-Viedma et al. (eds) Distributed Computing
and Artificial Intelligence, 16th Int. Conf. doi: https://doi.org/10.1007/978-3-
030-23946-6_15.

Bayir, B. et al. (2020) ‘Company Security Assesment with Agent Based Simulation’,
in 2020 Innovations in Intelligent Systems and Applications Conference (ASYU).
Available at: https://doi.org/10.1109/ASYU50717.2020.9259865.

Blane, J. T., Moffitt, J. D. and Carley, K. M. (2021) ‘Simulating Social-Cyber Maneu-
vers to Deter Disinformation Campaigns’, in R. Thomson et al. (eds) Social,
Cultural, and Behavioral Modeling. Available at: https://doi.org/10.1007/978-3-
030-80387-2_15.

Burns, A. J. et al. (2017) ‘Organizational information security as a complex adaptive
system: insights from three agent-based models’, Information Systems Frontiers,
19(3), pp. 509–524. Available at: https://doi.org/10.1007/s10796-015-9608-8.
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