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ABSTRACT

The goal of the paper is to propose a user-centered approach to create a hybrid threat
risk model that considers human errors to complement traditional risk models and
increases risk assessment accuracy. The authors consider a place of human factors
in hybrid threat risk assessment and indicate that human factors influence human
vulnerability, which is a component of hybrid threat risk. The proposed approach to
creating a hybrid threat risk assessment model contains the following main compo-
nents: a database of direct human factors, a database of human errors, a method
of human vulnerability assessment, and a method of human-centered hybrid threat
risk assessment. The proposed approach is based on the use of the neural network,
which determines the correlation between the database of direct human factors and
the database of human errors to assess human vulnerability. The outcomes of the
research will be beneficial for making decisions regarding personnel management
strategies aimed at strengthening human vulnerability.
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INTRODUCTION

As critical infrastructure (CI) systems become more secure, it is often easier
for fraudsters to “hack” a person. “To do this, they come up with new and
increasingly sophisticated methods of “social scams”, and they manage to
deceive not only ordinary citizens but even experts in their field.

Successful implementation of hybrid threats (HTs) is facilitated by the
human factor, low level of safety culture, and untrained specialists. Employ-
ees are truly the most powerful internal risk factor for companies. The main
source of threats is traditionally the corporate email service, but attackers
also target websites, instant messengers, social networks, and telephony used
by employees (Ronchi, 2022).

HT is aimed at using human factors (for example, gullibility) for an
attacker’s purpose. Human factors include a broad range of errors in judg-
ment from policy formation to governance and risk assessment resulting in
an inability to recognize threats in the environment (Bone, 2021).

This paper considers a novel approach to HT risk assessment from a
human factor (HF) perspective. The paper proposes an approach to create a
user-centered HT risk model, which complements traditional HT risk models
to consider how HFs can increase the risk.
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To study the influence of HFs on HT risk, it is necessary first to understand
what is meant by HTs and HT risk.

According to the NATO (NATO, n.d) website: “Hybrid threats combine
military and non-military as well as covert and overt means, including disin-
formation, cyber-attacks, economic pressure, deployment of irregular armed
groups and use of regular forces. Hybrid methods are used to blur the lines
between war and peace and attempt to sow doubt in the minds of target
populations. They aim to destabilize and undermine societies”.

In our paper HT risk is considered for a CI object that can be affected by
HTs (vulnerable CI object) and is a potential for loss, damage, or destruction
of vulnerable CI object caused by HTs.

In the literature, HT risk assessment is defined as a function of three main
components: threat, vulnerability, and consequences.

The threat component includes the attacker’s perspective such as the
attacker’s motives and goals to perform an attack, as well as their capabilities
containing available information, technologies, skills, and delivery options
that the attacker may use (Sheikh, 2022).

The vulnerability component includes technical and human vulnerability
(Korelcki, 2020).

The consequences component includes loss of confidentiality as a result of
the attack, accessibility of information resources, etc. (Ganin et al., 2017).

The components mentioned above may in turn be composed of other
subcomponents (Ganin et al., 2017).

The most common existing methods of HT risk assessment evaluate these
components either by experts or based on measurable statistics as a number
between the certain minimum and maximum values, for example on a 0-10
scale. To aggregate the component scores into a final risk score the following
approaches are used:

. the component scores are multiplied to calculate the risk level;
. the weighting sum of component scores is used (Ganin et al., 2017);
. the arithmetic mean of the component scores is used (Omotosho, 2019).

Most existing methods of HT risk assessment don’t take into account human
factors. Our research contributes to closing an existing research gap. The link
between HFs and HT risk assessment is still not fully understood.

To investigate the influence of HFs on risk assessment, it is necessary first
to understand what these factors are. In the literature, HFs are divided into
direct and indirect.

Direct factors directly characterize human behavior, thereby having a
direct significant impact on CI security. There are various factors includ-
ing biological factors (e.g. age, gender, size, handicaps), physical condition,
mental condition (apathy, stress), competence (experience, skills, security
awareness), and personality (ignorance, negligence) (Alavi, 2013; Ganin
et al., 2017). All these factors contribute to human performance.
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Indirect factors entirely depend on external issues such as organizational
issues but influence the direct factors. Indirect factors are beyond the person’s
direct control but can give motivation and opportunities for work (Block,
2015). These are such factors as adequate budget, culture, communica-
tion, security policy enforcement, human resource management policy, and
management support (Alavi, 2013; Balfe, 2014).

Direct and indirect HFs can be managed to some degree by the organiza-
tion to reduce HT risk. When analyzing past HA events, it is easier to track
direct HFs’ influence on CI objects’ vulnerability than indirect HFs influ-
ence. The dependency of direct HFs on vulnerability is usually more obvious.
Indirect factors may not be as readily identified during an investigation of
past HAs, as they tend to require a deeper level of analysis (Balfe, 2014). In
our research, we take into account only direct factors.

Human factors can be positive or negative (Dul, 2010). For example, cre-
ativity, motivation, teamwork, communication, and leadership are all factors
that can have a positive impact on human performance. However, bias, con-
flict, stress, burnout, and turnover are all factors that can have a negative
effect. It’s important to be aware of both the positive and negative human fac-
tors to ensure the success of your project. In this paper we consider negative
factors increasing risk.

HFs can be unintentional or intentional (Wan Ismail, 2022). Unintentional
factors include unconscious errors due to inattention. Intentional factors are
associated with situations where CI workers act in conjunction with and in
the interests of the attacker. Such factors could be the deliberate transfer of
secret information to an attacker. In this paper, we dwell on unintentional
factors that can be managed.

So, in this paper, we consider negative, direct, unintentional HFs in
connection to HT risk assessment.

Block and Pickl (Block, 2014) distinguish some HFs influencing human
performance. They use AMO (ability, motivation, and opportunity) theory
according to which the performance of an individual is a function of ability,
motivation, and opportunity to perform the job. In (Block, 2014) the ability
is understood in a broader sense as knowledge, skills, and abilities (KSA).

In (Alefari, 2020) the factors of human performance are extended. AMO
are treated as the main factors of human performance, but there are also
secondary factors that impact employee performance through the main
factors.

Some works are investigating the influence of HFs on human perfor-
mance. (Jamshidi, 2021; Lazaro et al., 2024). However, at present there is
almost no work considering the influence of HFs on HT risk assessment.
This paper attempts to shed some light on this issue.
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HUMAN FACTORS IN HYBRID THREAT RISK ASSESSMENT

Fig. 1 shows TH risk components based on the literature review above and
the place of HFs in HT risk assessment. HFs influence human vulnerability,
which is a component of HT risk.
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Figure 1: Hybrid threat risk components.

As HT risk is considered for vulnerable objects affected by HTs, then the
components connected with the vulnerability of these objects and the con-
sequences for them will be considered as internal risk components, and the
components connected with the threats will be considered as external risk
components.

We can manage only internal risk parameters to reduce risk, but we can not
manage external parameters related to the attacker. One of the ways to man-
age internal risk parameters is by influencing HFs (for example, by increasing
the level of staff competence through various workshops and trainings),
which can reduce human vulnerability, and therefore HT risk.

Taking into account that vulnerability can be technical and human (Fig. 1),
it can be concluded that the security of Cl is not solely a technical problem, it
also depends on humans who use the system and behave a certain way within
the system environment. HFs need to be considered in HT risk assessment.
Still, the task is challenging as it is difficult to quantify the factors, which are
often uncontrollable, into a measuring scale (Alavi, 2013).

HFs in risk assessment are about considering where people’s actions could
go wrong leading to serious consequences, the factors that make this more
likely, and how to reduce risk. Managing HFs is understanding their influence
on risk and timely decision-making. The risk assessed taking into account
HFs will be further called human-centered HT risk.
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HUMAN-CENTERED HYBRID THREAT RISK ASSESSMENT

We propose an approach to human-centered HT risk assessment based on
a method of human vulnerability assessment. The main components of the
proposed approach are the following:

. Database of direct HFs (HFDB);

. Database (DB) of errors;

« Method of human vulnerability assessment;

« Method of human-centered HT risk assessment.

HFDB is collected separately for each vulnerable CI object, represent-
ing information about the background of personnel (education, experience,
skills, etc.) servicing this object.

DB of errors is also collected separately for each vulnerable CI object, rep-
resenting retrospective information about the errors of personnel leading to
failures of this object.

It is obvious that direct HFs, information about which is contained in the
HFDB, influence the number, frequency, and severity of the errors, informa-
tion about which is contained in the DB of errors. The number, frequency,
and severity of the errors, in turn, reflect the human vulnerability of the CI
object being internal HT risk factors.

The proposed method of human vulnerability assessment for a certain CI
object consists of the following steps:

1) Processing DB of errors and obtaining the generalized indicators such as
the frequency in time of the errors, level of their negative influence on the
CI object, etc.

2) Determining the correlation between direct HFs from HFDB and gener-
alized indicators obtained from DB of errors.

3) Determining the probability of the errors based on the dependency
obtained in the second step (this probability is converted then into a
human vulnerability assessment).

To get the correlation in the second step we propose to use a neural net-
work (NN) (Fig. 2). The input for the training data set (DS) contains direct
HFs, and the output for the training DS is the generalized indicators of
the errors obtained in the first step of the method of human vulnerability
assessment.

The trained NN allows us, knowing the direct HFs, to determine the
probability of error, and therefore human vulnerability of CI object.

The proposed method of human-centered HT risk assessment consists of
the following steps:

) Assessment of probability (possibility) of HA;
) Assessment of the vulnerability of CI object;

) Assessment of consequences;

)

1
2
3
4) Assessment of human-centered HT risk.
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The first three steps provide an assessment of risk parameters. In the
fourth step, the human-centered HT risk is represented as a point in a three-
dimensional parameter space and to assess the risk, we propose the approach
described in (Pickl, 2023).
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Figure 2: Neural network-based method of human vulnerability assessment.

CONCLUSION

The functioning of CI is influenced by HFs that increase the vulnerability
of CI objects. In the presented work, we propose an approach to assess the
influence of these factors on HT risk. The proposed approach is based on the
use of the NN, which determines the correlation between HFDB and DB of
human errors to assess human vulnerability. This assessment is considered as
one of the HT risk components. The outcomes of the research will be benefi-
cial for making decisions regarding personnel management strategies aimed
at reducing the negative impact of direct HFs on the human vulnerability of
CI objects to HTs.

As a future work, we are going to develop a decision support system based
on human-centered HT risk assessment to reduce human vulnerability.
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