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ABSTRACT

The digital transformation of Air Traffic Control (ATC) has enhanced system efficiency
and safety but introduced cybersecurity vulnerabilities. Current cyber defense
solutions often overlook the role of air traffic controllers (ATCOs), the primary
users of the technology. Human factors issues, such as cognitive overload and
reduced situational awareness during cyber incidents, can diminish the effectiveness
of human-machine performance and compromise operational safety. This study
proposes integrating Human Factors Engineering (HFE) into ATC cybersecurity to
optimize human-system interaction. Using an exploratory qualitative approach,
it draws from literature, government reports, case studies, and industry practices
to develop a conceptual framework. Five HFE principles—user-centered design,
error reduction, safety prioritization, individual differences, and task-person fit—
are identified as vital. Finally, this study highlights the need for a human-centered
cybersecurity approach that strengthens both technological and human resilience,
laying the foundation for future research on HFE's measurable impact in ATC
environments.
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INTRODUCTION

The integration of computer technology in aviation has significantly
enhanced air traffic management (ATM), improving safety and efficiency
(Pereira et al., 2022). Next Generation Air Transportation System (NextGen)
initiatives have advanced capabilities in communication, navigation, and
surveillance, helping air traffic controllers (ATCOs) manage workloads and
maintain situational awareness (SA) (Elmarady & Rahouma, 2021). Over the
past several decades, ATC infrastructure has evolved from reliance on voice
communication and ground-based radar to the use of automated decision-
support tools, satellite navigation, and data link technologies (Hird, 2021).
While this modernization has streamlined operations and improved capacity,
it has also introduced new digital dependencies.

As digital infrastructure becomes central to ATM operations, the system
faces growing cybersecurity risks. These threats can compromise system
integrity and disrupt air traffic control (ATC), as seen in the 2006 cyber
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incident in Alaska and more recent attacks (Austin et al., 2023; CSIS,
2024; Goodin, 2022). Despite technological progress, the increasing reliance
on automation and space-based systems has introduced new vulnerabilities
(Elmarady & Rahouma, 2021; Sampigethaya et al., 2008). While technical
defences have been prioritized in cybersecurity planning, the role of ATCOs
has been largely overlooked (AlDaajeh et al., 2022; Nystad et al., 2021).
Human-centered strategies remain underdeveloped, even as reports from
EUROCONTROL (2021) highlight a 530% rise in aviation cyber-attacks,
underscoring the urgency of a more holistic approach to cybersecurity.

Human Factors Engineering (HFE) offers a promising path to enhance
cybersecurity by focusing on the interaction between people, systems,
and environments. By improving interface design, reducing human error,
and aligning cybersecurity strategies with real-world operations, HFE can
strengthen system resilience to cyberthreats. This study explores how HFE
principles can be more effectively integrated into ATC cybersecurity protocols
to safeguard the evolving ATM environment. The following literature review
examines the structure and function of ATC systems, emerging cybersecurity
threats, and the application of HFE to enhance operational safety and
resilience in the digital age.

CYBERSECURITY THREATS IN ATC

Early radar systems revolutionized ATC by enabling aircraft separation and
flight tracking. The continued focus on digital modernization has further
enhanced ATM system capabilities to keep pace with growing air traffic
demand (Tamimi et al., 2020). While the introduction of NextGen technology
has improved accuracy and efficiency (Elmarady & Rahouma, 2021),
implementing these technologies has introduced significant cybersecurity
vulnerabilities (Tamimi et al.,, 2020). Nextgen initiatives, notably
the Controller-Pilot Data Link Communications (CPDLC), Automatic
Dependent Surveillance-Broadcast (ADS-B), and Global Navigation Satellite
System (GNSS), play an critical role in enhancing the capabilities of ATM
system infrastructure to accommodate the increasing air traffic density, it
also heightens the system’s susceptibility to cyber threats, mainly due to
the digital sophistication integrated into CNS systems (Hird, 2021). For
example, the shift from voice communication to data link communication
(e.g., CPDLC) between ATCOs and pilots raises the risk of intentional
manipulation, alteration, or deletion of messages by malicious actors.
Furthermore, the widespread adoption of automatic dependent surveillance-
broadcast (ADS-B) across numerous ATC facilities aims to enhance real-time
precision and accuracy in flight monitoring (Elmarady & Rahouma, 2021).
However, the potential for malicious impersonation of an aircraft presents a
threat, potentially granting unauthorized access to the system and resulting
in undesired outcomes.

Furthermore, the rise of software-defined radios (SDRs) and space-
based signals has enabled hackers to conduct cyber-attacks involving false
data injection and malware, potentially causing delays, financial losses,
or safety threats (Hird, 2021). Recognizing these risks, researchers and
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agencies have underscored the urgent need for cybersecurity measures in
ATM, including encryption, authentication, firewalls, and audits (AlDaajeh
et al., 2022; Atkins & Sampigethaya, 2023; Strohmeier et al., 2017). Still,
human-centered cybersecurity protocols that reflect ATCOs’ capabilities and
limitations remain underdeveloped (Guastello, 2023).

HUMAN FACTORS ENGINEERING (HFE) PRINCIPLES

Human error significantly impacts aviation operations, with approximately
70% of accidents attributed to human factors (Kansoy & Bakanoglu, 2021),
Rooted in psychology, engineering, and design, HFE aims to reduce errors
and increase user satisfaction by designing intuitive systems that account for
human capabilities and limitations (Boston-Fleischhauer, 2008; Chapanis,
1983; Salvendy, 2012). Understanding HFE principles aids in designing
systems that support cognitive functioning and reduce the likelihood of errors
(Endsley, 1995). ATC systems integrate HFE into their design (Austrian
& Piccione, 2013). For example, high-contrast displays, clear auditory
alerts (Lyu et al., 2019), and ergonomic workstations to reduce strain and
improve precision (Norman, 2013). Decision-support tools and memory
aids help ATCOs manage aircraft, make timely decisions, and retain critical
information under pressure (Endsley, 1995; Wickens et al., 2020). Overall,
HFE principles support perception, psychomotor coordination, and cognitive
processes in the human-machine interaction.
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Figure 1: A general model of the human-machine system, adapted from (Guastello,
2023).
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TECHNOLOGY NECESSITATES HFE APPLICATION

Besides cybersecurity concerns, the advanced ATC technology have
transformed human-machine systems, introducing intelligent machines that
augment human capabilities and shifting the human role from direct control
to system monitoring (Endsley, 2017; Guastello, 2023). In addition, although
automation enhances efficiency and reduces errors, it also increases cognitive
demands, heightens risks of automation bias and distrust, and can lead
to skill degradation if operators lose manual proficiency or become overly
reliant on systems (Casner & Schooler, 2014; Endsley & Kiris, 1995). While
acknowledging the technology benefits, the modern human-machine systems
should be designed supporting the evolving roles of ATCOs and maintain
safety and performance (Austrian & Piccione, 2013; Guastello, 2023).

Integrating HFE into ATC systems provides a user-centered approach
to enhancing human-machine systems, therefore result in cybersecurity
resilience, operational safety, and efficiency. By aligning system design with
human cognitive and physical capabilities, HFE reduces the likelihood of
human error (Guastello, 2023; Wickens et al., 2020). Intuitive interfaces,
real-time alerts, and automated monitoring systems ease cognitive load and
enable faster, more accurate threat detection, while ergonomic workstations
and customizable displays improve usability and accommodate diverse
controller needs (Endsley, 2017; Kearney et al., 2016; Norman, 2013;
Sweller, 2011). HFE also strengthens SA, supports workload and stress
management, and enhances training through clear information design,
optimized task structures, and simulation-based learning (Dattel et al., 2022;
Endsley, 1995). By addressing individual differences and fitting tasks to user
abilities, HFE promotes resilient, adaptive ATC environments that are better
equipped to respond to evolving cybersecurity threats (Guastello, 2023;
Simonson et al., 2023).

METHOD

This study investigates how HFE principles can be applied to address
cybersecurity challenges in ATC. Through the use of an exploratory
qualitative research approach, the study combines a literature review with an
analysis of government documents, case studies, news articles, and industry
best practices. Data collection centers on scholarly articles, research papers,
and official reports from databases including journals, Google Scholar, and
online libraries, guided by keywords related to HFE, ATCOs, and ATC
cybersecurity. Only peer-reviewed journal articles from the past 15 years are
included to ensure source relevance.

The analysis integrates theoretical, practical, and real-world perspectives
to extract key themes and comprehensively understand how HFE can
enhance ATC cybersecurity. Literature provides the theoretical base,
while government and industry documents offer practical guidelines. Case
studies demonstrate applied outcomes and news articles capture current
developments and public sentiment. These insights are synthesized into
a conceptual framework illustrating the integration of HFE in ATC
cybersecurity, identifying best practices and areas for future exploration. This
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approach supports the development of intuitive, user-friendly cybersecurity
solutions tailored to the complex demands of the ATC environment.

DISCUSSION

Designing systems and workplaces with HFE at the core ensures alignment
with human capabilities, limitations, and expectations—an approach
particularly crucial in the context of ATC, where safety, performance,
and cognitive demands are paramount. HFE principles, as defined by the
International Labour Organization (ILO) and the International Ergonomics
Association (IEA, 2021), emphasize the enhancement of user experience,
reduction of errors, support for individual differences, and alignment of
system tasks with human abilities. These principles have been validated
through numerous studies and government guidelines in system design
(Bernard et al., 2020; Rock et al., 2016) and are deeply embedded in the
philosophies guiding ATC system development (Austrian & Piccione, 2013;
Brown, 2016; Huber et al., 2022). The HFE principles outlined by ILO have
been found to parallel with the human factor’s philosophies in ATC. Table 1

compares the HFE principles in ATC cybersecurity.

Table 1: Comparison of HFE principles in ATC cybersecurity.

HFE Definition Implications for ATC
Principle Cybersecurity Solutions
User- An approach that places the user Creating interfaces that reduce
Centered at the forefront of the design cognitive workload enhancing
Design process, ensuring systems are the ability of ATCOs to
tailored to meet users’ needs, manage cybersecurity threats
abilities, and cognitive effectively.
processes.
Reducing Designing systems to minimize Implementing automation and
Errors the potential for human error, real-time alerts to assist

Safety First

considering human limitations
such as attention, perception,
and memory.

Prioritizing the prevention of
harm to users and others by
designing systems, procedures,
and environments that
emphasize safety.

ATCOs in detecting and
responding to cyber threats,
reducing the likelihood of
errors.

Developing comprehensive
training programs to enhance
ATCOs’ awareness and
preparedness for cyber threats,
ensuring overall safety.

Accommoda- Designing systems that function  Customizable interfaces and
tion of well for diverse users, ergonomic workstations to
Individual accommodating varying support ATCOs’ varying needs
Differences  physical, cognitive, and and capabilities, improving

sensory abilities.

performance and reducing
cognitive load.

Continued
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Table 1: Continued

HFE Definition Implications for ATC
Principle Cybersecurity Solutions
Fit the Task  Ensuring that the work demands Optimizing workloads and
to the do not exceed the user’s providing tools to reduce
Person physical and cognitive abilities stress and fatigue, ensuring
by designing tasks and systems ~ ATCOs can maintain high
to match user capabilities. performance and alertness
when handling cybersecurity
threats.

THE HUMAN-CENTERED APPROACH IN ATC CYBERSECURITY

As a cornerstone of HFE, user-centered design, recognizes that human
variability, such as fatigue, distraction, and error, is a major factor in system
performance (Wickens et al., 1997), and aims to ensure that ATC systems
align with ATCOs’ cognitive abilities and needs, enhancing usability and
operational effectiveness (Inoue et al., 2015). ATCOs constantly process large
volumes of information, and unexpected cyber threats can increase cognitive
demands, potentially affecting performance. Interfaces that match natural
human information-processing patterns can reduce cognitive load, helping
ATCOs focus on essential tasks (Wickens et al., 2020), as well as supporting
anomaly detection, SA, and error reduction (ILO & IEA, 2021; Landry,
2011; Ohneiser et al., 2018). Modern ATM interface designs grounded
in HFE principles that incorporate intuitive layouts, consistent visual cues,
and minimal distractions to improve usability, help ATCOs remain focused,
and enhance decision-making, can be especially supportive when faced with
cybersecurity incidents.

In conjunction with design, automation help overcome human limitations
(e.g., limited attention, memory lapses, and fatigue; Wickens et al., 2020)
to assist ATCOs by managing routine tasks, allowing the operators to
focus on complex decision-making (Endsley, 2017). Real-time alerts and
machine learning detection aid can improve detection effectiveness and
reduce response time in detecting ADS-B spoofing (Atkins & Sampigethaya,
2023; Kearney et al., 2016). However, automation must be implemented
thoughtfully. Overreliance in automation or poorly designed systems can
lead to problems like false alarms and mistrust in the system, thus
impairing performance (Endsley, 2017; Rovira & Parasuraman, 2010). This
underscores the necessity of applying HFE principles to guide user-centered,
intuitive interface design that minimizes disruptions for human operators
(Brown, 2016).

Despite the growing importance of cybersecurity, ATCOs often lack
adequate training in this area, leading to gaps in awareness, increased
workload, and diminished trust in automated defenses (FAA, 2022; Nystad
et al., 2021). Simulation-based, interactive training have been shown to
significantly improve recognition of threats, decision-making skills, and
performance under stress (Liu et al., 2023; Simonson et al., 2023). Yet
current training initiatives such as the FAA’s AT-CTI program still fall short in
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addressing cybersecurity content (McCauley & Broach, 2019). Incorporating
tailored training modules that reflect real-world cyber scenarios will be
essential for increasing system resilience and operator competence.

Furthermore, recognizing individual physical, sensory, and cognitive
diversity improves system usability, safety, and effectiveness (Wickens et al.,
2020). In ATC, this means creating customizable interfaces to support diverse
visual and cognitive needs (Guastello, 2023), implementing ergonomic
workstations to minimize physical strain and support sustained focus, and
administering adaptive training to ensure learning and retention effectiveness
(Rohrer & Pashler, 2012). These HFE considerations can not only enhance
usability but also reduce fatigue and cognitive load, minimizing the likelihood
of performance breakdowns during cyber threat detection (Simonds & Brock,
2014).

In the high demanding context of ATC, excessive workload can impair
human attention, memory, decision-making, and reaction time, effects that
are particularly detrimental when detecting cybersecurity threats (Sweller,
2011; Zhang et al., 2019). The principle of fitting the task to the person
involves aligning work demands with individual capabilities to lower stress,
mental demand, and human error. In cybersecurity operations, strategies
like ergonomic workspace design, optimized shift scheduling, and workload
balancing are critical (Costa, 1995; Endsley, 2017; Sweller, 2011). When
systems are designed with the user in mind, individuals are more likely to
perform at their best.

RECOMMENDATIONS

In light of the findings presented in this study, it is reccommended that future
developments in the ATM systems place a strong emphasis on integrating
HFE principles. This integration should specifically focus on emphasizing
user-centered designs to reduce cognitive load, thereby improving the
effectiveness of cybersecurity measures. Additionally, regulatory bodies and
ATC organizations should consider establishing more rigorous training
programs tailored to enhance ATCOs’ awareness and responsiveness to
cybersecurity threats. Such training programs should incorporate simulations
and real-time feedback to improve skill acquisition and decision-making in
the face of potential cyber-attacks. This training is further imperative to
foster a culture of continuous improvement and adaptive learning within
ATC environments to keep pace with the rapid advancements in technology
and the evolving nature of cyber threats.

The alignment between theoretical insights and practical strategies
underscores the importance of a human-centered approach in designing
resilient and efficient ATC systems. HFE are interconnected; neglecting
any single principle undermines the overall effectiveness. Solely considering
one principle while overlooking another will prove ineffective. Therefore,
integrating all identified HFE principles from the literature into ATC
cybersecurity solutions offers a comprehensive approach to improving system
resilience and safety. These protocols not only support ATCOs in their critical
roles but also ensure the overall safety and efficiency of the ATM system.
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CONCLUSION

Advancements in modern technology have significantly enhanced the
capabilities of the ATM system. However, protecting the system from
cybersecurity challenges remains a complex issue that has yet to be fully
addressed. By emphasizing the human element, this study challenges the
traditional focus on purely technical solutions and underscores the critical
role of HFE in cybersecurity solutions.

Theoretically, the research expands the body of knowledge by
demonstrating that effective cybersecurity solutions must be user-centered,
reducing cognitive workload and minimizing the potential for human error.
It establishes a robust framework for understanding how HFE principles can
be strategically applied to create more intuitive, efficient, and safer ATC
systems. This holistic approach not only improves system performance but
also ensures that the solutions are tailored to meet the diverse needs and
capabilities of ATCOs.

Practically, the study offers tangible benefits for enhancing ATC
cybersecurity. Integrating HFE principles into cybersecurity measures can
lead to the development of more effective and user-friendly protocols, thereby
increasing the overall resilience of ATC systems to cyber threats. By providing
insights into the practical application of HFE in ATC cybersecurity, the
research suggests the human-centered approach in future designs of the
ATM system. These practical recommendations are aimed at enhancing
the preparedness and responsiveness of ATCOs to cyber threats, ultimately
safeguarding the integrity and efficiency of the aviation ecosystem.
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