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ABSTRACT

In recent years, especially post COVID-19 pandemic, there has been a concern
about how vulnerable our oldest citizens are to cybercrime. Physical and cognitive
degeneration have been thought to be the major factors contributing to older citizens
vulnerability to cyberfraud and be a major factor limiting them from accessing
beneficial digital services. However, there are many older citizens with high digital
competence whom have fallen victim to scams, swindle and fraudulent activities.
Understanding why criminals succeed when targeting elderly citizens is of vital
importance. This paper focuses on individuals aged 75 years or older, a group that
includes both high and low ICT skill levels. For this study we collect data about elderly
citizens in cooperation with the The National Association of Retirees in Norway (NBF)
with a sample from 75 to 93 years old, in total 572 citizens. We used binary logistic
regression for the analysis of responses, a method that can be used to predict a
categorical dependent variable, in our case whether a person has been victim of
fraud. We included the following independent variables: gender, ICT skills, trust in
public institutions, conformity and inter-personal trust and willingness to reveal their
password. Our results show that chronological age is not a significant predictor of
being victim to fraud, whereas for the younger age groups of pensioners, willingness
to share passwords and perceived high level of digital competence correlate with
having fallen victim. A key finding is that one-in-four of all our respondents report
that they have been victims of cyberfraud.

Keywords: Pensioners, Retirees, Oldest-old, Oldest-digital vulnerability, Personal traits,
The cognitive reflection test, Willingness to share personal data

INTRODUCTION

While physical and cognitive degeneration can limit older citizens from
accessing beneficial digital services (Heponiemi et al., 2023), many lead
digitally active lives well into their oldest years. However, those who are
more digitally active may be susceptible to fraudulent behaviour, which is
becoming increasingly insidious and dynamic in character.

In this paper we focus upon older people’s self-perception of vulnerability
to cybercrime and how they view digital services and technology they are
more and more required to understand and engage with. We build upon
two previous studies undertaken with two groups of “younger” pensioners
(Tjostheim & Halbach, 2025). This study additionally includes data from
those often categorised as the “oldest-old”. Wu & Gu (2021) discuss how
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although there is lack of consensus on the age bandings within the “fourth
age”, the category “oldest-old” often refers to those over the age of 85 in
developed economies, and over 80 in developing economies. According to
Vincent (2023), this age group has often been “ignored” in studies, becoming
“invisible”, or treated specially and separately from younger groupings. This,
despite the increasing numbers living to an older age, includes many of whom,
at a younger age, were amongst the earliest adopters of digital technology.

The true extent of cyberfraud amongst older people remains unclear.
There is perceived to be a stigma attached to older people reporting that
they have fallen for fraud-related cybercrime, that leads to under-reporting
(Burton et al., 2022). In a qualitative study, Havers et al. (2024) noted how
respondents’ reasons for not reporting falling for digital fraud were framed
by both “interpersonal and corporate digital ageism”, whilst Money et al.’s
(2024) findings indicate “generational barriers” that respondents perceive to
hinder them engaging with digital platforms and services, and the devices
required to, amongst other things, access them. As a result, stereotypes
have been seen to be recursive, cementing the self-perception of older people
themselves, as well as within the wider society (Field & Gueldner, 2001;
Zou et al., 2024).

Furthermore, with regard to perceptions of vulnerability, Zou et al.’s
(2024) informants, seniors 65+, largely believed their elderly peers, although
not they themselves, to be more at risk and more susceptible to cyberfraud
than younger people, due to a lack of digital competence. Cross’s (2016)
research amongst volunteer support staff, of whom many were seniors
themselves, showed how older victims of fraud were perceived to be
inherently frail and susceptible. However, despite any misconception, Cross
considered such attitudes might in turn lead to initiatives and support
structures being put in place.

With regard to factors determining vulnerability of older people to
fraudulent cybercrime, Shao et al. (2019) literature review revealed seven
factors. The authors outline key risk factors of “an overly trusting
nature psychological vulnerability, social isolation, risk-taking, and basic
knowledge/informational literacy1”, where an overly trusting nature is
considered a chief causal factor in the susceptibility of older people to fraud
(Shao et al., 2021). Zou et al. (2024, p. 144) warn that “excessive trust [in
service providers could lead] to delegation or even abandonment of useful
protective strategies”. As other researchers have also noted, the authors
challenge the way issues of vulnerability are framed with regard to older
people, noting that many factors also apply to other age-brackets of society.

For this paper we formulated three research questions: to what extent are
the oldest citizens more vulnerable to cyberfraud than younger pensioners?
Secondly, are conformity and perceived low digital competence predictors, if
at all, of fraud? Thirdly, does willingness to share passwords predicate falling
victim to cyberfraud?

1Which they argue can lead to poor fraud awareness (p. 233).
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A SURVEY ABOUT DIGITAL VULNERABILITIES, CONFORMITY AND
ICT SKILLS

Our participants were members of The National Association of Retirees
in Norway (NBF). Before we sent the questionnaire to individual email
addresses, a workshop was conducted, presenting issues of digital
vulnerabilities and to inform the pensioners about the questionnaire. The
pensioners present at the meeting could fill in the questionnaire online, or
together with the researchers.

Studies on the survey’s method (Krosnick, 1991; MacKenzie & Podsakoff,
2012) show that we cannot always assume honest and correct answers.
Sometimes respondents do not remember an incident or want to repress a
negative event. Before the Likert-scale questions about ID-theft and credit-
card misuse, we asked the respondents to tell us about what happened to
them concerning fraud incidents, where some respondents provided specific
and valuable additional information of the incidents themselves.We therefore
consider that the answers to this question are reasonably accurate.

In general, this type of survey with questions about ID-theft and card-
misuse are used for statistical purposes, such as those carried out by Eurostat
(European Union, 2017). With this method of recruiting respondents, we
think reliable results can be assumed.

To characterise our participants (N = 572), we present the demographic
profile in Table 1 and Table 2 for the four age-groups that we use in our
analysis. The demographic profile for our participants is:

Table 1: Gender and the age profile of the participants.

75–79 years
N = 302

80–84 years
N = 205

80–99 years
N = 65

75–99 years
N = 572

Male 38% 45% 52% 42%
Female 62% 55% 48% 58%

As can be seen from Table 1, the greater majority of our respondents fall
into the category of “middle-old”, that is between the ages of 75–84 years
(Lee et al., 2018). In this grouping, there is a majority of female respondents.
In Table 3 below, it can be seen that the majority of female respondents live
alone, whilst male respondents were more likely to be living with a partner.

Table 2: Descriptive statistics, living arrangements of the participants.

Living Alone Living With a Partner

75–79 years, N = 302
Male 24% 76%
Female 60% 40%
80–84 years, N = 205
Male 29% 71%
Female 72% 28%
85–99 years, N = 65
Male 38% 62%
Female 74% 26%
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The survey was filled in by the respondent on either a PC, a tablet or a
mobile phone. This method is a self-reported measurement, therefore we
cannot test whether or not the respondents are actually telling the truth. In
general, we assume that data is reliable for large scale, anonymous surveys
when an invitation comes from an association that respondents are members
of.

Table 3: Descriptive statistics of the variables and measurements (N = 572).

Min Max Mean SD Skewness Kurtosis

Gender, Male-female 1 2 1.58 0.49 −0.319 −1.905
Age, three groups: 75-79,80-84, 85+ 1 3 1.59 0.69 0.75 −0.607
Sharing password, the voting scenario (binary, no-yes) 1 2 1.05 0.22 4.026 14.257
Trust_in_public_institutions, low-medium-high 1 3 2.26 0.64 −0.297 −0.698
Interpersonal_trust, low-medium-high 1 3 2.34 0.75 −0.645 −0.970
Conformity_behaviour, low-medium-high 1 3 1.35 0.62 1.577 0.127
Caution_vs_TrustPeople, low-medium-high 1 3 1.74 0.81 0.507 −1.308
ICT-usage_low-medium-high interest 1 3 3.22 0.82 −0.681 −0.524
DigitalCompetance1 1 5 3.50 1.02 −0.099 −0.567
DigitalCompetance2 1 5 3.91 1.02 −1.053 0.808
DigitalCompetance3 1 5 3.53 1.29 −0.525 −0.815
DigitalCompetance4 1 5 3.21 1.03 0.101 −0.785
Fraud, ID-theft, Credit-card misuse (binary) 0 1 0.27 0.44 1.063 −0.872

THE MEASUREMENTS IN THE STUDY

The respondents answered questions about whether they personally had
experienced ID-theft or credit-card misuse, and an open question about
fraud-incidents. For ID-theft and credit-card misuse, the questions were
identical to the questions used in surveys by the national bureau of statistics in
Norway and the Eurostat-survey on European attitudes toward cyber security
(European Union, 2017).

We designed a question about a parliamentary general election. Norway
has previously trialled elections via digital platform, so-called Internet-voting,
as well as carrying out digital national referendums. In these cases, for
those that choose to, or were required to use Internet-voting, their national
bank-ID needed to be used to log-on to the voting system. According to
the national law, when voting, it is not allowed to share any information
with anyone about the log-on or the ballot. We designed a scenario about
voting electronically in a parliamentary election, where respondents were
asked whether they would manage to vote alone or would ask for help from
a trusted person. In the latter case the other person would be able to see
the voter’s password and who they voted for. A yes-answer to this question
indicates a high willingness to share personal data.

We also tested self-reported levels trust, both interpersonal and with
authorities, conformity, ICT competence and level of usage as well as whether
or not they personally had experienced fraud.

Table 3 shows descriptive statistics for all 13 variables. Kurtosis indicates
the extent to which a distribution of scores is relatively flat or relatively
peaked. Skewness indicates the extent to which scores have a tendency
toward the upper or lower end of a distribution. There is a skewness problem
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if the result is greater than +/– 2.0, which is the case for the variable
‘sharing password’, where both skewness and kurtosis are peaked. The
sharing password does not meet the criteria, but we still consider this factor
as relevant for the study.

In total, across all age-groups, 26.6% reported that they had fallen for
fraud in one form or other. It means approximately one-in-four of our
respondents are the victims of some form of fraud or identity theft, which
indicates a significant societal problem, given that we assume that those
completing our survey had a relatively high digital confidence andmotivation
to be involved in the study. In our analysis falling victim is used as the
dependent variable.

Table 4 shows that there are no (or only minor) differences between
three age-groups regarding falling victim to fraud with the current year. An
argument for analysing age-groups separately and not all age-groups together,
is differences in sharing-frequency between the groups. The differences
between the age groups are minor and insignificant. We used the non-
parametric Kruskal Wallis and Wilcoxon (Mohr et al., 2021) signed-rank
tests to assess the significance of any differences found between participant
groups. As Table 4 shows the results were not significant for the three ages
groups.

Table 4: Percentages that have fallen for fraud- the three age-groups.

75–79 Years 80–84 Years 85–99 Years 75–99 Years

Male (N = 241) 26% 33% 24% 29%
Female (N = 331) 23% 27% 29% 25%
All (N = 572) 25% 30% 26% 26,6%

Kruskal Wallis test for experience of fraud: 1,403, df 1 Assym. Sig 0,236 (not significant)

The Analysis With Binary Logistics

Binary logistic regression is a form of regression analysis. The dependent
variable is a dichotomy variable coded as 0 or 1. The independent variables
can be of any type, for instance continuous and categorical variables. We
first report the four models’ statistical summaries that include the Hosmer-
Lemeshow test (Hosmer & Lemeshow, 1989) with the threshold criteria of
> 0.05. The Hosmer-Lemeshow test is often used as a goodness of fit test. As
we can see in Table 5 the criteria are met, even though the numbers are quite
small.

The Wald statistic (Hosmer & Lemeshow, 1989) identifies variables of
significance in each of the three models. This is the square of the t-statistic
and gives equivalent results for a single parameter. It can be used to test the
significance of particular predictors in a statistical model.We chose backward
Wald for selecting how independent variables are entered into the analysis.
With backward Wald, all the predictor variables chosen are added into the
model, and those variables that do not (significantly) predict anything on the
dependent measure are removed, one by one, from the model.
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Table 5: Model summaries, the final model for each of the three age-groups.

Model summary, Age-group 75–79 years -

-2 Log likelihood Cox and Snell R square Nagelkerke R square
Step 5 328.194 0.027 0.040

Hosmer and Lemeshow Test

Chi-square df Sig.
Step 5 2.659 3 0.447

Model summary, Age-group 80–85 years

-2 Log likelihood Cox and Snell R square Nagelkerke R square
Step 6 234.830 0.070 0.099

Hosmer and Lemeshow Test

Chi-square df Sig.
Step 6 5.820 8 0.667

Model summary, Age-group 85–99 years

-2 Log likelihood Cox and Snell R square Nagelkerke R square
Step 9 67.724 0.102 0.149

Hosmer and Lemeshow Test

Chi-square df Sig.
Step 7 6.338 7 0.501

In Table 6 we present step 1 in the binary logistic regression analyses that
includes all independent variables. In reviewing the numbers in step 1, a high
Wald-score is an indication of what can be expected in the final model. The
non-significant independent predictors (variables) are removed step-by-step.
In the final step, only the significant predictors (<0.1) remain.

Table 6: Descriptive statistics of the variables in the final step for the three models.

Variable Code Beta Est. SE Wald df Sign. Exp (B)

Age 75–79 years
Sharing password (voting
scenario)

1.125 0.624 3.246 1 0.072 3.079

Digital Competence3, I can
install a software

0.318 0.127 6.249 1 0.012 1.374

Constant -3.542 0.951 13.860 1 <0.001 1.029
Age 80–84
Gender -0.560 0.332 2.846 1 0.092 0.571
Sharing password (voting
scenario)

1.538 0.655 5.506 1 0.019 4.654

Cautious or TrustPeople -0.355 0.196 3.297 1 0.069 0.701
Digital Competence1, I can
find a solution on a tech
problem

-0.393 0.186 4.486 1 0.034 0.675

Digital Competence3, I can
install a software

0.285 0.155 3.383 1 0.066 1.330

Constant -0.666 1.194 0.312 1 0.577 0.514

Continued
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Table 6: Continued

Variable Code Beta Est. SE Wald df Sign. Exp (B)

Age 85–99 years
Conformity 0.773 0.424 3.323 1 0.068 2.167
Digital Competence1, I can
find a solution on a tech
problem

0.890 0.436 4.172 1 0.41 2.436

Digital Competence3, I can
install a software

-0.538 0.308 3.053 1 0.81 0.584

Constant 3.878 1.495 6.726 1 0.010 0.021

The three final models in Table 6, show the significant predictors for each
of the three age-groups. For the 75–79 age-group, there are two significant
predictors, the sharing password and the digital competence3 “I can install a
software”, which we consider, in line with Schwarz et al. (2024) a measure of
problem-solving and continuing learning. These two variables are predictors
for the next age-group 80–84. For the age-group 80-84, also gender (male)
and digital competence I can find a solution to a tech problem are significant
predictors. In the questionnaire, the scale is from low to high. Hence a
negative Beta reveals that a low score is a predictor. Finally, for the age-
group 85–99 years, conformity and the two digital competence variables are
the significant predictors.

Following binary logistic regression, we include the classification table,
presenting correct and incorrect percentages for the groups ‘has experienced
fraud’ (coded as 1) and ‘has not experienced fraud’ within the last 12 months
(coded as 0). The higher the percentage, the better the variables function as
good predictors.

Table 7 therefore shows how for all three age-groups the prediction in
the final models are above 60%.Whether these percentages are satisfactorily
high is not a straightforward question. The respondent answers the questions
in the survey about fraud and misuse incidents and has to rely on his/her
memory. A percentage around 60 indicates that also other factors matter.
Research and police reports indicate that criminal activity is becoming more
and more sophisticated in this area. This is concurrent with an increasing
requirement to communicate electronically with trusted businesses, like
the postal service and when travelling, and with governmental authorities,
thus increasing our digital engagement and activity. We are all, therefore,
vulnerable. In general, it is assumed that criminals target individuals with
low digital competence and perceived naivety.

Table 7: Classification table - the binary logistics prediction of the three groups.

Not
Experienced

Misuse
(Numbers)

Has
Experienced

Misuse
(Numbers)

Percentage
Correct

75–79 years 0 145 83 63.6%
1 37 37 50.0%

60.3%

Continued
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Table 7: Continued

Not
Experienced

Misuse
(Numbers)

Has
Experienced

Misuse
(Numbers)

Percentage
Correct

80–84 years 0 93 51 64.6%
1 30 31 50.8%

60.5%
85+years 0 31 17 64.6%

1 8 9 52.9%
61.5%

DISCUSSION

In this study we collected data about elderly citizens’ self-perceptions of
vulnerability to cyberfraud, their perceived level of digital competence and
their trust in authorities and those within their closet support networks.
We undertook the survey in cooperation with the national organization for
pensioners, NBF, (The national association of retirees), through a survey
of their members, with a sample from 75 to 93 years old, in total 572
citizens. Our analysis of responses was based upon binary logistic regression,
with the aim of being able to predict a categorical dependent variable,
in our case whether a person has been victim of fraud. We included
the following independent variables: gender, ICT skills, trust in public
institutions, conformity, willingness reveal their password, a self-reported
risk-measure.

Our results are inconclusive with regard to whether the oldest are more
vulnerable to cyberfraud. Additionally, it appears less related to personal
traits, than is generally assumed. What we do notice is that it appears
more linked to behaviour, for example, that willingness to share passwords
makes one more at risk for fraud. Additionally, we also see that the
likelihood of falling victim to fraud does not necessarily increase based on
chronological age alone. High levels of conformity seem to make the oldest-
old more vulnerable compared to the youngest- and middle-old, but we have
a relatively small sample so this must be investigated further. This is an
interesting finding to follow up, with regard to predilection for our oldest
citizens, for whom conformity may place them at more risk.

Another interesting finding is that willingness to share passwords
combined with a self-reported high competence, I can install a software,
suggests greater vulnerability for the youngest- and middle-old groups.

A key finding from our study is that our results show that at least one-
in-four report that they have personally been victims of cyberfraud. We
can already observe, therefore, that authorities and services should see the
growing necessity of protecting those citizens as they require them to increase
their digital presence. This includes, but not exclusively, our oldest citizens.

A limitation in our study is that the survey requires some level of
digital competence, however those who are able to fill out a relatively long
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questionnaire are those more likely to be digitally active and hence a potential
target for criminals.

Due to limitations of space, we are not able to present additional findings
with regard to the results for the three groups combined, nor assess our results
in depth against other research. In planned future studies, we will examine in
more depth how and to what extent levels of age and conformity, are related
to trust, digital competence and perceptions of mental health and well-being.
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