
Received May 29, 2026;  Revised June 10, 2026;  Accepted June 29, 2026;  Available online July 20, 2026

© 2026 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.  
For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

Human Factors in Cybersecurity, Vol. 208, 2026, 117–129

https://doi.org/10.54941/ahfe1007418

Beyond Security Awareness: A Scoping 
Review of Human Factors in SME Cyber 
Resilience Frameworks (2018-2026)
Jonathan Thelen

Quality Science, Institute of Machine Tools and Factory Management, Technische 
Universität   Berlin, 10587 Berlin, Germany

ABSTRACT

Small and medium-sized enterprises (SMEs) face cyber-attacks with disproportionate 
impact and limited capacity, yet the human-factors (HF) dimension of cyber resilience 
for this population remains methodologically heterogeneous. This scoping review 
maps how cyber resilience and cybersecurity frameworks for SMEs published between 
January 2018 and May 2026 operationalize HF constructs. Following PRISMA-ScR, we 
identified 482 records from four databases (Scite, Elicit, OpenAlex, Semantic Scholar) 
via twelve productive searches, including both keyword-style queries and an apples-to-
apples replay of the same Scite Boolean strings on the keyword-indexed engines. After 
deduplication we screened 345 unique titles, assessed 126 for full-text eligibility, and 
synthesized 52 chart-eligible frameworks. To address abstractonly-charting risk, all 52 
frameworks were read in full text and the coding re-validated against the original PDF. 
Security awareness dominates the SME HF lexicon (40/52, 77%); decision support (52%) 
and behavior change (44%) follow at moderate distance. Usability evaluation (12%), 
incident-response HF (13%), explicit technology acceptance (10%), trust modeling 
(10%), and cognitive workload (4%) remain underrepresented. Operationalization 
skews toward narrative process descriptions and single-item markers; metric-level 
operationalization and validated interventions are rare. We conclude with a research 
agenda for HF-explicit SME cyber resilience frameworks.

Keywords:  Cyber resilience, SMEs, Human factors, Scoping review, Cybersecurity framework, 
Usability, Technology acceptance, Trust

INTRODUCTION

Cybersecurity has been recast over the last decade from a purely technical 
discipline into a sociotechnical one in which human factors (HF) codetermine 
the resilience of a digital organization. Interdisciplinary reviews argue that 
user behavior, decision-making, organizational culture, and trust-mediated 
interaction with security tools shape both vulnerabilities and resilience 
capacity (Van Der Kleij and Leukfeldt, 2020). For small and medium-
sized enterprises (SMEs), the case is sharper: SMEs make up a structural 
backbone of European economies, are targeted by the same attack classes 
as large enterprises, and yet face capacity constraints that make mainstream 
frameworks such as NIST CSF or ISO/IEC 27001 disproportionate (Calvo-
Manzano et al., 2025; El-Hajj and Mirza, 2024; Garrone, 2025). 
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A growing body of literature responds to this asymmetry by proposing 
SME-specific cyber resilience or cybersecurity frameworks. These range 
from self-assessment tools (Carias et al., 2021), design-science-grounded 
artefacts (Calvo-Manzano et al., 2025), governance models for micro-SMEs 
under NIS2 (Garrone, 2025), to TAM-based adoption studies (Radzi et al., 
2024) and human-centric AI ecosystems for cross-sector defence (Kioskli 
et al., 2026). What is missing, however, is a transparent map of how these 
frameworks operationalize HF constructs: which constructs they name, how 
they translate them into items, dimensions, metrics, or interventions, and 
whether the resulting operationalization is empirically validated. Without 
such a map, the SME research community risks reinventing overlapping 
awareness instruments while leaving usability, trust, and acceptance 
underspecified (Neri and Niccolini, 2025; Troublefield, 2025). 

This paper presents a scoping review that maps HF operationalization 
across SME cyber resilience frameworks published between January 2018 
and May 2026. 

The remainder of this paper is structured as follows. Section 2 describes the 
PRISMA-ScR-compliant methodology. Section 3 reports the descriptive and 
thematic synthesis of the 52 chart-eligible frameworks. Section 4 situates the 
findings against the broader HF-in-cybersecurity literature and articulates the 
research gap. Section 5 closes with limitations and a future research agenda.

METHODS

We conducted a scoping review following the five-stage framework of Arksey 
and O’Malley (Arksey and O’Malley, 2005), refined by Levac et al. (Levac 
et al., 2010) and updated through the JBI scopingreview methodology (Peters 
et al., 2020), and reported per the PRISMA Extension for Scoping Reviews 
(PRISMA-ScR) (Tricco et al., 2018). A scoping review is appropriate when 
the goal is to map an emerging fragmented field rather than to aggregate 
effect estimates. Our JBI Population, Concept, Context (PCC) schema is: 
Population: SMEs per EU recommendation 2003/361/EC (≤ 250 employees, 
branch-agnostic); Concept: operationalization of HF constructs (security 
awareness, behavior, technology acceptance, usability, decision support, 
culture, trust, cognitive workload, incident-response HF) within cyber 
resilience or cybersecurity frameworks; Context: 2018-01 to 2026-05, peer-
reviewed venues and institutional frameworks. The four databases were 
chosen to span both academic-search paradigms: Scite and Elicit, both LLM-
augmented (smart-citation Boolean and semantic respectively), and OpenAlex 
and Semantic Scholar, both keyword indexed and freely API-accessible. 
Twelve productive searches were issued across the four databases on 01 
May 2026 (search-date cutoff) following a two-step strategy. The primary 
phase used database-native query styles (Table 1): two Boolean queries on 
Scite, one semantic query on Elicit three keyword queries on OpenAlex, and 
two keyword queries on Semantic Scholar. The robustness phase replayed 
the two original Scite Boolean strings verbatim on OpenAlex and Semantic 
Scholar to disentangle stringeffects from indexing/ranking-effects. For each 
query we retrieved up to the top-50 ranked results (top-25 by Scite’s API 
default, and between 19 and 83 on Semantic Scholar where Boolean strings 
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returned smaller batches), a high-relevance cutoff imposed deliberately to 
make the synthesis tractable for a single reviewer; the coverage implications 
of this cap are discussed in the Limitations. Records were included if they 
(a) addressed an explicit SME context (EU recommendation 2003/361/EC, 
≤250 employees), (b) proposed a multielement framework rather than a 
single isolated tool, and (c) explicitly named and operationalized at least 
one HF construct. Preprints from arXiv and preprints.org were eligible 
under the same criteria. Screening was performed by the sole author in three 
sequential passes (title/abstract relevance, full-text PCC eligibility, Tier-A 
vs. Tier-B classification), followed by a full-text validation read of all 52 
Tier-A papers as a within-author intracoder reliability check (see Section 5). 
Charting followed an a-priori scheme: framework label, HF construct(s), 
operationalization mode (one of: item for questionnaire items, dimension 
for top-level framework axis, metric for numerical score, intervention for 
training/tool action, process for procedural step, or mixed), validation, and 
contribution type. Frequency tabulation and thematic synthesis were applied 
without statistical aggregation per scoping-review convention. Figure 1 
reports the PRISMA-ScR flow. 

Table 1: Search strategy. All queries restricted to 1 January 2018 to 01. May 2026.

# Database Query (Boolean / Semantic / Keyword) Hits

S1 Scite (cyber resilience OR cybersecurity framework OR 
information security management) AND (small and 
medium OR SMEs OR SME) AND (human factors 
OR usability OR acceptance OR user-centered)

25

S2 Scite (cyber resilience OR cybersecurity framework OR 
information security management) AND (small and 
medium-sized enterprises OR SMEs) AND (security 
awareness OR behavioral change OR user-centered 
design OR technology acceptance OR UTAUT OR 
TAM)

25

S3 Elicit Semantic: How do cyber resilience and cybersecurity 
frameworks for SMEs operationalize human factors 
constructs (usability, acceptance, awareness, UCD, 
decision support)?

30

S4 OpenAlex cyber resilience SME human factors (filter: type = 
article OR book-chapter OR proceedings)

50

S5 OpenAlex cybersecurity SME UTAUT TAM acceptance 50

S6 OpenAlex cybersecurity SME usability framework 50

S7 Sem. Scholar cyber resilience SME human factors 25

S8 Sem. Scholar cybersecurity SME technology acceptance UTAUT 25

S9 OpenAlex S1 verbatim (Scite broad Boolean) 50

S10 OpenAlex S2 verbatim (Scite specific Boolean) 50

S11 Sem. Scholar S1 verbatim (Scite broad Boolean) 83

S12 Sem. Scholar S2 verbatim (Scite specific Boolean) 19
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After abstract-based charting, every Tier-A paper was read in full text 
against the chart entry, with every coding deviation from the abstract-
based entry recorded with the paper-internal page anchor that justified 
the change. Two papers initially in Tier-A turned out to be cross-domain 
metric reviews rather than primary SME frameworks and were reclassified 
to Tier-B before the validation read. Of the 52 reads, four yielded clear 
coding refinements (the Antunes Portugal case-study lost the Behavior tag 
and gained IncidentResponse; the Doucek Czech/Slovak audit analysis lost 
Decision-Support; the Benz & Chatterjee CET and the SMESEC framework 
gained IncidentResponse). The remaining 48 re-reads confirmed the abstract-
based coding. Across the full validation, additions outnumbered deletions 
roughly twoto one, consistent with the hypothesis that abstract-only scoping 
in this domain may undercount HF coverage, a caveat discussed further in 
the Limitations (Section 5). The validation also surfaced a recurring corpus 
pattern: HF constructs are frequently named in framework dimensions 
without being operationalized as items, scales, metrics, or interventions, 
which underpins the under-operationalization argument in the Discussion. 
As a robustness check, source-attribution analysis confirmed that the four-
database design captures genuinely complementary slices of the literature: 
52% of Tier-A papers were retrieved only by the keyword-indexed engines, 
21% only by the LLM-augmented engines, and only 27% by both paradigms. 

RESULTS 

Descriptive overview The 52 chart-eligible frameworks span January 2018 
to May 2026 with publication acceleration after 2023. Categories are non-
exclusive: conceptual contributions (n = 27), empirical studies (n = 18, largest 
the Cyberpsychology mixed-methods study with n = 523 employees across 
78 SMEs (Troublefield, 2025)), tool-centered contributions (n = 12), and 
reviews (n = 3 in TierA; two further review-style papers were re-classified to 
Tier-B during the full-text validation). The corpus is European-leaning (22 
of 52; 11 Americas/global, 9 Asia-Pacific, 10 MENA/SSA), cross-sectoral (39 
generic, 13 sector-specific), and predominantly journal/conference (28+18).

Figure 1: PRISMA-ScR flow. Tier A = chart-eligible (SME + operationalized HF construct); 
Tier B = contextual or theoretical anchors.
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Construct frequencies across the 52 charted frameworks cleave 
the corpus into a dominant cluster and an under-operationalized tail. 
Security awareness is present in 40 of 52 (77%), the de-facto lingua 
franca; Decision support (27/52, 52%) and behavior change (23/52, 
44%) follow at substantial distance. Both were strengthened by the full-
text validation pass, which surfaced DS-operationalization in CR-SAT, 
CYSEC, El-Hajj CSRAF, the UEBA SME framework, the integrated SME 
information security governance framework (Mwanje et al., 2023), the 
Welsh-SME ROHAN model (Rawindaran et al., 2025), and the Cyber 
Resilient Behavior framework (Van Der Kleij and Leukfeldt, 2020). 
Organizational culture (13/52, 25%) appears mainly in 2023 to 2026 
frameworks emphasizing socio-technical resilience. The picture inverts 
for the lower half. Usability is operationalized in 6 of 52 (12%): only 
CYSEC (Shojaifar and Fricker, 2023) runs iterative formative usability 
evaluation; the SMESEC H2020 framework (Cucurull et al., 2020) 
integrates user-facing tutorials; design-desideratum mentions appear 
in CyberESP, the Human-Centric AI Ecosystem, the DigitAll Reality 
HCI survey and the generative-AI SME framework (Calvo-Manzano 
et al., 2025; Kioskli et al., 2026; Szücs et al., 2025; Awan et al., 2026); 
none applies the SUS, think-aloud, or established UX methods to its 
own artefact recurrently. Technology acceptance through TAM/UTAUT-
related models appears in 5 of 52 (10%) (Radzi et al., 2024; Kioskli et al., 
2026; Yawised et al., 2025; Dighriri et al., 2025; AL-Dosari and Fetais, 
2023), but no Tier-A framework embeds a full UTAUT instrument as a 
lifecycle step. Trust modeling is present in 5 of 52 (10%). It shows up as 
an inter-organizational structural precondition in collaborative resilience 
(Mmango and Gundu, 2024; Ngandu et al., 2026), as a DSS-component 
framing in CR-SAT (Carias et al., 2021) and PALANTIR (Mlakar et al., 
2021), and as the focus of confidentiality concern surveys (Shojaifar and 
Fricker, 2020). However, no framework in the corpus operationalizes 
trust calibration as a measurement. Incidentresponse HF appears in 7 of 
52 (13%, strengthened by the full-text validation read which surfaced 
explicit IR layers in Antunes Portugal (ISO 27001 A.16) (Antunes et 
al., 2021), Benz & Chatterjee CET (Benz and Chatterjee, 2020), and 
SMESEC (Cucurull et al., 2020) alongside Cyberpsychology, Cyber 
Resilient Behavior (Van Der Kleij and Leukfeldt, 2020), CR-SAT and 
PALANTIR), none implementing explicit role-clarity or communication 
protocol evaluation. Cognitive workload is operationalized in only 2 of 
52 (4%): the manager security-related-stress study (Chen et al., 2026) 
via self-report, and the Cyberpsychology ISCPM’s Cognitive-Resource 
Interface (Troublefield, 2025). No NASA-TLX or dual-task application 
was found, making workload the most under-operationalized construct 
in the SME corpus.
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Construct × mode coverage. Figure 2 cross-tabulates the nine PCC HF 
constructs against the six operationalization modes. Of 54 possible cells, 38 
are populated; the 16 empty cells locate the most actionable HF research 
opportunities. Awareness covers all six modes; Usability appears only in 
Process, Item, and Intervention; Acceptance only in Item, Mixed, and Process; 
Cognitive Workload only in Item.

Figure 2: HF construct × operationalization mode across the 52 Tier-A frameworks 
(max cell value = 14). Op. mode abbreviations (defined inline in Section 2): Proc. = 
Process, Item, Dim. = Dimension, Metr. = Metric, Mix. = Mixed, Interv. = Intervention. 
Cells marked · are construct/mode combinations not operationalized in any charted 
framework; the empty cells are the most actionable HF research opportunities for 
SME cyber resilience.

DISCUSSION

The dominant pattern is the over-reliance on “security awareness”. 40 
of 52 frameworks (77%) name awareness explicitly, often as the sole 
HF construct present. This pattern is robust to the database expansion, 
since both the keyword and the same-string Boolean replays produce only 
singlepercentage point shifts. The awareness monoculture therefore reflects 
a structural feature of the SME literature, not a search artefact. It aligns with 
the NIS2 awareness-first framing (Garrone, 2025) but contrasts sharply 
with the broader HF-in-cybersecurity discourse, where multidimensional 
schemes are already established (Desolda et al., 2025; Khadka and Ullah, 
2025; Naqvi et al., 2021; Grobler et al., 2021). The usability, acceptance 
and trust gap documented in Section 3 (each construct at or below 12%) 
is the most actionable finding, and adjacent reviews report analogous gaps 
in user-centric cybersecurity studies (Tari and Mahmud, 2025; Hakimi et 
al., 2024).
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Table 2. Charting matrix of the 52 Tier-A SME cyber resilience frameworks. HF 
codes: AW = Awareness, BH = Behavior, DS = Decision Support, CU = Culture, US 
= Usability, TR = Trust, AC = Acceptance, IR = Incident Response, CW = Cognitive 
Workload. Op. mode: Item, Dimension, Metric, Intervention, Process, Mixed (defined 
inline in Section 2). Validation: Conc. = Conceptual, Surv. = Survey, Case = Case 
study, Int. = Interview, Wkshp = Workshop, Emp. = Empirical, Tut. = Tutorial, DSR = 
DesignScience Research, MLR = Multivocal LR, Pol. = Policy analysis. Source: Sc = 
Scite, El = Elicit, OA = OpenAlex, S2 = Semantic Scholar.

Ref. HF Constructs Op. mode Validation Source

Venkatesh (2018) DS AW Item Conc.+Tool OA,S2

Van Der Kleij and 
Leukfeldt (2020)

BH AW IR DS Dimension Pilot n = 56 EI

Bada and Nurse (2019) AW BH Process Conc. Sc,OA

Ponsard et al. (2019) AW Item Surv. EI

Shojaifar and Fricker 
(2020)

BH TR Item Surv. Sc,OA

Carias et al. (2020) AW DS Process Case Sc,EI,OA,S2

Benz and Chatterjee (2020) DS AW IR Item Conc.+Tool OA,S2

Douchek et al. (2020) AW Dimension Audit n = 440 OA,S2

Cucurull et al. (2020) AW DS US IR Process DSR+Tut. OA,S2

Shojaifar and Järvinen 
(2021)

AW Dimension Wkshp. Sc

Carias et al. (2021) AW DS IR TR Item DSR+Case+Exp Sc,EI,OA

Antunes et al. (2021) AW IR Process Case OA

Löffler et al. (2021) AW BH Intervention Pilot OA

Mlakar et al. (2021) DS IR TR Process Conc.+UC OA

Romaniuk and Shuprudko 
(2021)

AW BH Dimension Emp. OA,S2

Pawar and Palivela (2022) AW DS Process Conc. OA

Yigit Ozkan and Spruit 
(2023)

AW DS Dimension Conc. OA

Mmango and Gundu 
(2023)

AW CU Dimension Conc. EI,S2

Marican et al. (2023) AW CU Dimension Meta Sc

Asprion et al. (2023) DS AW Process Expert EI

Shojaifar and Fricker 
(2023)

US AW BH 
DS

Intervention Surv.+Int. Sc

AL-Dosari and Fetais 
(2023)

AW AC Mixed Meta Sc,OA

Mwanje et al. (2023) AW DS CU Process Conc. S2

Saar and Dagada (2024) AW CU Process Surv. Sc

Mmango and Gundu 
(2024)

BH TR CU Dimension Conc. EI

El-Hajj and Mirza (2024) AW DS BH Process Pilot Sc,OA

Radzi et al. (2024) AC BH Item Surv. Sc,OA

Hoong et al. (2024) BH CU Mixed Int. n = 46 OA

(Continued)
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Ref. HF Constructs Op. mode Validation Source

Ludin et al. (2024) AW DS Dimension Meta-Comp. OA,S2

Calvo-Manzano et al. 
(2024)

AW DS Mixed Conc. OA

Klitis et al. (2024) AW CU Process Conc. S2

Le et al. (2025) BH DS AW Metric Conc. EI,S2

Deruma (2025) AW DS CU Metric Expert EI,OA,S2

Calvo-Manzano et al. 
(2025)

DS US Process DSR+Case Sc,S2

Rusu and Mantulescu 
(2025)

AW DS Process Conc. Sc,OA,S2

Neri and Niccolini (2025) AW BH CU Mixed Surv.+Int. EI,OA,S2

Garrone (2025) AW DS BH Process Pol.+Emp. Sc,S2

Szücs et al. (2025) AW US BH Item Surv. EI

Troublefield (2025) BH CU AW 
DS CW IR

Mixed Mixed n = 523 EI

Rawindaran et al. (2025) AW CU BH 
DS

Process Mixed Surv+Int OA,S2

Pawan and T (2025) DS AW Process Conc. OA

Bahmanova and Lace 
(2025)

DS AW Metric Conc. S2

Yawised et al. (2025) AC BH Item Surv. S2

Metropolitan Consulting 
Group et al. (2025)

AW DS Item Surv. n = 44 S2

Orellana (2025) CU BH Mixed Surv.+Case S2

Dighriri et al. (2025) AC BH Item Surv.+SEM S2

Lasi (2025) AW BH Item Surv. n = 240 S2

Kioskli et al. (2026) US AC DS Process X-sect. EI

Ngandu et al. (2026) BH TR AW Mixed Conc. OA

Sithole et al. (2026) AW BH CU Dimension Qual. S2

Awan et al. (2026) DS US Process MLR S2

Chen et al. (2026) BH CW Item Surv. S2

Operationalization in the corpus is predominantly narrative-
process or single-item; only two frameworks offer intervention-with-
measurableoutcomes designs (Shojaifar and Fricker, 2023; Löffler et al., 
2021), and conceptual artefacts without empirical validation form the modal 
pattern, a sign of an early generative phase. Three implications follow for the 
next generation of HF-explicit SME frameworks: (i) the competitive advantage 
lies in operationalizing usability, acceptance, and trust simultaneously 
rather than refining yet another awareness instrument; (ii) methodological 
credibility will depend on metric- or intervention-level operationalization 
with empirical validation; (iii) the small subset of design-science-grounded 
artefacts (Calvo-Manzano et al., 2025; Carias et al., 2021; Shojaifar and 
Fricker, 2023) provides a template: artefact-centered, iteratively validated, 
HF-explicit.

Table 2: Continued.
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CONCLUSION

This scoping review of 52 SME cyber resilience frameworks (January 2018 
to May 2026), drawn from four academic databases via twelve productive 
searches and supplemented by a structured full-text validation pass over 
all 52 Tier-A frameworks, finds a security-awareness monoculture (77%) 
coexisting with substantial decision-support (52%) and behaviorchange 
(44%) operationalization. By contrast, incident-response HF (13%), usability 
evaluation (12%), technology acceptance (10%), trust modeling (10%), 
and cognitive workload (4%) remain underrepresented. The construct 
distribution is robust to the database expansion: both the keyword-style 
additions and the apples-to-apples same-string replay produce only single-
percentage-point shifts. Operationalization is predominantly narrative-
process or single-item, with rare metric-level or intervention designs. Three 
implications follow: treat usability, acceptance and trust as co-equal with 
awareness; shift toward design-science artefact evaluation; pursue multi-
construct frameworks combining awareness, behavior, decision support, and 
trust within one coherent operationalization. For the AHFE Human Factors 
in Cybersecurity community, SME cyber resilience is a domain where classic 
HF methodology (SUS, UTAUT, think-aloud, trust calibration, NASA-TLX) 
has yet to be systematically applied to the framework artefact itself. One 
immediate application of this gap analysis is the German CyResNet research 
initiative (Cyber Resilience Framework and Network for SMEs, 2026 to 
2028), in which an HF-explicit framework adapted from EFQM 2020 is 
currently under development to address exactly the usability, acceptance and 
trust gap documented here. 

Three caveats apply. (i) Single-reviewer title/abstract and full-text screening; 
an intra-coder reliability estimate is available (the full-text validation read 
confirmed the abstract-based codings on 48 of 52 TierA papers, 92.3% 
agreement, with four page-anchored refinements), but a formal inter-coder 
reliability assessment against an independent second coder remains future 
work. (ii) The top-50-per-query sampling cap bounds coverage of broad 
Boolean strings that can return thousands of hits per database; the synthesis 
therefore reflects high-relevance ranked results rather than the full retrievable 
corpus. (iii) Three central references (ElHajj and Mirza, 2024; Garrone, 2025; 
Desolda et al., 2025) are preprints and have not yet undergone peer review.
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