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ABSTRACT

In an increasingly interconnected world, cyberattacks have emerged as one of the most 
pressing global threats, endangering critical infrastructure, compromising sensitive data, 
and disrupting essential services across sectors. As a result, cybersecurity has become 
a key policy priority at all levels of governance. In response, the European Union (EU) 
adopted, inter alia, the Cybersecurity Strategy for the Digital Decade and significantly 
expanded its legislative framework to strengthen cybersecurity requirements 
through both horizontal and sector-specific regulatory instruments. Alongside policy 
instruments, cybersecurity efforts have emphasised technical measures to address the 
evolving cybersecurity threat landscape. However, there is growing recognition that 
cybersecurity cannot be effectively understood or addressed solely through technical 
measures. Cybersecurity posture depends not only on technological safeguards but 
also, fundamentally, on the so-called ‘human factor’. Against this backdrop, this article 
examines how the human factor is conceptualised and addressed within the EU’s 
cybersecurity legal frameworks. Adopting a qualitative, interdisciplinary approach 
grounded in doctrinal legal research, the article analyses the regulatory treatment of 
the human factor within EU cybersecurity law. It contributes to broader debates on 
cybersecurity governance by identifying regulatory gaps, proposing recommendations 
for better integrating human-centred cybersecurity strategies into EU regulatory 
frameworks, and outlining avenues for future research to strengthen cybersecurity 
resilience.

Keywords:  Human factor, Cybersecurity, Regulatory governance 

INTRODUCTION

Over the past decade, digital transformation has accelerated across sectors, 
with emerging technologies such as surgical robotics, autonomous systems, 
and quantum computing increasingly shaping critical infrastructures and 
everyday practices (Gharib & Gahi, 2025; Mahmood, 2024). However, 
alongside these transformative innovations come significant societal 
challenges, with cybersecurity standing out as one of the most critical 
and urgent concerns. Successful cyberattacks may impede critical sector 
operations, lead to the loss of sensitive data, compromise safety, cause 
reputational harm and financial losses, and, in extreme cases, lead to loss 
of life (ENISA, 2025; Milojevic & Nisevic, 2024). Hence, many renowned 
reports, such as the World Economic Forum Global Risks Report (2025), 
identify cyberattacks as a substantial global risk. 
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Consequently, cybersecurity has become a key policy priority at all levels 
of governance. The EU adopted the Cybersecurity Strategy for the Digital 
Decade to strengthen the EU’s cybersecurity posture as a policy response to 
mitigate cybersecurity challenges. Furthermore, the EU legislative framework 
has undergone significant changes to enhance cybersecurity requirements, 
encompassing horizontal and sector-specific legislation, such as the Network 
and Information Systems Directive (NIS2), the Cybersecurity Act (CSA), 
the General Data Protection Regulation (GDPR), the Artificial Intelligence 
Act (AI Act), and the Medical Devices Regulation (MDR). Alongside 
policy instruments, cybersecurity efforts have predominantly focused on 
technical solutions to address the evolving cybersecurity threat landscape 
(Malatji et al., 2020; Kumar et al., 2021; Thomasian & Adashi, 2021; Zhang 
et al., 2022). Information security efforts have traditionally emphasised 
technical measures, such as firewalls, intrusion detection systems, and robust 
authentication protocols, to strengthen cybersecurity posture (Thomasian & 
Adashi, 2021). 

Yet, despite the above-mentioned policy initiatives and technical 
safeguards, cyberattacks continue to grow in frequency and severity, with 
recent data indicating substantial financial impacts on critical infrastructure 
sectors (Annual Data Breach Report, 2024; ENISA, 2025). While recent data 
underline the severity of cybersecurity threats, there is growing recognition 
that cybersecurity posture depends not only on technical measures but 
fundamentally on addressing the so-called ‘human factor’ as a core element 
of cybersecurity (Morgan et al., 2020). In other words, even though technical 
countermeasures are in place, the human factor remains a key challenge in 
information security (Rohan et al., 2023). Consequently, there is a growing 
assertion that cybersecurity can no longer be reduced to the mere technical 
protection goals of IT security (Veale & Brown, 2020). It has progressively 
developed into a multidisciplinary challenge (Chiara, 2022), necessitating 
further research of the human role in cybersecurity (Colabianchi et al., 2025).

Accordingly, this article examines how current EU cybersecurity 
regulations, such as the NIS2, CSA, GDPR, MDR, and the AI Act, govern the 
human factor in cybersecurity. In addition, the article also aims to contribute 
to the broader understanding of cybersecurity governance by moving beyond 
a purely technical perspective, focusing on how the human factor is addressed 
within the EU’s legal frameworks. Therefore, it will provide a brief overview 
of the previous work in the field, pointing out challenges surrounding the 
human factor. Then it will position the human factor within the broader 
cybersecurity landscape, analysing governance. Finally, the article proposes 
recommendations for better integrating human-centred cybersecurity 
strategies into EU regulatory frameworks and outlines a research agenda for 
future research on strengthening cybersecurity resilience. Methodologically, 
the article adopts a qualitative and interdisciplinary approach, grounded 
in doctrinal legal analysis of EU cybersecurity law. It examines the 
interpretation, interaction, and coherence of horizontal and sector-specific 
EU legal instruments, informed by insights from cybersecurity governance 
and human-centric security scholarship.
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UMAN FACTOR IN CYBERSECURITY: BACKGROUND AND 
LITERATURE OVERVIEW

Humans are often perceived as the weakest link in the cybersecurity chain 
(Cartwright, 2023; Yeng et al., 2019), and the most significant vulnerability 
(Ahmadi et al., 2024; Triplett, 2022). A growing body of literature, policy 
papers, and reports highlights humans as the biggest challenge in ensuring 
robust cybersecurity protection (Gadge et al., 2024; Verhulsdonck et al., 2023). 
For instance, Verizon’s report revealed that the human factor contributed to 
approximately 68% of breaches in 2024, and remained almost the same in 
2025 (Data Breach Investigations Report, 2024, 2025). In the same vein, 
Thales’s report, which reflects insights from 18 countries across 37 industries, 
emphasises that internal human error remains a critical threat area. It points 
out that human error consistently ranks highly, if not the top threat category, 
and reports that human factor is still a major cause of cloud data breaches 
(Data Threat Report: Navigating New Threats and Overcoming Old 
Challenges, 2024). The European Union Agency for Cybersecurity (ENISA), 
through its various reports, emphasises the critical role of humans in the 
cybersecurity landscape. For instance, ENISA highlights human error as a 
persistent and growing threat, warning that its impact is expected to become 
even more pronounced in the future (Report on the State of Cybersecurity in 
the Union, 2024). 

Prior studies have predominantly emphasised technological solutions, often 
neglecting the pivotal role of the human factor in maintaining cybersecurity 
(Delso-Vicente et al., 2025). As human-related cybersecurity risks have 
increasingly been recognised as comparable in significance to technical 
vulnerabilities, research has gradually shifted towards greater attention to 
the human factor (Jeong et al., 2019). However, scholarship in this area 
remains limited, with human-centric approaches still underrepresented in 
cybersecurity governance and academic discourse (AL-Nuaimi, 2024; Nobles, 
2018). This ongoing oversight signals a continued neglect of the human 
layer in shaping secure systems. While this body of literature convincingly 
demonstrates the scale of human-related cybersecurity incidents, it also 
reveals a tendency to frame humans primarily as liabilities, rather than as 
integral components of socio-technical systems shaped by organisational, 
regulatory, and governance choices.

CONCEPTUAL AND TERMINOLOGICAL AMBIGUITY 

The humans in the cybersecurity ecosystem are colloquially encapsulated 
by the umbrella term “human factor”. However, the “human factor” 
concept in scholarly literature often remains undefined and open to varied 
interpretations. The pervasive absence of conceptual and terminological 
clarity is a fundamental challenge in human-centric cybersecurity research. 
Terms such as “human element,” “human dimension,” “insider threat,” 
“end-user,” and “human resources security” are frequently used across 
the literature to refer, often interchangeably and inconsistently, to what is 
broadly understood as the human factor in cybersecurity (AL-Nuaimi, 
2024; Georgiadou et al., 2022; Jeong et al., 2019; Nobles, 2018; Sari et al., 
2022). This ambiguity extends to authoritative reports. For instance, ENISA 
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employs terms like the “human dimension” without clear definitions (ENISA, 
2020). This conceptual uncertainty significantly undermines the coherence 
of the field. Accordingly, whether the “human factor” refers to individual 
traits, organisational dynamics, or systemic issues remains critically unclear. 
Moreover, conceptual ambiguity is not merely an academic concern. 

From a regulatory perspective, it directly affects the design, interpretation, 
and implementation of legal obligations, as unclear conceptualisations 
of the human factor translate into vague or under-specified regulatory 
expectations. More precisely, while the NIS2 acknowledges the human factor 
(Recital 78), it provides no definition. Similarly, the CSA also acknowledges 
importance of human factor. The CSA Recital 8 points out that cybersecurity 
is not only an issue related to technology, but one where human behaviour 
is equally important. Unlike the NIS2, the CSA uses formulation “human 
behaviour”. However, as the CSA does not provide any further reference to 
either human behaviour, nor human factor and it remains unclear whether 
the CSA refers to individual human traits, or humans in general, as part of 
organisational setting. The absence of clear definitions creates a significant 
risk of legal uncertainty and inconsistent compliance. Without conceptual 
precision, establishing effective cybersecurity governance becomes inherently 
difficult. This fragmentation emphasises the urgent need for a more precise, 
legally grounded conceptualisation of the meaning of the human factor in 
cybersecurity.

BEHAVIOURAL SCIENCE AND INSIDER THREAT APPROACHES: A 
FRAGMENTED LANDSCAPE

While the technical focus still predominantly occupies the research domain 
(Jeong et al., 2019), the scarce body of literature observes the human element 
through the behavioural science lenses. Behavioural science literature on 
cybersecurity primarily focuses on individual attributes, such as gender 
(Anwar et al., 2017; Neupane et al., 2016), age (Farooq et al., 2015; Ki-Aries 
& Faily, 2017), personality and cultural context (Henshel et al., 2016; Luo 
et al., 2011), cognitive load and bias (Pfleeger & Caputo, 2012). While the 
observation of isolated personal traits provides nuanced insights into human 
behavior towards cybersecurity, some scholars argue that these aspects 
cannot be fully comprehended in isolation and call for a more comprehensive 
approach (Jeong et al., 2019). Focusing narrowly on isolated behavioural 
traits neglects broader systemic and contextual realities that profoundly 
influence human vulnerabilities, such as staff and skill shortages, limited 
budgets, and diverse attack vectors (Brilingaitė et al., 2024; Malatji et al., 
2020; Morgan et al., 2020). Furthermore, these studies frequently suffer from 
limited sample sizes, a narrow focus, and a lack of generalizability, hindering 
the development of actionable, governance-oriented recommendations. This 
highlights a fragmented research agenda that struggles with integrating 
individual and systemic factors.

Another body of literature observes humans as an “insider threat”, 
differentiating between “malicious insider” and “accidental/unintentional 
human error”, the former receiving more scholarly attention (Evans et al., 
2019). In contrast, unintentional human errors, such as using poor password 
practices and susceptibility to phishing emails, are far more common yet 
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receive significantly less attention (Hadlington, 2018). While malicious 
insiders have received more attention, it is interesting to note that widely 
cited reports, such as previously cited Verizon’s report, found that these 
threats are significantly lower than those of unintentional human error. Some 
scholars also argue that the concept of “insider threat” in the context of 
cyber systems has proven problematic, as there is considerable disagreement 
surrounding the definition of what constitutes an insider threat (Bishop & 
Gates, 2008). Similarly, ENISA’s threat landscape reports also acknowledge 
this issue and do not include the insider threat actor as one of the primary 
threat actors in their reports, due to the very low number of public reports 
of incidents (ENISA, 2024). This narrow focus on rare but dramatic threats 
inadvertently ignores the everyday realities of human error as a critical and 
pervasive vulnerability.

In summary, research on human behavior, error, and insider threats remains 
narrow and fragmented  (Colabianchi et al., 2025; Morgan et al., 2020; Nobles, 
2018; Rahman et al., 2021). Crucially, critical vectors for cyber risks linked to 
the human factor remain understudied (Rahman et al., 2021). Consequently, 
scholars are pointing out that it is essential to better understand the human 
factor and cybersecurity risks, threats, and vulnerabilities (AL-Nuaimi, 
2024; Morgan et al., 2020). This highlights the need for integrative, 
interdisciplinary research to develop a more comprehensive, human-centric 
cybersecurity governance model. Taken together, this body of scholarship 
demonstrates that while the human factor is increasingly recognised as 
critical to cybersecurity, existing research has largely focused on individual 
behaviour and technical controls, with comparatively limited attention paid 
to the role of regulatory governance in structuring organisational practices 
and shaping human-related cybersecurity risks.

POSITIONING THE HUMAN FACTOR IN THE EU CYBERSECURITY 
LEGAL FRAMEWORK

The EU regulatory cybersecurity landscape evolves at a fast pace, encompassing 
both horizontal and sector-specific legislation. Some of the central pieces of 
the EU cybersecurity regulatory architecture that contain rules targeting 
humans are the NIS2, the CSA, the GDPR, the MDR, and the AI Act. These 
frameworks address the human factor to varying extents, mostly through 
the risk management measures. The NIS2 is the only regulatory framework 
that explicitly addresses humans through several recitals and articles. For 
instance, Article 21 of the NIS2 mandates that risk management measures 
will include, inter alia, at least “cybersecurity training” (Article 21(2)(g)) 
and “human resources security” (Article 21(2)(i)). However, NIS2 does 
not provide any further clarification on what “human resources security” 
measures should entail. 

On the other hand, while cybersecurity training is a self-explanatory 
measure, scholars are pointing out its limitations in building a cybersecurity 
posture. More specifically, training alone cannot mitigate cybersecurity 
threats caused by humans (Morgan et al., 2020), and the human factor is 
much more comprehensive than a security awareness program (Robinson, 
2023). Additionally, in accordance with the NIS2 Article 20(2), Member 
States shall ensure that “members of the management bodies of essential 
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and important entities must attend training” and shall encourage essential 
and important entities to regularly offer similar training to their employees. 
Hence, NIS2 imposes an obligation on the top-level management of essential 
and important entities that must attend training, whereas this approach to 
lower organisational layers is at the level of recommendation, but not an 
obligation. As such, Member States may adopt different approaches to this 
measure, thus leading to a diverging approach to NIS2 implementation, and, 
eventually, undermining harmonization efforts to build a common level of 
cybersecurity across the Union. 

Furthermore, the GDPR, the MDR, and the AI Act do not explicitly refer 
to the human factor. An implicit reference to humans in these regulations 
can be found in the legal requirement “to establish appropriate technical and 
organisational measures proportional to the data processing risk”. While 
humans should be addressed through “organisational measures”, these 
regulations mostly provide examples of technical measures, thus failing to 
acknowledge the importance of the human factor. This regulatory silence 
on the role of humans creates ambiguity in implementation and weakens 
the human-centric cybersecurity posture. Accordingly, there is a pressing 
need for a more coherent legal approach that explicitly incorporates and 
operationalizes the role of humans in cybersecurity governance, moving 
beyond general obligations. Taken together, these instruments point to a 
regulatory pattern in which the human factor is addressed mainly through 
abstract organisational obligations, while lacking clear conceptualisation 
and operationalisation, thereby contributing to fragmented and uneven 
implementation across Member States.

WAY FORWARD

Looking forward, strengthening cybersecurity resilience in the EU requires a 
more explicit and coherent integration of the human factor into cybersecurity 
regulation and policy frameworks. This does not entail replacing technical 
safeguards, but rather complementing them with clearer legal expectations 
regarding human-centric risk management, organisational responsibility, and 
governance design. Regulatory guidance, supervisory practices, and standard-
setting processes offer important avenues for operationalising the human 
factor in a manner that is consistent across sectors and Member States.

Future research should further explore how human-centric cybersecurity 
principles can be embedded into regulatory frameworks, including through 
comparative analysis of national implementation practices and closer 
engagement with organisational and behavioural scholarship. 

CONCLUSION 

This article briefly examined how the human factor is conceptualised and 
addressed within the EU’s cybersecurity legal framework, with the aim of 
moving beyond a predominantly technical understanding of cybersecurity 
governance. By analysing the interaction between key EU regulatory 
instruments and existing human-factor scholarship, the article has 
demonstrated that although the importance of human-related cybersecurity 
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risks is increasingly recognised, regulatory governance remains an 
underdeveloped dimension in both academic research and legal design.

The analysis revealed a persistent regulatory pattern in which the human 
factor is acknowledged indirectly through general organisational obligations 
and risk management requirements, yet remains insufficiently conceptualised 
and operationalised. While NIS2 introduces explicit references to cybersecurity 
training and human resources security, it provides limited guidance on the 
scope and content of such measures. Other central instruments, including the 
GDPR, the AI Act, the MDR, and the CSA, rely primarily on broadly framed 
organisational measures that implicitly encompass human-related risks 
but predominantly prioritise technical safeguards. As a result, regulatory 
expectations concerning the human factor remain fragmented and open 
to divergent interpretation, contributing to uneven implementation across 
Member States.

These findings point to a broader governance challenge. Framing the human 
factor primarily through abstract compliance obligations or isolated training 
requirements risks reinforcing a narrow understanding of human-related 
cybersecurity risks, detached from organisational structures, regulatory 
incentives, and systemic conditions shaping human behaviour. Without 
clearer regulatory articulation, legal frameworks struggle to translate insights 
from behavioural and socio-technical research into coherent and actionable 
governance requirements. This gap helps explain why human-related 
vulnerabilities persist despite increasing regulatory activity and technological 
investment.

By foregrounding regulatory governance as a central dimension of the 
human factor, this article contributes to ongoing debates on the evolution 
of EU cybersecurity law and highlights the need for a more integrated 
approach capable of addressing the socio-technical, multidimensional, and 
interdisciplinary nature of cybersecurity in an increasingly complex digital 
environment.
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