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ABSTRACT

The human element remains the most critical, yet often least addressed, vulnerability 
in organizational cybersecurity. For any company, effective security awareness must 
evolve beyond static training to include realistic, experiential learning. This report 
details the planning, execution, and outcomes of a controlled, simulated social 
engineering phishing campaign conducted within such an organization. The primary 
objective was to use Social Engineering as a Cybersecurity Awareness  Tool to transform 
passive policy knowledge into active, reflexive cyber-resilience among employees. 
By providing direct, practical experience with a leading open-access tool like Gophish, 
followed by training lectures, these campaigns aim to transform phishing exercises 
from a compliance checkpoint into an integrated, continuous practice.
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INTRODUCTION

Phishing is one of the most important and widespread attacks in cybersecurity, 
with direct and indirect impacts on electronic systems, personal data, and 
corporate infrastructure. Beyond the purely technical dimension, phishing is 
the result of deception and the exploitation of human errors and psychological 
vulnerabilities, which makes it particularly persistent and resistant to 
technological changes (Birthriya et al., 2025).

Phishing isn’t a recent phenomenon; its origins date back to the mid-
1990s, when computer network connections became widespread and the 
internet emerged as a major medium for communication and transactions. 
The first recorded mass phishing attacks targeted users of the America Online 
(AOL) platform (Priya et al., 2024, March). Attackers created fake messages, 
impersonating reliable services or AOL representatives, and asked users to 
confirm their account details or other sensitive data. Although primitive by 
today’s standards, this initial form of phishing established the psychological 
patterns that would be used for decades: the pretense of authority, the 
creation of a sense of urgency or risk, and the appeal to trust.
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As technology progressed and the economy became increasingly reliant 
on electronic systems and online transactions, phishing evolved rapidly. 
In the early 2000s, sophisticated automation tools appeared, enabling less 
technically skilled attackers to mass-create and distribute phishing emails. 
Tactics also became more advanced: instead of general mass mailings, 
targeted attacks began to emerge, utilizing publicly available information 
to create more convincing messages. The 2000s and early 2010s were 
characterized by advanced forms of phishing combined with malware, 
notably the emergence of banking Trojans like Zeus, which could intercept 
reliable, intermediate sessions while users conducted online banking. More 
recently, the landscape transformed further with the rise of specialized 
cybercrime groups and state actors, leading to highly sophisticated spear 
phishing campaigns against specific individuals or organizations, often 
requiring prior reconnaissance and person-specific research (Abou El 
Houda, Z., 2024). Furthermore, attack channels broadened beyond email 
to include phishing via SMS (smishing), phone calls (vishing), social media, 
and highly specialized variants like Business Email Compromise (BEC), 
directly targeting corporate financial cycles. The integration of Artificial 
Intelligence technologies, especially Large Language Models (LLMs) 
(Ferrag et al., 2025) and deepfake voice and video synthesis, enabled the 
creation of hundreds of thousands of hyper-personalized phishing messages 
and highly realistic synthetic media that are nearly indistinguishable from 
authentic content (Afane et al., 2024 December).

The human element remains the most critical, yet often least addressed, 
vulnerability in organizational cybersecurity. For any company, effective 
security management must include an awareness program that should evolve 
beyond static training to include realistic, experiential learning (Maglaras 
et al., 2022). The integration of this awareness program into the security 
mechanisms of the company through repetitive phishing campaigns and 
focused training sessions can help organizations raise their security levels 
(Almomani et al., 2021) and avoid major cyberattacks. As stated in previous 
works (Brunken et al., 2023), large organizations often have heterogeneous 
technical infrastructures and training requirements. Selecting the right 
product or service for an organization requires time and effort from multiple 
stakeholders, thereby inducing a high final cost. In this paper, we present a 
recent phishing campaign design and execution on a large company, following 
a structured methodology and analysis.

Human Factors Considerations in Phishing Susceptibility

Phishing attacks frequently succeed by exploiting inherent human limitations 
in attention, perception, and decision-making rather than purely technical 
vulnerabilities. For instance, a recent eye-tracking study showed that 
when inspecting phishing emails many users’ visual focus drifts away 
from critical cues   such as sender identity or actual hyperlink URLs   and 
instead lingers on superficial elements like masked links or generic body 
text, which significantly increases phishing susceptibility (Zhuo et al., 2023). 
Related work further emphasizes that email presentation   including how 
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links are rendered, whether a button or a text link, and the device used 
(mobile vs desktop)  affects click behavior, with masked links and mobile 
devices substantially increasing the probability of users clicking malicious 
links (Musuva et al., 2019). These findings illustrate that even users with 
baseline security awareness can be misled under normal working conditions: 
when cues are subtle and cognitive workload is high, the brain relies on 
fast heuristics, making phishing a fundamentally “human-factors” problem 
rather than strictly a technical one.

Beyond perceptual factors, more recent empirical evidence shows that 
broader psychological and contextual variables, such as personality traits, 
organizational context, and email workload, also shape phishing vulnerability. 
A 2025 study demonstrated correlations between certain personality traits (e.g., 
higher extraversion, agreeableness, and neuroticism) and greater susceptibility 
to phishing, suggesting that individual differences influence how users process 
potentially malicious emails (López-Aguilar et al., 2025). Another recent 
organizational-level study found that demographic and job-related factors,  
not just knowledge level, significantly affect both phishing susceptibility and 
incident-reporting behavior among employees (Desolda et al., 2022). These 
results underscore that phishing defenses should not rely solely on training or 
technical filters but also account for human variability, organizational culture, 
and contextual stressors. As a human-centric conclusion, designing effective 
phishing prevention requires a holistic approach: combine interface design 
(clear link presentation, warning cues), adaptive organizational policies, and 
awareness of human behavioral diversity to reduce reliance on fast, error-
prone heuristics.

Methodology

The work presented in this paper details the steps followed for conducting a 
successful phishing campaign. The process followed a structured methodology, 
commencing with a rigorous planning and scoping phase, essential for a 
corporate environment. We also conducted a thorough market analysis of 
available Phishing Tools to select a solution offering high customizability and 
detailed logging. This was used as an input to the tooling and infrastructure 
setup, ensuring the campaign infrastructure could mimic real-world threat 
actors while remaining completely isolated from production systems. 
Critically, extensive effort was dedicated to legal and ethical considerations 
(Greco et al.,  2024, October). This involved securing formal approval from 
executive leadership, establishing a clear opt-out mechanism, and ensuring 
all collected data was anonymized and used strictly for educational and 
aggregate reporting purposes.

To select the correct platform to use, we had to choose between open 
source and proprietary platforms. Since the main goal was to create a 
campaign that could be easily replicated on several occasions and was mainly 
an educational tool, we decided to focus only on open source tools that could 
be both powerful and efficient (Blancaflor et al., 2021). The initial market 
analysis led to these 4 candidates: 
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•	 Gophish: This is a popular open-source phishing framework designed for 
businesses and penetration testers. It provides a web interface to easily 
set up and execute phishing campaigns, track results (email opens, link 
clicks, credential submissions), and analyze effectiveness.

•	 Social-Engineer Toolkit (SET): A Python-driven open-source tool widely 
used for social engineering penetration testing. It can be used to simulate 
various attacks, including credential harvesting.

•	 King Phisher: Another powerful tool for simulating phishing attacks, 
often used to educate users about the dangers of phishing.

•	 Evilginx: A powerful man-in-the-middle (MITM) attack framework 
that can bypass two-factor authentication (2FA) by intercepting session 
tokens. It can be integrated with Gophish for campaign management.

Analyzing these options and having in mind that, except for efficiency, 
we wanted the tool to be user-friendly, highly customizable, and able to 
provide real-time results and analytics, we decided to use Gophish, using 
also the comparative analysis by previous research (Sahay et al., 2024). 
Gophish is highly regarded as a strong open-source phishing framework 
primarily because it is designed for ethical use by security professionals and 
penetration testers to conduct realistic phishing simulations and security 
awareness training. Its key strength lies in its user-friendliness, featuring a 
web interface that simplifies the creation and management of sophisticated 
campaigns (See Figure 1). Users can easily customize email templates and 
landing pages to mimic real-world threats, utilize dynamic personalization 
for a more believable lure, and launch campaigns across various operating 
systems. Crucially, Gophish provides real-time results and detailed analytics, 
tracking metrics like email opens, link clicks, and credential submissions, 
which gives organizations the actionable data they need to measure employee 
vulnerability and effectively enhance their security posture over time.

Figure 1: Gophish campaign design internal system.

The campaign setup involved a sophisticated attack vector development and 
execution, which focused on a single, highly effective lure. For this phishing 
campaign, we designed a sophisticated email targeting the common institutional 
practice of securing external funding. The simulated email utilized specific 
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European Commission branding, contact details, and a plausible subject line 
(“Tender application call number EU.6/43/2025”) to create high urgency and 
legitimacy. Sent from a spoofed address, the email falsely notified the recipient 
that their tender status was “pending,” requiring immediate confirmation (see 
Figure 2). The campaign was executed in phased waves, targeting a statistically 
significant sample group across departments involved in grant writing and 
external collaboration. Success metrics were focused on two key actions: the 
click rate (clicking the embedded link) and the credential submission rate 
(entering credentials on the malicious landing page).

Figure 2: Phishing email from the 1st campaign.

Figure 3: The loading webpage where the victim is asked to add their information.
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Figure 4: The victim is asked to add username and password but this information is 
not captured in Gophish.

Analysis of Findings 

Based on the information collected from Gophish we analyzed the click 
rate with respect to different roles inside the company and the evolution of 
the response as the attack was continuing to take place for over 4 hours. 
In Table 1, we see the roles of the employees who were included in the 
campaign inside the company, along with the number of those who clicked 
and submitted data. Figure 5 shows the dashboard of Gophish, while 
Figure 6 shows detailed information about each user’s behavior against 
the attack. We can see from Figure 6 that a specific user tried several times 
to enter data (username, password) without noticing that the website was 
fake. 

Table 1: Roles of employees in the company.

Role Number of Employees Clicked Entered Data

Researcher 9 4 3

Lawyer 1 0 0

Developer/ S. Developer 6 1 1

Deputy 1 0 0

Head of IT 1 0 0

Content creator 1 0 0

Chief Business Operator 1 0 0

CEO, Deputy, Technical Director 3 2 0

Secretary 1 0 0

other 6 0 0
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Figure 5: Gophish statistics about the emails sent during the campaign (sent, opened, 
clicked, submitted data, reported).

Researchers were the most at-risk group, in which 4 out of 9 clicked the link, or 
44.4%, and 3 followed through with credential disclosure, or 33.3%. This higher 
risk is attributable to the fact that this campaign specifically manipulated the 
targets’ work environment: staff members accustomed to frequent applications 
for grants and tenders are psychologically primed to consider correspondence 
from the European Commission as legitimate and urgent.

Technical personnel were relatively more resilient. Of the developers and 
senior developers, only 1 out of 6 clicked on the phishing link and further 
submitted data-16.7%. The Head of IT did not interact with the malicious 
content at all. The tendency here is that technical exposure to cybersecurity 
threats, added to less direct involvement in external funding processes, gave 
them some natural resistance to this particular attack vector.

The leadership responses were a mixed bag. Of the executive cadre-that 
is, the CEO, Deputy, and Technical Director-2 of 3 clicked on the phishing 
link, 66.7%, yet none submitted credentials. This difference would indicate 
that even as initial engagement took place, perhaps due to the relevance of 
tender communications to strategic operations, further evaluation prevented 
full compromise. However, the high click rate among top executives does 
point to the fact that rank does not guarantee any sort of immunity against 
sophisticated social engineering attacks.

A specifically instructive observation emerged from the detailed behavioral 
analytics captured in Figure 6: one individual persistently attempted to submit 
credentials without recognizing indicators of the site’s fraudulent nature. This 
pattern illustrates how initial cognitive commitment to a perceived legitimate 
interaction can override subsequent critical evaluation a well-documented 
phenomenon in social engineering literature that reinforces the necessity of 
pre-engagement verification training.

These role-stratified findings carry significant implications for remediation 
strategy. Rather than uniform awareness training, organizations should 
consider differentiated educational interventions calibrated to occupational 
risk profiles. Personnel whose responsibilities involve regular engagement with 
external funding bodies, regulatory communications, or high-value transactions 
warrant prioritized and context-specific training modules addressing the 
precise psychological triggers exploited in targeted spear-phishing campaigns.
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Figure 6: Detailed reporting about each employee regarding the phishing campaign. 

CONCLUSION

The Further Analysis, Reporting, and Education phase is the next step to 
follow. Our initial results provide a quantitative baseline of the organization’s 
vulnerability, identifying the specific psychological triggers exploited by the 
tender lure and quantifying the overall organizational risk profile. This raw data 
will be translated into a comprehensive report for leadership, detailing aggregate 
vulnerability scores, time-to-first-click metrics, and observed behavioral patterns. 

The campaign must be followed by mandatory, immediate, and targeted 
remediation. All employees who participate in the test will receive a non-
punitive training module focusing on identifying highly spoofed government/
tender communications, and will be presented with an organization-wide 
presentation that deconstructs the campaign and reinforces best practices for 
verifying external communications.  

Finally, these campaigns can be used for establishing a framework for 
Continuous Improvement and Iteration. The baseline metrics gathered serve 
as a benchmark for future campaigns, adapting the complexity of the lures 
based on the organization’s current performance. This iterative approach 
allows the organization to measure the sustained impact of the training, 
adapt to emerging threat trends like highly targeted spear-phishing, and 
foster a proactive, security-conscious culture. 

This paper demonstrates that ethical, simulated social engineering, even 
with a single, highly tailored vector, is an invaluable, high-fidelity instrument 
for hardening a research-centric organization from the inside out. The goal 
of the campaign was to analyze the available phishing tools in the market, 
choose the open source tool that could effectively be used in our campaigns 
(Gophish), perform the planning, set up the infrastructure, deal with Legal 
and Ethical Considerations, and finally run the 1st campaign (Attack Vector 
Development and Execution).
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